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Rich's lesson module checklist Last Modified 4/29/2018

Zoom recording named and published for previous lesson

Slides and lab posted
Alt WB slides with 1st minute quiz
Print out agenda slide and annotate page numbers

1st minute quiz
Flash card check
Calendar page updated

Lab 1 update id-pod-map and test grade script
Lab 2 tested (check Q11 kernel release number and finger user account)
scripts/schedule-submit-locks

Bring Add Codes
Bring printed roster

Backup slides, whiteboard slides, handouts on flash drive
9V backup battery for microphone
Key card for door

Q https://zoom.us

Q Putty + Slides + Chrome
O Enable/Disable attendee sharing

A > Advanced Sharing Options > Only Host
O Enable/Disable attended annotations

Share > More > Disable Attendee Sharing

o000 OO0 OO0 OO Ooo O



https://zoom.us/
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Shell
commands .
Permissions Secure logins

Navigate

Processes CIS 9_0 file l.?re e

Introduction to
Scheduling UNIX/Linux Files and
tasks directories
) The Command Line
Mail vi editor
Environment
,,va’,.,-a bles Shell scripting

Filters Pipes

Student Learner Outcomes

1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.

2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.

3. With the aid of online manual pages, execute UNIX system commands
from either a keyboard or a shell script using correct command syntax. 2
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Introductions and Credits

Jim Griffin
» Created this Linux course
» Created Opus and the CIS VLab

- ’ - .
 Jim’s site: : .archive.org/web/20140209023942/http:

Rich Simms

« HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

+ Rich’s site: [y

And thanks to:

« John Govsky for many teaching best practices: e.g. the First
Minute quizzes, the online forum, and the point grading
system. John's site: EENIEE 0

« Jaclyn Kostner for many webinar best practices: e.g. mug shot
page.


https://web.archive.org/web/20140209023942/http:/cabrillo.edu/~jgriffin/
http://simms-teach.com/
http://teacherjohn.com/
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Browse to:
http://simms-teach.com

Click the CIS 90 link.

Click the Calendar link.

Locate today’s lesson.

Find the Presentation slides for
the lesson and download for
easier viewing.

Click the Enter virtual classroom
link to join ConferZoom.

Log into Opus-II with Putty or ssh
command.

| Presentation slldes (download) |
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i | Enter virtual classroom
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O Downloaded PDF of Lesson
0 Google QO ConferZoom Slides. I like Foxit Reader so I
can take notes using annotations.

VVVVVVVVVV

X Rich's Cabrillo College CIS - x ' g CIS 90

Go gle /simms-teach.com/docs/cis90/cis90 n01.pdf

M & B fichs CabrilaCollege ¢ X | G Google +

& > O @ B

= Rich's Cabrillo College CIS
CIS 90 Calendar

CIS 90 (Spring 2018) Calendar

Q CIS 90 website Q One or more login
Calendar page sessions to Opus-II
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Start



Start
Recording

Audio Check




Start Recording

Audio & video
Check
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Instructor: Rich Simms

Dial-in: 408-638-0968 (toll)
Meeting ID: 426 283 384
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Cnly shewn emn glficle
Gz very starr eff e cless

email answers to: risimmsdcabrillo.edu

(answers must be emailed within the first few minutes of class for credit)

13
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Commands
» Understand where account information is kept. * Quiz
« Understand why strong passwords are - Questions
important. )
« Learn where commands are located. * Using VLab
* Understand how the shell works to run « Virtual terminals
commands. - Logging in

» Discover where to find documentation.
» Passwords

* Housekeeping

» Lesson 2 commands
* The path

* Location of common commands
* Programs

* Inputs to commands
« Command syntax

* Parsing

+ Variables

* The shell (six steps)
» Metacharacters

* Shortcuts

- Life without a path

* Docs

* Wrap up

14
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Class Activity

')
\N/—==\/
{ H

Welcome to Opus II
Serving Cabrillo College

If you haven't already,
log into Opus-II

15
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Class Activity

o o hventoon

https://simms-teach.com/cis90calendar.php

If you haven't already,
download the lesson slides

16


https://simms-teach.com/cis90calendar.php
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Class Activity

w1

https://simms-teach.com/cis90calendar.php

If you haven’t already, join
ConferZoom classroom

17


https://simms-teach.com/cis90calendar.php
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Questions

18
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Questions

How this course works?

Past lesson material?

Previous labs?

Chinese
Proverb

ﬂ"l FI:IE] _ﬂﬂ FI:IE]EE, ﬁﬁj\ﬁ%{@ 1%%, ﬂﬂ;ﬁ FI:IE] _ﬂﬂ ﬁ:ﬁﬁ'ﬁgb ?)‘S%_ﬂﬂ
B K=,

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

19
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Lab Assignments -- Pearls of Wisdom

« Don't wait till the last minute to start.

 Plan for things to go wrong and give yourself time to ask questions and
get answers.

» The slower you go the sooner you will be finished.

ACACACA= — + A few minutes reading the forum can save you hour(s).

 Line up materials, references, equipment and software ahead of time.

« It's best if you fully understand each step as you do it. Use Google or
refer back to lesson slides to understand the commands you are using.

» Use Google when trouble-shooting.

« Keep a growing cheat sheet of commands and examples.

« Study groups are very productive and beneficial.

» Use the forum to collaborate, ask questions, get clarifications and share
tips you learned while doing a lab.

 Late work is not accepted so submit what you have for partial credit.

20
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On the forum

Be sure to monitor
the forum as I may
post extra credit
opportunities without
any other notice!

On the website

http://simms-teach.com/cis90grades.php . gavasisy
For some flexibility, personal preferences or family emergencies there is an additional 90 points available of extra credit

activities.

http://simms-teach.com/cis90extracredit.php

Extra Credit

In lesson slides
On some labs (search for extra credit)

Extra credit (2 points)

For a small taste of what you would learn in CIS 191 let's add a new user to your Arya VM,

Rch simms
38,0968 f1ot)
Mt 10: 426 283 384

Once added we will see how the new account is represented in /etc/passwd and /etc/shadow.

1. Log into your Arya VM as the cis90 user. Make sure it's your VM and not someone

else's,
2. Install the latest updates: r- o o)
sudo apt-get update
s

sudo apt-get upgrade

3. Add a new user account for yourself. You may make whatever username you wish, The
example below shows how Benji would make the same username he uses on Opus:
sudo useradd -G sudo -c¢ "Benji Simms" -m ~-s /bin/bash simben90

LinkedIn
Computer Science and
Computer Information Systems at Cabrillo College

For 3 points extra credit:
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Getting Help When Stuck on a
Lab Assignment

Google the topic/error message.

Search the Lesson Slides (they are PDFs) for a relevant example on
how to do something.

Post a question on the forum. Explain what you are trying to do and
what you have tried so far.

Talk to a STEM center tutor/assistant.

Come see me during my office or lab hours. I will be in the CTC
(room 1403) every Wednesday afternoon from 3-5:30.

Make use of the Open Questions time at the start of every class.

Make a cheat sheet of commands and examples so you never again
get stuck on the same thing!

Expect to do a LOT of troubleshooting in this course! 25



CIS 90 - Lesson 2  ;': ﬁl lw

Help Available in the CIS Lab

Instructors, lab assistants and equipment are available for CIS
students to work on assignments.

(<] - O X
[ CI1sLab X
c | @ webhawks.org/~cislab/ aQ | oo
=1 Apps Yahoo Cabrillo College Health Network CIS 76 links » Other bookmarks

CIS Lab & Datacenter
Aptos Campus

| Home | Resources | NETLAB | Viab | Location |

Announcements

A grest place o work on lab assignments and gat help from student lab assistants and instructors on the schedule below.

STEM CISICS hours
[Tecay] WEW DN Jan 28 - Feb 3, 2018 = i fonth | Agenda B
Wed 131 Thu21t Fize sat2a

Sun 1128 Maon 1128 Tue 130

| ]

Inside the STEM Center \

Rich's Cabrillo College CIS Classes

Home Page —
= iy g

To see schedule, click the CIS Lab link on the website and
use the "Week" calendar view 23
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CTC - Building 1400
On lower campus

S oy
o \j'
.\‘w«}r Theater
4 APAY 4

VAPA¥4000

e
1700

I will be in the CTC (room 1403) every Wednesday
afternoon from 3-5:30

24
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ACAUTION

by

|

SLOPE

SLIPPERY

The slippery slope SLIPPERY

SLOPE

1) If you didn’t submit the last lab ...
2) If you were in class and didn’t submit the last quiz ...
3) If you didn’t send me the student survey assighed in Lesson 1 ...

4) If you haven't made a forum post in the last quarter of the course ...

Please contact me by email, see me during
my office hours or when I'm in the CTC

Email: risimms@cabrillo.edu

25
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Logging In

(authentication)

Who goes there?

What's the password?

http://www.gutenberg.org/files/15064/15064-h/images/269.png

26



Virtual terminal login

Graphical desktop login
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Logging in

« A system administrator will create
user accounts for each user that is
allowed to login.

« To login you must be authenticated
as one of those users.

« There are two common
authentication methods used:

[rsimms@opus—-ii ~]$ ssh cis90Q@arya-27
cis90@arya-27's password:

SSH login

1) Username and password.

2) Public & private keys.

We will cover just usernames and passwords today

27
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Where are user accounts and passwords stored?

« User accounts are kept in a file named
/etc/passwd

« Passwords are kept encrypted in a file named
/etc/shadow

Note: Systems can also be integrated with a
directory service (e.g. Microsoft Active Directory).
In that case the user accounts and passwords are
will be stored on another server.

28
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The /etc/passwd file

[rsimms@daughter-of-opus ~]$ cat /etc/passwd
<1foot:x:0:0:root:/root:/bin/bash

The SUPER user is named root
< Snipped >

< Regular users

deanna:x:2009:1701:Deanna Troi:/home/deanna:/bin/bash
chakotay:x:2010:1701:Chakotay:/home/chakotay:/bin/bash
kira:x:2011:1701:Kira Nerys:/home/kira:/bin/bash
chekov:x:2012:1701:Pavel Chekov:/home/chekov:/bin/bash
[rsimms@daughter-of-opus ~1$

To login your username must match one of the accounts in
the /etc/passwd file

Note: In spite of its name, this file no longer contains the
passwords!

29
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Viewing your account in /etc/passwd

This command, which we will learn how to do later, outputs
r just one line of the /etc/passwd file on Opus-II

/home/cis90/simben $ grep simben90 /etc/passwd
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

(: ) username L 5) Comment Q 6) Home directory L 7) Shell

4) Group ID (GID)

3) User ID (UID)

Note the fields in /etc/passwd
2) password (just a placeholder now) are delimited with a “:”

/home/cis90/simben $ id
uid=1201 (simben90) gid=190(cis90) groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

Now you know where the id command get some of its information!
30
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<

The /etc/shadow file

[rsimms@daughter—-of-opus ~]$ cat /etc/shadow

cat: /etc/shadow: Permission denied Use sudo to run command
[rsimms@daughter-of-opus ~15 sudo cat /etc/shadow

[sudo] password for rsimms: as superuser (FOOt)
root:563 S

:16226:0:99980809:7:::
The SUPER user is named root
< Snipped>

Regular users

deanna: $65hsAXg0JkSndIt. oxiFL/gZTpLAFOaGgxpxAHDE] Tukpd0PfeRNOJ9q07Z26Cg0V
3hzo9%eSAk0GlaywDtQwLoNefNEEWL9FR1:16686:0:99900:7:::
chakotay:565c/kFViIaSnTUJcvJRCUt8PwvOSYL1opAI 25UsFLNKerGF80hQIkI78RHTXEL
KOOWvDRSWEBAI4pul /LLpi6JPE8QCEMVU1s1:16686:0:99900:7:::
kira:$653dqjzQCwsG2bJapsWO07IhLD.cQfIShtk.hWiGUAJhOJNDXZT4zTNO1WTPOKDJ6eqg
hBzvT86xUXhIMEBXDEFB4WpOt. 5Ab0jJ. :16686:0:999089:7:::
chekov:5657d4PMdv0OSHPYW/ k04D jMDeLO3qUEEZVvQ ] 0 fWpLuUWMhORv1OVv1V3N/zQxhdhS3
YESLdhHzO0rKBelwzGGx07CrzOfL.3MKNal:16686:0:99890608:7:::
[rsimms@daughter-of-opus ~15

To login, your password must match the encrypted (hashed) account
password kept in the /etc/shadow file

Only the root user can view this file and the passwords are encrypted!
31
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Viewing an account in the /etc/shadow file

hashing algorithm used (6=SHA-512)

salt SHA-512 hash of salt + user's password

| A
[ \ 1

kira:$6$3dgjzQCwS$G2bJapsW07IhLD.cQfI%htk.hWiGUAJhOJNDxZT4zTN91WTPOKDJI6eghBzvT86xUXhIM8XDFB4WpOt .5Ab0jJ.:16686:0:99999:7:::

§ , T
1) username 2) encrypted password

3) last change date (days since 1/1/1970)

4) minimum age (number of days before it can be changed)

5) maximum age (number of days before password expires)

6) warning period (the number of days before expiration that user is warned)

7) inactive days (the number of days after password expires that account is disabled

8) expiration date (days since 1/1/1970) that the account may no longer be used

Note the major fields in /etc/shadow are delimited with a “:”. The
encrypted password field is further delimited with a "$"

32
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Class Activity

o

/home/cis90/simben $ grep simben90 /etc/passwd

simben90:x:1201:1090:Benji Simms:/home/cis90/simben:/bin/bash

username‘B L Comment (

Group ID (GID)
User ID (UID)

password (just a placeholder now)

Home directory

L Shell

Note the field separator used
in /etc/passwd is a ":”

1) Find your record in /etc/passwd

« Paste your UID (User ID) number in the chat window.
« Paste your home directory in the chat window.

« Paste your shell in the chat window.

2) cat /etc/shadow
Annotate this table with a green check
v if you can view this file otherwise a

red x if you can't.

Can View

Can't View

33
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For Supplemental Study

= » & o[ E )
Ric x Y Bl x (@RRc x (Yen x )/ MHo x \__

nding-hashing-shadow-utils w @ =

& C'  [) www.slashroot.in/

i Apps [ Cabrillo Signon for .. [} Logitech Alert Login €| Correo Cabillo Login ] Cabrillo enroliment () CCC Confer » (] Other bookmarks

/ROOT.IN-]#  pE—N
HOME PAGE ABOUTUS CONTACTUS ARCHIVE ARCHIVES

TECHNICALNEWS  NETWORKING

Home ; Security Notes » How are passwords stored in Linux (Understanding hashing with shadow utils) »

How are passwords stored in Linux
(Understanding hashing with shadow utils)

Submitted by Sarath Pillai on Wed, 04/24/2013 -

8 | | 16 21

W Tweet G

A user account with a corresponding
password for that account, is the primary
mechanism that can be used for getting
access to a Linux machine. Its very much
logical to think that the passwords of all the
user's in a system must first be saved in
some kind of a file or a database, so that it
can be verified during a user login attempt.

And you do not require the skill set and
expertise of a computer security scientist to think rationally that if you get hold of that database or file,
which stores all the passwords, you can easily get access to the machine.

Some people will argue at this point that the database, or the file that contains the passwords, are in an
encoded format (hash value), and its not possible to know the real password, from the encoded password
hash. However its possible to detect the real password from the encoded ones, by doing a dictionary
attack against the encoded value. Let's get back to some basics before going ahead

Hashing is a mathematical method to produce a fixed length encoded string for any given string. The -

https www.slashroot.in/how-are

passwords-stored-linux-understanding-
hashing-shadow-utils

Excellent article on how passwords created and stored
34


https://www.slashroot.in/how-are-passwords-stored-linux-understanding-hashing-shadow-utils

00 (e CIS 90 - Lesson 2 to o2 OB R BF

Passwords
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Your password

» Strong passwords are critical!

 Botnets and malicious ne-er-do-wells are constantly
attempting to break into computers attached to the
Internet! (Even my little Frodo VM at home)

FIREEYE CYBER
THREAT MAP

=~ iy

https://www.fireeye.com/cyber- http://map.norsecorp.com/#

map/threat-map.html

36
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July 17, 2017 - Datacenter is idle
Top source countries over the summer but we still have

NoSweat : Monday, July 17, 2017 lots of international visitors!
. SwceCoumy | Byes | Sessons |
172.16.0.0-172.31.255.255 6.80 G 352.34 k
192.168.0.0-192.168.255.255 7.80M 67.41k
United States 361.73 M 38.05 k
China 159.78 M 2252k
Netherlands 3323 M 8.86 k
France 2028 M 371k
Ireland 567.29 k 1.39k
Russian Federation 2059 M 1.17 k
United Kingdom 33486 M 776
Nigeria 458.03 M 740
Taiwan ROC 399.90 k 577
Brazil 224 M 518
Germany 254 M 491
Ukraine 6.62 M 430
Philippines 1477 M 407
Czech Republic 295M 292
Viet Nam 1090 M 270
Japan 716.41 k 269
Thailand 5.02M 264
Belgium 321.48 k 208
India 4415 M 194
Poland 467 M 186
Singapore 31991k 170
Hong Kong 1.18 M 166
Greece 95.28 k 163
Sweden 823.54 k 153
Finland 56.20 k 150
Colombia 246 M 136

Tool: Palo Alto Networks PA-500 (one page of a daily report) 37
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July 9, 2015 - Datacenter is idle over the summer break
but we still have lots of strangers trying to log in!

Threat Types Threat
Top 5 Spyware Top 5 Attackers
Morto RDP Request Traffic cisvdc.cis.cabrillo.edu 12,302
162.242.228.100 3,186
195-154-157-104.rev_poneytelecom.eu 133
mail vadimedical.com.tw 28
hosted-by.invisionarg.com 17
Top & Vulnerabilities Top & Victims

Vulnerability

Notice the ot

LDAP: User Login Brute-force Attempt 12,302 rdserver.cis.cabrillo.edu 15,684

br u t e f orce MS-RDF Brute-force Attempt 3,360 ed_cis_cabrillo.edu 11
SSH User Authentication Brute-force Atte.. opus.cis.cabrillo.edu 2

attacks _ : e

PHP CGI Query String Parameter Handli... 6 vcenter.cis.cabrillo.edu 2

PHP CGI Query String Parameter Handli... 6 pengo_cis.cabrillo.edu 2

Top 5 Viruses Top 5 Attacker Countries

No matching data found

172.16.0.0-172.31 255 255 12,302

United States 3,210

France 133

Taiwan ROC 28

MNetherlands 17

Tool: Palo Alto Networks PA-500 (one page of a daily report) 38
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May 28, 2015 - Bad 3-way handshakes 188.165.15.181 » Check and report abuse IP

being Sent tO O,DUS frOm Ff'anCe Enter an IP address or a Domain name:

Example:

[rsimms - Fi 188.165.15.181 was found in our database!
- squert (2176) - rsimms - Ch! This IP was reported 3 times. Click here for details.
/ B snorby-Dashboard  x { [ ELSA x /' |“ squert(2176) - rsimms % \b} \ 1sp OVH SAS
A e = Host Name boson035 ahrefs_com
oy sl 0 - | /i ¢ 2id= - b02b0fa95887fd13 Ca
&l 8 & & bepSi//localhost/squert/index php?id=ad5bae5c326b02b0fa95987fd135af9a Organizaton OV Sas
g = Country France (FR) L1
EVENTS SUMMARY VIEWS a
‘ ‘ ‘ _r‘?_' ‘_‘ City NA
INTERVAL:  2015-05-29 00:00:00 -> 2015.05.28 23:59:59 (+00:00) FILTERED BY Of
Report 188.165.15.181  Whois 188.165.15.181
TOGGLE v
SUMMARY ~
queuad events 2176
total cvents 18757 18 8 18:34:25 SURICATA STREAM 3aay hardshake wiong Seq wiong ack 2210010 6 2.239%
Lol signalres 33
10l& SOUMCES alen IC"_- any any -> any any (.'nsc"SURICATA STREAM W/Ay handshake wrong seq wrong ack’; stream-event3wns wrong_seq_wrong ack; sid:22100190; rev:1 )
ot source . ¥ g -] 2 R
total destinations - file: downloaded.rules:20546
ETT T A | catecorzs 0 Events) W creaTERLTER: src dst both
high 66 (200 QUEUE  ACTIVITY LAST EVENT SOURCE COUNTRY DESTINATION COUNTRY
medium
low 2067 [93.0m)
other 43 (o)
5 B g =
I E I L RO E oA _ 65 - 2015-05-29 18.27.24 183165.15.161 L0 FRANCE(m 20762.1867.230 == UNITED STATES (us)
@ compromised L1 - ] ST TIMESTAMP CVENT ID SOURCE PORT  DESTINATION PORT  SIGNATURE

@ compromised L2 -

3 1 |Gl 20150520 182724 3.8533 188.165.15 181 56128 207.62.187.230 80 SURICATA STREAM 3way hancshake wrong seq wrong ack
attempted access -
& denial of service U 20150520 18:2724 3.8555 188.165.15 181 56128 207.€2.187.230 80 SURICATA STREAM 3way hancshake wrong seq wrong ack
® policy viclaton - U 2015-05-29 18:2724 3.8558 188.165.15.181 56128 207.62.187.230 80 SURICATA STREAM 3way handshake wrong seq wrong ack
ICconpssance; ] 2015-05-29 182724 3.8557 186.165.15.181 56128 207.62.187.230 80 SURICATA STREAM 3way hancshake wrong seq wrong ack
@ maicious -
H—— m 2015-05-29 16:27 24 3.8556 186.165.15.161 56126 207.62.167.230 80 SURICATA STREAM Jway handshake wrong seq wiong ack
no action res i (88.4%,
escalated event J 2015-05-28 182724 3.8555 186.165.15.161 56126 207.62.187.230 80 SURICATA STREAM Jway handshake wrong seq wiong ack
= | 2015-05-29 182724 38554 186.165.15.161 56128 207.62.187.230 80 SURICATA STREAM 3way hancshake wrong se¢ wiong ack
HISTORY ~
: mil | 2015-05-29 182724 38545 186.165.15.181 56128 207.62.187.230 8)  SURICATA STREAM 3way hancshake wiong sec wiong ack
WELCOME rstmms | |7 0/0] UTT 18:43:58

Tool: Squert (part of the Security Onion IDS) 39
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They never stop trying

The ne'er-do-wells trying to break in ...
this is why you need strong passwords

Disconnecting after too many authentication failures for user:

Failed logins from:
76.254.22.196 (adsl-76-254-22-196.dsl.pltnl3.sbcglobal.net): 2 times
201.7.115.194 (201-7-115-194.spopa302.ipd.brasiltelecom.net.br): 2135 times
210.240.12.14: 20 times

Illegal users from:
201.7.115.194 (201-7-115-194.spopa302.ipd.brasiltelecom.net.br): 564 times
210.240.12.14: 42 times

Tool: logwatch report showing malicious attempts to break into Opus
40
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They never stop trying

The firewall on Opus slows down but does not end the attacks

Failed logins from:
122.249.183.95 (x183095.ppp.asahi-net.or.jp): 3 times
218.64.5.131 (131.5.64.218.broad.nc.jx.dynamic.l63data.com.cn): 3
times

Illegal users from:
78.46.83.76 (static.76.83.46.78.clients.your-server.de): 3 times
218.4.157.178: 3 times

pam succeed if (sshd:auth): error retrieving information about user
teamspeak : 1 time(s)

reverse mapping checking getaddrinfo for
131.5.64.218.broad.nc.jx.dynamic.l63data.com.cn failed - POSSIBLE

BREAK-IN ATTEMPT! : 3 time (s)
pam succeed if (sshd:auth): error retrieving information about user ts
: 2 time(s)

pam succeed if (sshd:auth): error retrieving information about user
plcmspip : 2 time(s)

pam succeed if (sshd:auth): error retrieving information about user
PlcmSpIp : 1 time(s)

We used to get up thousands of attempts every day until we made
some changes to the firewall on Opus. Attacks always would come
from different computers around the world.
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/var/log/wtmp and var/log/btmp

[root@opus logl# lastb | sort | cut -fl -d' ' | grep -v *$ | unig -c > bad
[root@opus logl# sort —-g bad > bad.sort
[root@opus logl# cat bad.sort | tail -50

471 ftp
472 public
490 test
490 tomcat 610 test
498 user 656 noc 1138 webadmin
506 service 686 www . 1298 nagios
508 mike 690 postfix 1332 web
508 username 723 jOhnl 1374 a
524 cyrus 734 testing 1384 student
530 pgsgl 738 adam 1416 postgres
532 testl 746 alex 1690 user
544 master 754 1info 1858 oracle
554 linux 798 tester 1944 mysql
554 toor 832 library 2086 webmaste
576 paul 935 guest 5324 test

990 admin

584 support . 10803 root
590 testuser 1002 office 10824 admin

£04 ire 1022 temp 18679 root
1070 ftpuser 24064 root

[root@opus logl#

Top 50 usernames used by the ne'er-do-wells when attacking Opus 42
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How to make a strong password

Current goal: require at least 264 guesses

« Use upper case, lower case, punctuation, digits

« The longer the better (10 or more characters) 9410 => 65.64 bits of entropy
« Random, not in any dictionary

« Something you can remember (Google "best password managers")
 Different password for different services

» Keep it secret -- change when compromised

« A MUST for your email accounts!

GOOD (but not truly random)

WhOle#!!!! (Whole sh’bang)

KuKu4 (co) 2 (Cuckoo for Cocoa Puffs)

#0p.&.s@ve (shop and save)

1d102sdRy (I do laundry on Tuesday)

Iwb@tBOaWw (I was born at the bottom of a wishing well)

BETTER (pass phrases of 6 random words) 2000% => 65.79 bits of entropy
splendid roll arrest boiling silk shelter

heap pancake wooden complete inject ethereal
few balance note sedate alike tense
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passwd command
Change user's password

Syntax:
passwd [username]

Example:

/home/cis90/simmsben $ passwd
Changing password for user simben90.
Changing password for simben90 Note, the passwords
(current) UNIX password: are not echoed as
New UNIX password: < % you type them.
Retype new UNIX password:

passwd: all authentication tokens updated successfully.
/home/cis90/simmsben $

This changes your password on Opus only (not
other VMs, the forum or Canvas)
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John the Ripper

An open source cracker that tries common passwords first
followed by a brute force dictionary attack

B (2 unread) - richsimr % Rich's Cabrille Colle: Configuring the app * . (§) Cabrillo College: Co » , () Cabrillo College: Cor » /' §l John the Ripper pa:
€ 2 C M © www.openwall.com/jchn/ % e

v A
{topenwall
\ bringing security into

\ open environments

John the Ripper password cracker

m

John the Ripper is a fast password cracker, currently available for many flavors of Unix, Windows, DOS, BeOS, and OpenVMS. Its primary purpose is to detect weak Unix
passwords. Besides several crypt(3) password hash types most commonly found on various Unix systems, supported out of the box are Windows LM hashes, phis lots of
other hashes and ciphers in the community-enhanced version.

Ads le Audio CD Ripper Windows Linux Crack in Wall Password Cracker £ sHRRE W0 .

Password Recovery John the Ripper is free and Open Source software. distributed primarily in source code form. If you would rather use a commercial product
tailored for your specific operating system. please consider John the Ripper Pro, which is distributed primarily in the form of "native” packages
for the target operating systems and in general is meant to be easier to install and use while delivering optimal performance.

Proceed to John the Ripper Pro homepage for your OS:

passwords.openwall net

Windows
NTI20003P/2003Vist2] o o the Ripper Pro for Limm
Windows NTFS (EFS) ® John the Ripper Pro for Mac OS X o
Windows 95/98ME + On Windows, consider Hash Suite (developed by a contributor to John the Ripper)
. Google
Unix Download one of the latest official free versions (release notes): 8
Microsoft Office * John the Ripper 1.7.9 (Unix - sources. tar gz, 848 KB) and its signature
MS Word * John the Ripper 1.7.9 (Unix - sources. tar bz2. 701 KB) and its signature
Excel * John the Ripper 1.7.9 (Windows - binaries, ZIP, 2029 KB) and its signature
Access Download the latest community-enhanced version (release notes):
Project . . . .
# John the Ripper 1.7.9-jumbo-5 (Unix - sources, tar.gz, 1423 KB) and its signature
VBA o John the Ripper 1.7.9-jumbo-5 (Unix - sources, tarbz2, 1186 KB) and its signature
* John the Ripper 1.7.9-jumbo-5 (Windows - binaries, ZIP, 3845 KB) and its signature
Internet Explorer This version integrates Jots of contributed patches adding support for tens of additional hash and cipher types (including popular ones such as NTLM, raw MDS,
etc., and even things such as encrypted OpenSSH private keys, ZIP and RAR archives, and PDF files), as well as some optimizations and features. Unft
Outlook Express, Outlook, its overall ualitv is lower than the official version's. Reouires OoenSSL 0.9.7 or newer. There are unofficial binarv builds (bv John the Riover user community <
L] john-178-Linux-x...tar.gz L] john-178targz - ¥ Showall downloads... X
Instructor:

Use sister-of-opus and john* aliases to demo.
Show password.1st for common passwords. 45
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/etc/passwd

[r5imm
hoshi:s 1701:Hoshi S=
001:1701:Worf:/
1701:Ezri D
1701 :Hikaru Sulu:/ho
:1701:Jonathan Arch

1 :/bin/bash
sulu:/bin/bash
rcher:/bin/bash

/bin/bash
a:/bin/bash

Four users: deanna, chakotay, kira and chekov have weak

passwords:

1234567
secret
terces
chekov1l
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/etc/shadow

john-prep

rsimms@sister-of-opus: ~ — m}
2 P
' s ~1% john-—p
file to «
winU/Hbv

mjEk7keR1hVEZNVT zWt1e 9t XhWVENKEq2Ft 2bmC
h
hXgvoQ50/Lxuh800b0getYbsXkR

crnnT2W71ioCncWEX07pvnZlpbvulYp8ziSrEKsSp3R

1111

Encrypted (hashed) passwords in /etc/shadow for
deanna, chakotay, kira and chekov

47



CIS 90 - Lesson 2

password.1lst

view security/john-1.8.0-jumbo-1/run/password.lst

@ rsimms@sister-of-opus:~

! comment:

#! ent:
# ! comment :
#! comment :
# ! comment :
#! comment :

#! comment :
#! ment:

in

This 1list is
systems 0
(that is, more s are li: It has been
also include common website passwo from public lists
5" from major community website compromises that
5 through 20

Last update: 2011/11/20 (3546 entries)

For more wordlists, see http://www.openwall.com/wordlists/

Common passwords John will try first
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Cracking their passwords

john-run

[rsimms@sister-of-opus ~]$ john-run
Start cracking passwords? (press Enter to continue)

Mon Feb 5 16:23:36 PST 2018

Warning: detected hash type "sha5l2crypt", but the string is also recognized as "crypt”

Use the "--format=crypt” option to force loading these as that type instead

Loaded 4 password hashes with 4 different salts (shablZcrypt, crypt(3) 565 [SHAS12 64/64 OpenSsL]
)

Warning: OpenMP is disabled; a non-OpenMP build may be faster

Press 'g" or Ctrl-C to abort, almost any other key for status

chekovl (chekov)

secret (chakotay)

1234567 (deanna)

terces (kira)
4g 0:00:02:00 DONE 2/3 (2018-02-05 1€:25) 0.03313g/s 302.7p/s 306.7c/s 306.7C/s retupmoc..dlanod

Use the "--show"™ option to display all of the cracked passwords reliably
Session completed

Mcn Feb 5 16:25:37 PST 2018

[rsimms@sister—of-opus ~]15

Doesn't take very long but these are very
weak passwords!




48 Gidson Research Corporatior

[ Fome v [ Ssivite + | Seveess |

How Big is Your Haystack?

and how well hidden is YOUR needle?

If every possible password is tried, sooner or later yours will be found.
The question is: Will that be too soon or enough later?

Brute For Space Analysis:
Search Space Depth (Alphabet): 26
charact
12,356,630
Search Space Sz ) 1.24x 107

his Password's Space:

3.43 hours

0.000124 seconds

Cenario: | 0,000000124 seconds

IMPORTANTIII  What thi

It is NOT a "Password Strength Meter.”

Password strength
calculator for random
passwords

M( /cox{ac oc«(el (v (ec (hc

C' [ https//mww.youtube.com/watch?v=1ExUsGIfCrU

Yu“ Q Upload

Why Passwords Fail

* Unless people are using 10 character,
completely random passwords, then their
password isn’t really good

* Example:

—pEI\NI{i8m

* If you make them use a password like that,

they’ll write it down
— Which also isn’t good

CMPS 485: Password Complexity

Ryan Riley

- X -

88 views

Excellent presentation on making
strong passwords
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Best Practices

Beginners guide to beefing up your online privacy and security

security-online/

« Install updates (especially browser and OS).

» Use strong passwords and passcodes.

« Encrypt your phones and computers.

« Use two-factor authentication.

+ Use a password managers (example products: 1Password and LastPass).
 Encrypt SMS and voice calls (example products, Signal).

+ Use VPNs on public Wi-Fi (example services, Private Internet Access).

« Secure end-to-end email (example ProtonMail).

* Delete old emails.

« For more in-depth strategies see EFF's Surveillance Self-Defense page.

https:/ /ssd.eff.or

51
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Housekeeping

1. Your student survey is due today.

2. Lab 1 due by 11:59PM (Opus time) tonight.

Use submit to turn in your work

Grading Rubric (30 points)
5 points for each correct scavenger hunt item
3 points - optional extra credit questions (1 point each).

Use verify to see what you turned in
3. Last day to Drop with Refund is this Saturday.

4. Guest speaker next week on internships &
apprenticeships.

53
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Roll Call

If you are watching the archived
video please email me to let me
know you were here.

risimms@cabrillo.edu

56
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.'

Grading Code Names
Lord of the Rings Characters

I'll start sending out LOR code names
this week for everyone who sends
or has sent me their survey.

+ Grading choke:  Qpass/no-pess  Qgrade

{chisan o, yau may e e
Computer Background

+ Previous computer classes or training taken:

+ Wiork or ather experience using computers:

Study Grous ps

Students often like to work together on assignments and prepare for tests. However you

See Lesson 1
assignments on
the Calendar

(Pracsa sve & el compiated survey to risimms @oobriio.eou]
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To get notifications of new forum posts

Subscribe to the forum to get email notifications of new posts

After logging in:

1.
2.

Go to the CIS 90 class forum.

At the bottom of the page, click the "Subscribe forum" link on the
lower left. When subscribed you get email notifications when new
posts are made.

. To unsubscribe, click it again.

Unsubscribed

# Home <« Board index [ Subscribe forum Jlooks like this.

) _ Subscribed
# Home < Board index [ Unsubscribe forum looks like this.
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Cabrillo Networking Program Mailing list

Subscribe by sending an email (no subject or body) to:
networkers-subscribe@cabrillo.edu

e Program information

e Certification information

Career and job information

e Short-term classes, events, lectures, tours, etc.
e Surveys

e Networking info and links

60
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LinkedIn
Computer Science and
Computer Information Systems at Cabrillo College

For 3 points extra credit:

gz&:& Computer Science and Computer Information p—
Systems at Cabrillo College
114 members.

1) Join LinkedIn.com
2) Join this group
3) Send me an email when

ABOUT THIS GROUP

Conversa Jab: MEMBERS o
T Coned00e finished.

Alums: Who's working with cloud?

What are you doing? What do you wish you leamed in class?

ike Comment

https://www.linkedin.com/groups/6689142
61
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Microsoft Academic Webstore

B Microsoft

SQL Server

[ Ym—— ok 2017 is now
m more

Popular

Microsoft

Operating Systems Azure

Developer Tools

Moo fetorSuens Mo 1 nelSebrs Vol o Conmrty « Microsoft software

Applications F—

Training for StUdentS

‘ o registered in a CIS
or CS class at

Cabrillo

Visual Studio for Mac SQOL Server 2017 Developer SQL Server 2017 Enterprise SQL Server 2017 Standard

e Available after

w registration is final
(two weeks after
SQL Server 2017 Web Windows Server 2016 Access 2016 Project 2016 Visio 2016 f| rst CIaSS)

B a

Windows 8.1 Access 2013 Project 2013 Visio 2013

To get to this page, go to http://simms-teach.com/resources and click
on the appropriate link in the Academic Software for CIS Students section. 62
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VMware Academic Webstore

~ P !I !I '% '% - VMware software for

students registered
vRealize Suite 7 Enterprise vRealize Suite Standard VMWE;;:?;?E{& 6.5 VI*A-.-.*a:;Sdzlzzre 6.5 th;ir';:j;l;‘ez 6 Vl:ﬂ/':r:::?:l;z 5 i n a CI S O r C S C I a S S
at Cabrillo

|  Available after
e e o S T E— registration is final

(two weeks after
first class)

VMware Fusion 8 (for Mac VM Workstatiol
0OS X) I 2

To get to this page, go to http://simms-teach.com/resources and click
on the appropriate link in the Academic Software for CIS Students section.
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Lesson 2
Commands
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ﬁ Lesson 2 commands for your toolbox

echo
banner

Is

cat

file

type
apropos
whatis
man
info

bc
passwd

set
env

- Prints text and variables
- Make a banner

- List directory contents

- View file (name comes from concatenate)

- Show additional information about a file

- Shows where a command resides on the path
- Searches the whatis database for strings

- Searches the whatis database for commands
- Show the manual page for a command

- Alternate online documentation tool

- Binary calculator
- Change password

- List all shell variables
- List all environment variables
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UNIX/Linux Architecture

System Commands

() ,
&) @ « 100’s of system commands and

utilities.

Shell

« Commands like Is (list directories), cat
(print a file), rm (remove a file), ... etc.

System

Commands Applications

« Utilities like vi (text editor), sort (sorts
file contents), find (searches), ... etc.

« Larger utilities like sendmail (email),

Kernel

tar (backup), tecpdump (sniffer), ...
etc.

« Administrative utilities like useradd,

groupadd, passwd (change
password), ... etc.
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echo
banner

Is

cat

file

type
apropos
whatis
man
info

bc
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Follow Me

- Prints text and variables
- Make a banner

- List directory contents

- View file (name comes from concatenate)

- Show additional information about a file

- Shows where a command resides on the path
- Searches the whatis database for strings

- Searches the whatis database for commands
- Show the manual page for a command

- Alternate online documentation tool

- Binary calculator

67
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Lesson 2
Commands

Supplemental
examples
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echo command
Print text and variables

Syntax:
echo [string]

/home/cis90/simben $ echo hello rich
hello rich

/home/cis90/simben $ echo joy to the world
Jjoy to the world

R R W
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banner command
Output a banner

Syntax:

banner [string]
banner [string] [string] ... [string]

/home/cis90/simben $ banner I Love Linux

Ty
#
#
#
#
#
T
# FEEREEE ¥ §OREEEEEE Similar to echo command
: ; . . i but outputs banner sized
# # " b letters instead
4 # ¥ob 4 4
# # Bk 4 4
BERRERE BEEEEES # T
# T T T 4
# 4 b4 T o4 4
# 4 B4 k4 B4 4
# 4 B4 4 # 4
# 4 Bk k4 B4 4
# 4 # TR o4 4
BEBREEE  REEEE 4 bR EEE 4 4 70
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Is command
List files or directory contents

Syntax:
Is [pathname]
Is [pathname] [pathname] ... [pathname]

/home/cis90/simben $ 1s

bigfile Lab2.0 mission proposal3 text.fxd Listing the contents of
bin Lab2.1 Poems small town timecal the current directory
empty letter proposall spellk what am i

Hidden Miscellaneous proposal?2 text.err

/home/cis90/simben $ 1ls Poems/
Angelou Blake Neruda  Shakespeare Yeats Listing the contents of
ant Dickenson nursery twister the Poems directory

/home/cis90/simben $ 1ls mission /bin/ps /usr/local/bin/banner Listing three files
/bin/ps mission /usr/local/bin/banner

Regular files show as black, directories show as blue and
executable programs/scripts show as green 71
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cat command
Concatenate and view file contents

Syntax:
cat [pathname]
cat [pathname] [pathname] ... [pathname]

/home/c1s90/simben $ cat letter
Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.

< snipped >

Wait a minute! 1It's stopped hailing! Guys are swimming!
Guys are sailing! Playing baseball, gee that's better!
Mother, Father, kindly disregard this letter.

P

Alan Sherman

What happens if you spell cat backwards instead? )
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file command
Show additional file information

Syntax:
file [pathname]
file [pathname] [pathname] ... [pathname]

/home/ci1s90/simben $ file letter
letter: ASCII English text

/home/cis90/simben $ file Miscellaneous/
Miscellaneous/: directory

/home/cis90/simben $ file timecal mission /usr/bin/cal

timecal: Bourne—-Again shell script text executable
mission: ASCII English text

/usr/bin/cal: ELF 32-bit LSB executable, Intel 80386, version 1
(SYSV), dynamically linked (uses shared libs), for GNU/Linux
2.6.18, stripped
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type command
Search for a command on the path

Syntax:
type [command]

type [command] [command] ... [command]

[rsimms@opus-ii ~]$ type cal
cal 1is ‘/usr/bin'/‘cal’ cal is located in the /usr/bin directory

Y

N name of the file
(command/program)

name of the directory
where file is found

[rsimms@opus-ii ~]$ type bogus

-bash: type: bogus: not found bogus is not on the user’s path
[rsimms@opus-ii ~]$ type uname cal

uname is /bin/uname uname is in the /bin directory
cal is /usr/bin/cal cal is in the /usr/bin directory
[rsimms@opus-ii ~]$ type type type is built into the shell

type is a shell builtin program
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apropos command
search the whatis database for strings

Syntax:

apropos string

/home/cis90/simben $ apropos echo
echo (1) - display a line of text

echo (lp) - write arguments to standard output
echo [builtins] (1) - bash built-in commands, see bash(1l)
lessecho (1) - expand metacharacters

pam_echo (8) - PAM module for printing text messages
ping (8) - send ICMP ECHO REQUEST to network hosts
ping6 [ping] (8) - send ICMP ECHO REQUEST to network hosts
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whatis command
search the whatis database for commands

Syntax:
whatis command

/home/cis90/simben $ whatis echo

echo (1) - display a line of text
echo (lp) - write arguments to standard output
echo [builtins] (1) - bash built-in commands, see bash(1l)
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man command
Show the manual page (documentation) for a command

Syntax:

man command

/home/cis90/simben $ man cat

22 simben90@oslab:~

CAT (1) User Commands

NAME

SYNOPSIS
cat [OPTION]... [FILE]...

DESCRIPTION
-A, --show-all
equivalent to —vET

-b, —--number-nonblank
number nonempty output lines

-e equivalent to -vE

-E, --show-ends
display $ at end of each line

-n, —--number
number all output lines

CAT (1)

cat - concatenate files and print on the standard output

Concatenate FILE(s), or standard input, to standard output.

The man page is a
quick way to find what
a command does and
how to use it

4|1

R R W

Use these keys
to scroll

Use g key to
quit
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info command
Alternate documentation tool for commands

Similar to man but has has
links to additional pages

Syntax:

info command

/home/cis90/simben S info bc

@ simben90@oslab:~ = | B |-

Page
Up

Bile: bc.info, HNode: Top, HNext: Introduction, Prew: (dir), TUp: (dir) - Use these
* Menu: f 1

@ simben90@oslab:~ E@ﬂ—hj keyS tO
* Introduction:: Bile: bc.info, HNode: Examples, Next: Readline and Libedit Options, Prev: Functions, Y oa

scroll

* Basic Elements:: Up: Top
* Expressions:: |
* Statements:: & Examples
# Functions:: ) |[|#rkkeessss
* Examples::

* Readline and Libedit Optil|In /bin/sh, the following will assign the value of "pi"™ to the shell

*# Comparison with Cther Img |variable PI.

* Limits::

* Environment Variables:: pi=% (echo "scale=10; 4*a(1)™ | bc -1) Use q key to
The following is the definition of the exponential function used in QUIt
the math library. This function is written in POSIX “be'.

2cale = 20

i U:3e5 t,'n? fact that e"‘.x = (e"txfz.]]"‘Q ) Use Enter
When x is small enough, we use the series:
e"x =1+ x + x"2/2!' + x~3/3! + ... - EntET to fO//OW a
=/ -
link (*)
define e(x) {

autoe a, d, e, £, i, m, v, =
——zz-Info: (bc.info.gz)Top,
lWelcorr.e to Info wversion 4.1 /#* Check the sign of x. */
if (x<0) { L
m= 1
—-—zz-Info: (bc.info.gz)Examples, 87

Use L to go
back to last

5

—— - - page

Move cursor over an * and press Enter to follow link 78



Use quit to
end program

CIS 90 - Lesson 2 1 pi"lw

bc command
A binary calculator

Syntax:
bc

/home/cis90/simben $ bec

bc 1.06.95

Copyright 1991-1994, 1997, 1998, 2000, 2004, 2006
Free Software Foundation, Inc.

This i1s free software with ABSOLUTELY NO WARRANTY.
For details type "warranty'.

2+2 *

4
3%3() < Enter mathematical

90 / expressions for bc to solve

(3*31)+251*1.5
469.5

quit

/home/cis90/simben S
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Class Activity

1) Is red a UNIX command?

Hint: use the man or whatis commands with red as the argument.

2) Is blue a UNIX command?

Type your answers in the chat window

P
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Class Activity

1) What does the following mathematical expression reduce to?

5342*%56-2/75-299100+(2*%35)

Type your answer in the chat window

81
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The Path

The shell uses your path to locate commands to execute

« A path is an ordered set of directories along which the shell will search
to locate commands to execute.

« The path is defined by the PATH variable.
« Show your path with: echo $PATH.

 If you specify a command xxxx that is not on your path the shell will
print an error message like:

-bash: xxxx: command not found

« To run a command that is not on your path the complete absolute or

relative pathname must be specified. e.g. /usr/bin/uname instead of
just uname.

» To locate a command on your path use: type command
where command is the name of the command you want to locate.
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Show your shell path

/home/c1s90/simben $ echo S$PATH
/usr/local/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/home/cis90/s1i

mben/../bin:/home/cis9

0/simben/bin:.

Al 1
RN, W
")
\ X B (
y L4
N I

The colon character is used to separate directories on the path

1st directory: /usr/local/bin

2nd directory
3rd directory
4th directory
5th directory
6t directory

: /usr/bin

: /usr/local/sbin

» /usr/sbin

: /home/cis90/simben/../bin
: /home/cis90/simben/bin

7t directory: .
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Directories of common commands

-
/sbin
BP rsimms @server0-01:-~

[E=G =)

Commands . System

for regular /usr/bin administration
USErS are in | g — commands are
/bin and in /sbin and
/usr/bin /usr/sbin

Most commands reside in these four directories. They can be found in
other places as well. For example system administrators often put custom

commands in /usr/local/bin 86
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Red Hat 7 and Centos 7

/home/cis90/simben $ 1ls -1 /bin /sbin
lrwxrwxrwx. 1 root root 7 Aug 4 2017 /bin -> usr/bin
lrwxrwxrwx. 1 root root 8 Aug 4 2017 /sbin -> usr/sbin

Starting with Red Hat and Centos version 7 the /bin and /usr/bin
commands have been combined into the /usr/bin directory.

Same with /sbin and /usr/sbin.
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Heads up on future tests

Memorize these five directories:

/bin

/usr/bin

/sbin
/usr/sbin
/usr/local/bin

I will mess with your path on almost every test!

To fix things you will need to look at your path and insure it
has these directories!
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Locate a command on the path

Example: Where is the cal command located?

[rsimms@opus run]$ type cal
cal 1is /usr/bin/‘cal, cal is located in the /usr/bin directory

T

g name of the file
(command/program)

name of the directory
where file is found

/home/ci1s90/simben $ echo $PATH
/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/ho
me/cis90/simben/../bin:/home/cis90/simben/bin:.
/home/cis90/simben $ 1ls -1 /bin /sbin

The /usr/bin directory is third directory on the path
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Locate a command on the path

Example: Where is the bogus command located?

/home/cis90/simben $ type bogus
-bash: type: bogus: not found

there is no command named bogus
in any of the path directories

/home/ci1s90/simben $ echo $PATH
/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/ho
me/cis90/simben/../bin:/home/cis90/simben/bin:.
/home/cis90/simben $ 1ls -1 /bin /sbin
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Locate a command on the path

Example: Where is the type command located?

/home/cis90/simben $ type type
type 1s a shell builtin

the type command is built into the shell

/home/ci1s90/simben $ echo $PATH
/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/ho
me/cis90/simben/../bin:/home/cis90/simben/bin:.
/home/cis90/simben $ 1ls -1 /bin /sbin
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Class Activity

Draw a line connecting the command to the directory where it resides

echo /usr/bin
route Built into the shell
scavenge /usr/sbin
submit /usr/local/bin
hosthname Other

92
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Class Activity

Draw a line connecting the command to the directory where it resides

echo /usr/bin
route Built into the shell
scavenge /usr/sbin
submit /usr/local/bin
hosthname Other
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Programs

Binary code
vs text scripts
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UNIX commands & utilities are executable programs
A program can be binary code:

« Binary machine code is unprintable. A programmer must use hex
dumps to examine it.

« Binary machine code executes very quickly and is targeted for a
specific CPU instruction set.

« The binaries are produced by compiling source code written in a higher
level language such as C, or C++.

« Examples: The ls command, the uname command, the bash shell
itself.

A program can be a text-based script:

« A script can be directly viewed and printed.

« A script does not need to be compiled. It is interpreted on the fly and
because of that doesn't run as fast as binary code.

« Common scripting languages include bash, perl and python.
« Examples: The apropos command.
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Class Activity

1) Where is the hostname command?
Hint: use the type command with hosthname as the argument.
Type your answer in the chat window.

2) Is the hostname command a binary executable or a shell script?
Hint: use the file command with the location of hostname as the argument.
Type your answer in the chat window.

3) Can you cat the hostname command?
Paste a line of output in the chat window.

4) Is hostname a UNIX command?
Hint: use the man or whatis commands with hostname as the argument.

Type your answer in the chat window.
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Class Activity

Where is the scavenge program?
Hint: use the type command with scavenge as the argument.
Type your answer in the chat window.

Is the scavenge command a binary executable or a shell
script?

Hint: use the file command with the location of scavenge as the argument.
Type your answer in the chat window.

Can you cat the scavenge command?
Paste a line of output in the chat window.

Is scavenge a UNIX command?
Hint: use the man or whatis commands with scavenge as the argument.

Type your answer in the chat window.
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You will get these questions when you submit Lab 2

1) Name a UNIX command that gets its input only from

the command line?

2) Name an interactive command that reads its input

from the keyboard?

3) Name a UNIX command that gets its input from the

Operating System?
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console
Program screen
(a file on drive) (default)
Loy
Qs 1) Command line
//71‘0 (Options &
arguments)
2) Terminal
keyboard
3) Operating system console
screen

information such as
file contents and
session properties

(default)

108
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Name a UNIX command that gets its input only
from the command line?

/home/cis90/simmen $ echo hello world

hello world
/home/cis90/simben $ banner hello world

# oAttt A # i EE SR
# # 4 # # # #
# # 4 # # # #
A AHS HHHES # # # #
# # # # # # #
# # 4 # # # #
# G A O i A
# Gl A A
% # # *# o # #
% # # *# o # #
% # # G # #
% # # *# # # # #
% # # *# A # #
f# #4 HEHHHEE oAt AR

The echo and banner commands are examples of commands
that get their input from the command line
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echo command

/home/cis90/simmsben $ echo hello world
hello world

Options: NA
Args: hello world

Qe
=

stdin

stderr

The echo command is an example of a command
that gets its input from the command line 110
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Name an interactive command that reads its

input from the keyboard?

/home/cis90/simmsben $ bc /home/cis90/simmsben S passwd

bc 1.06 Changing password for user simmsben.
Copyright 1991-1994, 1997, 1998, 2000 Free Changing password for simmsben

Software Foundation, Inc. (current) UNIX password:

This is free software with ABSOLUTELY NO New UNIX password:

WARRANTY . BAD PASSWORD: is too similar to the old
For details type “warranty'. one

2+2 New UNIX password:

4 Retype new UNIX password:

500-200+3 passwd: all authentication tokens updated
303 successfully.

sgrt (64)

8

quit

The bc (binary calculator) and passwd commands are examples of
interactive commands that read their input from the keyboard
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bc command

[rsimms@nosmo ~]$ bc
<snipped>

2+2

4

quit

B

57
(0 7
W)

Options: NA
Args: NA

¥

- o e
\_Fx =

~ bc

&xe

B

1)
=]
2)]

)

stdout \

r
[ OHK
=2

| =

>

(X
=

stderr

The bc (binary calculator) command is an example of an
interactive command that reads its input from the keyboard
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Name a UNIX command that gets its input from

the Operating System?

/home/cis90/simmen $ who

dycktim
root
velasoli
guest90
rsimms
guest90
watsohar
swansgre
guest90
abbenste

pts/1
:0

pts/2
pts/3
pts/4
pts/5
pts/6
pts/7
pts/8
pts/9

2010-09-07
2009-12-18
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07

/home/ci1s90/simben $ uname

Linux

The who and uname commands are examples of commands

17:

17

16
15
16

07

: 30
17:

08

:56
:54
:59
17:
17:
17:
17:

03
10
10
11

(nosmo-nat.cabrillo.edu)

(
(
(
(
(
(
(
(

cabrillo.
cabrillo.
cabrillo.
cabrillo.
cabrillo.

that get their input from the Operating System

ads1-35-201-114-102.dsl.net)
nosmo-nat.cabrillo.edu)
ds1l-45-78-13-81.dhcp.com)
nosmo-nat.
nosmo-nat.
nosmo-nat.
nosmo-nat.
nosmo-nat.

edu)
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who command

/home/cis90/simmsben $ who

dycktim pts/1 2010-09-07 17:07 (nosmo-nat.cabrillo.edu)
root :0 2009-12-18 17:30
velasoli pts/2 2010-09-07 17:08 (adsl-35-201-114-102.dsl.net) StdOUt
guest90 pts/3 2010-09-07 16:56 (nosmo-nat.cabrillo.edu)
Options: NA .‘
Args: NA ‘

¥

- o e
L~ 7% | 2

R
¢ who SgE|

X

=

stdin

(X
=

stderr

User, terminal,
date, time and
hostname information

The who command is an example of a command
that gets its input from the Operating System 114
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Class Activity

Is this ps command getting its input
from the command line, the keyboard or
the operating system?

/home/cis90/simben $ ps

BB TIME CMD
26981 pts/2 00:00:00 bash
28587 pts/2 00:00:00 ps

/home/cis90/simben $

Type your answer in the chat window
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Some new vocabulary

from Dictionary.com

parse [pahrs, pahrz] verb, parsed, pars-ing.
verb (used with object)

1. to analyze (a sentence) in terms of grammatical constituents,
identifying the parts of speech, syntactic relations, etc.

2. to describe (a word in a sentence) grammatically, identifying the part
of speech, inflectional form, syntactic function, etc.

3. Computers . to analyze (a string of characters) in order to associate

groups of characters with the syntactic units of the underlying
grammar.

One of the things the shell does is parse what is typed by the user. This
results in the command line being analyzed to identify the command, the
options, the arguments and any redirection.
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Command Syntax

Command Options Arguments Redirection

Command - is the name of an executable program file.

Options - a special type of argument that is used to control
how the program operate operates.

Arguments - the objects the command is directed to work
upon. Multiple arguments are separated by spaces.

Redirection - The default input stream (stdin) is from the
console keyboard, the default output (stdout) and error (stderr)
streams go to the console screen. Redirection can modify these
streams to other files or devices.
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Command Syntax Rules

Command Options Arguments Redirection

Command - usually at the beginning of the line

Options - follow the command, usually starts with a dash, may

be combined after a single “-" or separated by spaces. Note
that -iad is the same as -1 -a -d

Arguments - follow the options. Multiple arguments must be
separated by spaces.

Redirection - Will be a <, >, >>, 2> or | followed by the I/0O

redirection.

Spaces are required between Multiple spaces are treated
commands, options, arguments and as a single space (unless
any redirection inside quotes)
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Command Syntax Example

_ Options Arguments

I_A_\ i . 1 [
ls -1t proposall proposa12 > /dev/null

.

spaces

Don't worry now about what the example command above
does, for now we just want to be able to parse it into the
command, options, arguments and any redirection
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est.

More Command Syntax Examples

The command syntax is the underlying grammar used
to parse the command line

/home/cis90/simben S -

opus.cabrillo.edu

/home/cis90/simben $ - -0

GNU/Linux

/home/cis90/simben S . -1d Poems/
drwxr-xr-x 5 simben90 cis90 4096 Jan 18 2004 Poems/

/home/cis90/simben S . -11 letter _

More on redirection in later lessons 121
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Command Syntax

Command Options Arguments Redirection

/home/ci1s90/simben S echo I love Linux
T lewe Linux

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
123
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Command Syntax

Command Options Arguments Redirection

/home/ci1s90/simben S echo I love Linux
T love Linux

Please parse the command line above

Command: echo
Options:

How many: NA

What are they: NA
Arguments:

How many: 3

What are they: I, Love, Linux

Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ 1ls -1d /bin /usr/bin
drwxr-xr-x 2 root root 4096 Nov 23 13:49 /bin
A r w3 %Er s 2 OO0 L0 i G 44 0N OV 1234 - 4bs8 04O FPES T /DT

Use the chat window to type your answers
Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:
What is redirected: 125
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ 1ls -1d /bin /usr/bin
drwxr-xr-x 2 root root 4096 Nov 23 13:49 /bin
drwxr-xr-x 2 root root 61440 Nov 23 13:49 /usr/bin

Please parse the command line above

Command: Is

Options:
How many: 2
What are they: |, d

Arguments:
How many: 2
What are they: /bin, /usr/bin

Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ ls-1d/bin/usr/bin
-bash: 1ls-1d/bin/usr/bin: No such file or directory

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
127
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ ls-1d/bin/usr/bin
-bash: 1ls-1d/bin/usr/bin: No such file or directory

Please parse the command line above

Command: Is-ld/bin/usr/bin

Options:
How many: NA

What are they: NA
Spaces are required between

Arguments: commands, options,
How many: NA arguments and any
What are they: NA redirection
Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ file proposall timecal
proposall: ASCII English text
timecal: shell archive or script for antique kernel text

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
129
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ file proposall timecal
proposall: ASCII English text
timecal: shell archive or script for antique kernel text

Please parse the command line above

Command: file

Options:
How many: NA
What are they: NA

Arguments:
How many: 2
What are they: proposall, timecal

Redirection:
How many: NA
What is redirected: NA
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Variables

135
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Shell Variables

» A shell variable gives a name to a location in memory where data can
be kept during the session. This data value is lost when a session ends.

« The shell variables used to customize the users environment are called
Environment variables.

« When parsing, the shell will look for a $ followed by a variable name
and replace it with the value of the variable.

To show the value of a variable use the echo command and precede the
variable name with a $

echo $PS1 shows the current value of the PS1 variable
To change the value of a variable, use an = sign with no surrounding
blanks and no $

PS1="Enter next command: " sets the PS1 prompt variable
136
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Shell Environment Variables

These variables are automatically set for you when you log in

HOME Users home directory (starts here after
logging in and returns with a cd command
(with no arguments)

LOGNAME User's username for logging in with.

PATH List of directories, separated by :'s, for the
Shell to search for commands (which are
program files) .

PS1 The prompt string.

PWD Current working directory

SHELL Name of the Shell program being used.
TERM Type of terminal device , e.g. dumb, vt100,

xterm, ansi, linux, etc.
137
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Showing common environment variable values

/home/ci1s90/simben
Xterm

/home/ci1s90/simben
/home/ci1s90/simben

/home/ci1is90/simben
SPWD $

/home/ci1s90/simben
/home/ci1is90/simben

/home/c1s90/simben
/bin/bash

S echo

S echo

S echo

S echo

S echo

STERM

S$SPWD

$PS1

SHOME

SSHELL

/home/ci1s90/simben $ echo S$PATH
/usr/1lib/gqt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:
/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.

Shows your terminal type

Shows your current working directory

Shows your level 1 prompt string

Shows your home directory

Shows your shell

Shows the directories making up your path
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Note that Terminal type # Terminal device

The TERM variable holds the terminal type which
is different than the terminal device

£ simben90@oslab:~ EE=™

simben90@oslab.cabrillo.edu's password:

Last login: Tue Feb 4 18:56:45% 2014 from ec2-54-215-232-67.us-west-1.compute.am
2ZOnaws . com

-~

(‘v')
//—==\\
(\ = /)
Welcome to Opus
Use tty to see Serving Cabrillo College
terminal device Terminal type? [xterm] _
1 Terminal type is xterm. Note the TERM variable

/home/cis90/simben § tty .
Jdev/utarl gets set every time we log
/home/cis90/simben 5 echo STERM into OpUS
Xterm

| |

Use echo $TERMI /home/cis90/simben § J§
to see terminal type
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Setting Variable Values

- .
A \ \

A

2 .

To change the value of a variable, use an = sign
with no surrounding blanks and no $

/home/cis90/simben
Xxterm

/home/cis90/simben
/home/cis90/simben
dumb

/home/cis90/simben
/home/cis90/simben
Xterm

S echo $STERM

S TERM=dumb
S echo $TERM

S TERM=xterm
S echo $TERM

Show the current
terminal type

Change the terminal
type and display the
new value

Change the terminal
type back to the
original value

In Lab 2 you will see what happens when the terminal type is changed
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The SHELL variable

The SHELL variable will be set to

/home/cis90/simben $ echo $SHELL the name of the shell your are
/bin/bash running. Benji is running the bash
shell.

/home/cis90/simben $ ps
In Lesson 1 we used the ps

PID TTY TIME CMD

mman he shell bein
7364 pts/1  00:00:00 bash command to see the shell being
7745 pts/1 00:00:00 ps

/home/cis90/simben $ cat /etc/passwd | grep simben
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

The shell that is run is determined
by the entry in /etc/passwd
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(PS1 variable)
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The PS1 variable

/home/cis90/simben $ echo $PS1
SPWD S

The PS1 variable defines the shell prompt
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Follow Me

/home/cis90/simben $ PS1="By your command > "

By your command > date
MonrSep .. 3 18M25: 32 PDT 2012
By your command >

By your command > PSl='What can
What can I do for you simben90°?
Moh Sepww 38 1:h 26510 sPDE 2012

What can I do for you simben90°?

What can I do for you simben90?
/home/cis90/simben $ date
Mon Feb 3 18:06:30 PST 2014

Give me a green check v if you are
successful and a red x if stuck on
CCC Confer

I do for you $LOGNAME? '
date

PS1='SPWD $ '

o) (&) (o) (=]

vamiroom (| ¥ Yes %5 %

" e 1R
Moderator None
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Need a fresh start -- just log out
and back in again and your prompt
will be back to normal!
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Changing the prompt

There are some special \codes you can insert when setting the prompt

\h gets replaced by \W gets replaced by the
the hostname base working directory

\u gets replaced by
the username ﬁ, r

/home/cis90/simben $ PS1="[\u@\h \W]\$
[simben90@opus-ii ~]$ date

Mon Sep 3 17-38-54 PDT 2012
[SLmben9O@opus ii ~

\$ gets replaced by a $ for regular
users or # if the root user

user name indicates regular user

hostname

working directory
(~ is shorthand for the
home directory)
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\!
\#
\d
\h
\n
\s
\t
\u
\w
\W
\$

CIS 90 - Lesson 2

Changing the prompt

history command number
session command number

date

hostname

new line

shell name

time

user name

entire path of working directory
only working directory

$ or # (for root user)

n
!
y
A A

The PS1 variable
(defines the prompt)
can be set to any
combination of text,
variables and these
special codes.
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Changing the prompt

PS1="'SPWD $ /home/cis90/simmsben/Poems $

PS1="\w $ " ~/Poems $

PS1="\W s " Poems $

PS1="\u@\h $ " simmsben@opus $

PS1="\u@\h S$PWD $ ' simmsben@opus /home/cis90/simmsben/Poems $
PS1="\u@\SHOSTNAME S$PWD $ ' simmsben@opus.cabrillo.edu /home/cis90/simmsben/Poems $
PS1='\u \! $PWD $ ' simmsben 825 /home/cis90/simmsben/Poems $

PS1="[\u@\h \W] $ " [simmsben@opus Poems] $

Important: Use single quotes around variables that change. For example if
you use $PWD with double gquotes, the prompt will not changes as you change
directories! More on this later ... 150
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Need a fresh start -- just log out
and back in again and your prompt
will be back to normal!
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Shell Variables

set command

/home/cis90/simben $ Set

BASH=/bin/bash
BASHOPTS=checkwinsize:cmdhist:expand_aliases:extquote:force_ fignore:hostco
mplete:interactive comments:login_shell:progcomp:promptvars:sourcepath
BASH_ALIASES=()

BASH_ARGC= ()

BASH_ARGV= ()

BASH_CMDS= ()

BASH_ENV=/home/cis90/simben/.bashrc

BASH_LINENO= ()
BASH_SOURCE= ()
BASH VERSINFO=([0]="4"
redhat-linux-gnu")
BASH VERSION='4.1.2 (1) -release'
COLORS=/etc/DIR_COLORS

COLUMNS=123

CVS_RSH=ssh

DIRSTACK= ()

EUID=1001

GROUPS= ()

G_BROKEN_FILENAMES=1
HISTCONTROL=ignoredups
HISTFILE=/home/cis90/simben/.bash history
HISTFILESIZE=1000

HISTSIZE=1000

HOME=/home/cis90/simben
HOSTNAME=opus-ii.cabrillo.edu
HOSTTYPE=1386

ID=1001

IFS=$"' \t\n'

IGNOREEOF=10

LANG=en_US.UTF-8
LESSOPEN="'|/usr/bin/lesspipe.sh %s'
LINES=38

LOGNAME=simben90

[1]="1" [2]="2" [3]="1" [4]="release" [5]="1386-

The set command shows all shell
variables including the special
environment variables.

LS_COLORS='"'rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:bd=40;3
3;01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:s5u=37;41:59=30;43:ca=30;41:tw=
30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz
=01;31:*%.1zh=01;31:*.1zma=01;31:*.t1z=01;31:*.txz=01;31:*.2zip=01;31:*.2=01
;31:%.2=01;31:*.dz=01;31:*.92z=01;31:*.12=01;31:*.x2z=01;31:*.bz2=01;31:*.tb
z=01;31:*.tbz2=01;31:*.bz=01;31:*.tz=01;31:*.deb=01;31:*.rpm=01;31:*.jar=0
1;31l:*.rar=01;31:*.ace=01;31:*.2z00=01;31:*.cpio=01;31:*.72z=01;31:*.rz=01;3
1:*.Jpg=01;35:*.jpeg=01;35:*.gif=01;35:*.bmp=01;35:*.pbm=01;35:*.pgm=01; 35
:*.ppm=01;35:*.tga=01;35:*.xbm=01;35:*.xpm=01;35:*.tif=01;35:*.tiff=01;35:
*.png=01;35:*.svg=01;35:*.svgz=01;35:*.mng=01;35:*.pcx=01;35:*.mov=01;35:*
.mpg=01;35:*.mpeg=01;35:*.m2v=01;35:*.mkv=01;35:*.0ogm=01;35:*.mp4=01;35:*.
m4v=01;35:*.mpd4v=01;35:*.vob=01;35:*.qt=01;35:*.nuv=01;35:*.wnv=01;35:*.as
f=01;35:*.rm=01;35:*.rmvb=01;35:*.f1c=01;35:*.avi=01;35:*.f11i=01;35:*.flv=
01;35:*.91=01;35:*.d1=01;35:*.xcf=01;35:*.xwd=01;35:*.yuv=01;35:*.cgm=01;3
5:*.emf=01;35:*.axv=01;35:*.anx=01;35:*.0gv=01;35:*.0gx=01;35:*.aac=01;36:
*.au=01;36:*.flac=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*
.mpc=01;36:*.0gg=01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*.0ga=01;36:*.sp
x=01;36:*.xspf=01;36:"

MACHTYPE=1i386-redhat-linux-gnu

MAIL=/var/spool/mail/simben90

MAILCHECK=60

OLDPWD=/bin

OPTERR=1

OPTIND=1

OSTYPE=linux-gnu

PATH=/usr/lib/qt-
3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home
/cis90/simben/../bin:/home/cis90/simben/bin:.

PIPESTATUS=([0]="127")

PPID=17309

PROMPT COMMAND='printf "\033]0;%s@%s:%s\007" "${USER}" "${HOSTNAME%%.*}"
"S{PWD/#S$SHOME/~}""

PS1='SPWD $ '

ps2="> "'

Ps4="+ "

PWD=/home/cis90/simben

QTDIR=/usr/lib/qt-3.3

QTINC=/usr/lib/gt-3.3/include

QTLIB=/usr/lib/qt-3.3/1ib

SELINUX_ LEVEL_REQUESTED=

SELINUX_ ROLE_REQUESTED=

SELINUX_ USE_CURRENT_RANGE=

SHELL=/bin/bash
SHELLOPTS=braceexpand:emacs:hashall:histexpand:history:ignoreeof:interacti
ve-comments:monitor

SHLVL=1

SSH_CLIENT='50.0.68.235 51849 2220'

SSH_CONNECTION='50.0.68.235 51849 172.30.5.20 2220'

SSH_TTY=/dev/pts/2

TERM=xterm

UID=1001

USER=simben90

USERNAME=

_=ser

colors=/etc/DIR_COLORS

/home/cis90/simben $
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Shell (Environment) Variables
env command

/home/cis90/simben $ €NV

HOSTNAME=opus-ii.cabrillo.edu
SELINUX ROLE_REQUESTED=

TERM=xterm

RS e The env command shows just the
2ZizﬁéifﬁiéfgaigéﬁffiiNééi49 2220 en wronment_ variables (a subset of
gg?lflg;jizijiiﬁjgi:ii/ulclude the She// Varlables)

SSH_TTY=/dev/pts/2

USER=simben90

LS COLORS=rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:bd=40;33;01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:su=37;41:5g=30;43:ca=
30;41:tw=30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.1zh=01;31:*.1zma=01;31:*.t1z=01;31:*.txz=01;31
:*.z1ip=01;31:*.2=01;31:*.2=01;31:*.dz=01;31:*.gz=01;31:*.12=01;31:*.x2z=01;31:*.bz2=01;31:*.tbz=01;31:*.tbz2=01;31:*.bz=01;31:*.tz=01;31:*.
deb=01;31:*.rpm=01;31:*.Jar=01;31:*.rar=01;31:*.ace=01;31:*.2z00=01;31:*.cpio=01;31:*.72z=01;31:*.rz=01;31:*.Jpg=01;35:*.Jjpeg=01;35:*.gif=01
;35:% . bmp=01;35:*.pbm=01;35:*.pgm=01;35:* .ppm=01;35:*.tga=01;35:*.xbm=01;35:* .xpm=01;35:*.t1f=01;35:*.tiff=01;35:*.png=01;35:*.svg=01;35:*
.svgz=01;35:*.mng=01;35:*.pcx=01;35:*.mov=01;35:*.mpg=01;35:*.mpeg=01;35:*.m2v=01;35:*.mkv=01;35:*.0gm=01;35:*.mp4=01;35:*.m4v=01;35:*.mp4
v=01;35:*.vob=01;35:*.gqt=01;35:*.nuv=01;35:* . wmv=01;35:*.asf=01;35:*.rm=01;35:*.rmvb=01;35:*.f1c=01;35:*.avi=01;35:*.£1i=01;35:*.f1v=01;35
:*.gl=01;35:*.d1=01;35:*.xcf=01;35:*.xwd=01;35:*.yuv=01;35:*.cgm=01;35:*.emf=01;35:*.axv=01;35:*.anx=01;35:*.0gv=01;35:*.0gx=01;35:*.aac=0
1;36:*.au=01;36:*.flac=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*.mpc=01;36:*.09g=01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*
.0ga=01;36:*.spx=01;36:*.xspf=01;36:

USERNAME=

MAIL=/var/spool/mail/simben90
PATH=/usr/1lib/qt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin: .
PWD=/home/cis90/simben

LANG=en US.UTF-8

SELINUX LEVEL REQUESTED=

HISTCONTROL=ignoredups

SHLVL=1

HOME=/home/cis90/simben

BASH ENV=/home/cis90/simben/.bashrc

LOGNAME=simben90

QTLIB=/usr/lib/qt-3.3/1ib

CVS_RSH=ssh

SSH CONNECTION=50.0.68.235 51849 172.30.5.20 2220

LESSOPEN=| /usr/bin/lesspipe.sh %s

G_BROKEN_ FILENAMES=1

_=/bin/env

OLDPWD=/bin

/home/cis90/simben $
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Metacharacters

When parsing, the shell gives special meaning to metacharacters

" - use double quotes to preserve blanks and allow variable expansion

' - use single quotes to preserve blanks and block variable expansion

$ - use to show the value rather than the name of a variable

; - allows multiple commands on one line

<enter key> - The invisible newline control character marking the end of a command
= - use to set variables to new values

\ - removes (escapes) the special powers of a metacharacter

Other metacharacters we will learn about later include:
?/ >|</ </ >/ >>/ !/ |/ []/ {}/ &/ && and ||
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Metacharacters - quotes

 Double " quotes allow variable expansion
« Single ' quotes block variable expansion
« Both double and single quotes preserve blanks

/home/cis90/simben $ echo I am SLOGNAME (3 arguments)
I am simben9(Q Extra blanks ignored, variable expanded

/home/c1s90/simben $ echo "I am SLOGNAME" (1 argument)
I am simben90 Extra blanks preserved, variable expanded to show value

/home/cis90/simben $ echo 'I am SLOGNAME' (1 argument)
I am SLOGNAME Extra blanks preserved, variable expansion blocked

Double guotes called weak quotes because they allow the shell to expand
variables. Single quotes are called strong quotes because they block the shell
from expanding variables. 157
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Metacharacters - quotes

/home/cis90/simben $ echo '"double quotes"'
"double quotes"

/home/cis90/simben $ echo "'single quotes'"
'single quotes'

Tip: single quotes can be used to output double quotes and vice-versa
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Metacharacters - <enter key>

<enter key> - The invisible newline control character marking

the end of a command

[rsimms@opus ~]S ps <+

PID TTY TIME CMD
19015 pts/0 00:00:00 bash
19378 pts/0 00:00:00 ps
[rsimms@opus ~]S$ hostname

opus.cabrillo.edu

= |

Pressing the Enter key
here generates an invisible
<newline> character

[rsimms@opus ~]S echo "Use <enter key> to end the command"
Use <enter key> to end the command

2008 -l i
* \.-' .
| Las
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Metacharacters - \ (backslash)

The back slash \ removes (escapes) the special powers of a metacharacter

[rsimms@opus-ii ~]S echo a b c de £
a b cde £

a b c \ Escape the invisible newline <enter key>

[rsimms@opus-ii ~]$ echo which marks the end of a command

>d e £
a b cde f

[rsimms@opus-ii ~]$ echo $PS1

[\u@\h \W]\$

1 Escape the $ (which shows

[rsimms€opus-1ii ~] S echo \$PS the value of the variable)

$PS1

[rsimms@opus-1ii ~]$ echo "Hello World"
Hello World

Escape the double quote

[rsimms@opus-ii ~]$ echo \"Hello World\" "

"Hello World"
160
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Metacharacters - ; (semi-colon)

The semi-colon ; allows multiple commands on one line

[simmsben@opus-ii Poems]$ hostname; uname; echo $SLOGNAME; ls

opus.cabrillo.edu ‘\\\\\\\222125——__—A
IL.inux Four commands on

one line

simmsben
ant Blake nursery Shakespeare twister Yeats
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More on the Command Line
Handy Shortcuts

« Use up and down arrows to “retype” previous commands
 Left and right arrow for editing current command
« Use <tab> to complete filenames automatically

/home/cis90/simben $ hostname; name; echo $LOGNAME; ls Poems/Blake/
opus-ii.cis.cabrillo.edu — >
-bash: name: command not found

Press <tab> after the P and B

simben90 and the shell fills in the rest
Jerusalem tiger

/home/cis90/simben $ hostname; uname; echo $LOGNAME; ls Poems/Blake/

opus—-ii.cis.cabrillojedu ﬁ\\\\‘_¥

Linux

simben90 *—s\\\\\\
Jjerusalem tiger

Use the left arrow to
backup and fix the

typo (uname instead of
name)

Press up arrow and the
shell retypes the
previous command

163



Wo Colkeg CIS 90 - Lesson 2 i/ r‘}’« ‘ ’ |W

The Shell
(six steps)



CIS 90 - Lesson 2 | ﬁ l ' |W

The Shell

Allows users to interact with the
computer via a "command line”.

-

1.0

\qu;”"

D
[ )

« Prompts for a command, parses the
command, finds the right program and

Shell gets that program executed.
« Is called a “shell” because it hides the @U
underlying operating system. N2
System L.
Applications _ :
Commands « Multiple shell programs are available:
sh (Bourne shell), bash (Bourne Again

shell), csh (C shell), ksh (Korn shell).

Kernel « The shell is a user interface and a
programming language (scripts).

« GNOME and KDE desktops could be
called graphical shells
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Life of the Shell

2
(==\ -
\"@\J (ea‘

Shell

System

Commands

Applications

Kernel

1) Prompt
2) Parse
3) Search
4) Execute
5) Nap

6) Repeat

A i
Y
A A
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Life of the Shell

Example:

prompt command

A

/home/cis90/simben $ 1ls -1t proposall proposal2

-rw-r—--r-—-. 1 simben90 cis90 1074 Aug 26 2003 proposall
—rw-r--r--. 1 simben90 cis90 2175 Jul 20 2001 proposalZ} output
/home/cis90/simben $

Shell Steps Lets take a deep dive into how a command
1) Prompt

2) Parse gets executed.

3) Search

;‘§ E);f,wte Note it is always a team effort by both the
6) Repeat shell and the command.
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Life of the Shell
) —

1) Prompt user for a command SRS

4) Execute
5) Nap
6) Repeat

The shell begins by outputting the prompt
Example: K (which is based on the PS1 variable)
/home/cis90/simben $ 1ls -1t proposall proposal2

\ Then you type the command

FYI, you can mimic outputting the prompt yourself with these commands:

/home/ci1is90/simben $ echo $PS1 to show value of PS1 variable

CEBHDE ™ oo D e G G
/home/ci1s90/simben $ echo $PWD $  previous command

/home/cis90/simben $ was output by the echo command above
/home/cis90/simben $ was output by the shell (the same output)
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Life of the Shell
D) Promet

2) Parse command user typed ) Seareh

4) Execute
5) Nap
6) Repeat

Example:

During the parse step the shell
identifies all options & arguments,
handles any metacharacters and
redirection

1s -1t proposall proposal2

« Command = 1s

« 20ptions =1,t

« 2 Arguments = proposall, proposal2
 No Redirection
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Life of the Shell

Shell Steps
1) Prompt

3) Search path for the program to run 2=,

4) Execute
5) Nap

1s -1t proposall proposal2 6) Repeat

Use this command to see the path directories (separated by :’s) on your path
/home/cis90/simben $ echo $PATH
/usr/local/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/home/cis90/simben/../bin:

/home/cis90/simben/bin: .

The shell will search each directory in order for an Is command
1st directory: /usr/local/bin  nope, not found here
2nd directory: /usr/bin bingo, found here!
3rd directory: /usr/local/sbin
4t directory: /usr/sbin
5th directory: /home/cis90/simben/../bin
6t directory: /home/cis90/simben/bin
7th directory: .

Try mimicking what the shell does to search for Is:
/home/cis90/simben $ 1ls /usr/local/bin/ls
1ls: cannot access /usr/local/bin/ls: No such

Note: If the shell cannot find the file or directory
command on the path it will output P N S
something like "command not found" /usr/bin/ls 170
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Life of the Shell e

2) Parse
3) Search
4) Execute

4) Execute the command 2 e

1ls -1t proposall proposal2

Invokes the kernel to load the program into memory (which
becomes a process), passes along any parsed options & expanded
arguments, hooks up any redirection requests then goes to sleep till
the new process has finished

Options: -t
Args: proposall, proposal 2

e
r hoxC

XHO_

=

B

]

file information
Read file type, permissions,
owner, size, links, etc.
information from the kernel
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Life of the Shell
o oo

5) Nap while the command (process) 2@,

4) Execute

runs to completion S) Nop

6) Repeat
(The shell, itself a loaded process, goes into the sleep state
and waits till the command process is finished)

/home/cis90/simben $ 1ls -1t proposall proposal2
-rw-r--r--. 1 simben90 cis90 1074 Aug 26 2003 proposall
-rw-r--r--. 1 simben90 cis90 2175 Jul 20 2001 proposal?

The shell sleeps while the Is process outputs these two lines
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Life of the Shell

Shell Steps
1) Prompt

6) And do it all over again 2) Paree

3) Search

..gotostep 1 ) Breaute

6) Repeat
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Life of the Shell

A /home/cis90/simben $ Ls -1t proposall proposal2 What's wrong?
-bash: Ls: command not found Who output the error?

B /home/cis90/simben $ 1ls -1t proposall proposal5
ls: cannot access proposal5: No such file or directory
-rw-r--r—--. 1 simben90 cis90 1074 Aug 26 2003 proposall

What’s wrong?
Who output the error?

C /home/cis90/simben $ ls -lw proposall proposal2

. . ; : What’s wrong?
1s: invalid line width: proposall

Who output the error?

D /home/cis90/simben $ 1ls -1t proposallproposal2

1s: cannot access proposallproposal2: No such file or directory What’s wrong?
Who output the error?

E /home/cis90/simben $ ls-1t proposall proposal2

What’s wrong?
-bash: ls-1t: command not found

Who output the error?
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Life without
a path

-bash: xxxx: command not found

=11 o

Don’t get mad, just fix your path!
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Life without a path

https://simms-

teach.com/docs/cis90/cis90-life-
with-no-path.pdf
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Need a fresh start -- just log out
and back in again and your path
will be back to normal!
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Using man (manual) pages

Type the man command followed by the name of the command you want

documentation on.

Example: man bc

el immsben@opu _[—I—lg

Shome fciss0/ simmsben
Shome fciss0/ simmsben
be (1) bc (1)

-~
=
-~
=

HLME
bc - An arbitrary precision calculator language

SYNTRX
b [ -hlwsgv ] [long-optiom=s] [ file ... ]

VERSION
Thi=s man page documents GHU bc wersion 1.06.

DESCRIFTICH
bc 1is a language that supports arbitrary precision numbers with inter-
active execution of statements. There are sSome sSimilarities 1in the
syntax to the C programming language. L standard math library is

available by command line option. If requested, the math library is
defined before processing any files. bc starts by processing code from

all the files listed on the command line in the order listed. After
all files have been processed, bc reads from the standard input. &1l e
code is executed as it is read. (If a file contain=s a command to halt =

the processor, bc will never read from the standard input.)

1

.

Use these
keys to scroll

Use g key to
quit
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Using Google

Do a Google search on "linux xxx command" where xxx is the command you
want documentation for.

Example: google linux bc command

/ .." Google w0 @@ (0 unread) Ya... “¥? Yahoo! Calen... ‘ Rich's Cabrillo... [ Cabrillo Colle...

€ 9 C A | v hitpy/www.google.com/search?ag=f&sourceid=chrome&ie=UTF-8&g=linux+bc+command  ® g, G~ &~

Aok Lo Lo Ty Lo -

Web |mages Videos Maps Mews Shopping Gmal more

-" Google < @ (0 unread) Ya... ' %7 Yahoo! Calen... ‘ Rich's Cabrillo... [ Cabrillo Colle... ' be - Linux Co... Lo

GO k)gle linux bc command - C N <% hitp//linux.about.com/od/commands/l/blcmdll_bchtm > 2 0O F-

—d
About 1,180,000 results (0.24 seconds)

Home » Computing & Technology * Linux

[ »

*3 Everything be - Linux Command - Uniy| =
Linux / Unix Command Library: B| £ i PayPal

¥ More examples. il DID YOU KNOW... cayral
linux.about.com/od/commands/l|| £ E AR S

All results 2

Wonder wheel Linux and UNIX bc commal

Timeline linking you to infarmation about thg Mm 5 .
www.computerhope.com/unix/ubc.| e [ linux be command | SEARCH |

More search toals command.line calculations Linux Get Started  Explore Linux | Become a Guru 3 share (S Brint
be is included with (almost?) all Li[j Filed In:  Linux
math library functions in the be col

www._basicallytech.com/blog/index| Linux / Unix Command: bc Free Linux Newsletter!

SIGN UP

Command line calculator, b Command Librar

How to do calculation if | only have

very complicated calculation. To p MNAME Advertisament

i f; ives/ -

linux. byexamples.com/archives/.. Sponsored Links . Paypa’.‘_

. i . bc - An arbitrary precision calculator language
Linux bc Command- Basic[f Gooale Apps for Business MERCHANT SERVICES
What is Linux bc Command? ... Get email for your domain & reduce
. SYNTAX .
above command displays the sum StSG.GStErtEgI%L:!; frese'ht[:?ilgess DIDYOUKNOW.
www.hscripts.com/tutorials/linux- be [ -hlwsqy ] [long-options] [ e ... ] The W‘L)Ir'd s largest retailers use
. - . California Online Classes PayPal payment processing

be: A Handy Utility | Linux JA§l  Discover Free Public School at Home DESCRIPTION P p

Mr. McAndrew shows us how the with Award-winning Curriculum! walmart

algorithms. Linux. as with almost www.K12.com X .

www_linuxjournal.com/article/254 i h bcis alanguage that supports arbitrary
Unix Commands Tutorial precision numbers with interactive execution of ’enovo_ .
Providers in our Business Diractary statements. There are some similarities in the eloﬁ
www.business.com syntax to the C programming language. A

standard math library is available by command
line option. If requested, the math library is
defined before orocessing anv files. be starts by processing code from all the files listed

‘ Find Unix education & training
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Other Documentation

- whatis command  same as the man —=f command
« apropos command same as the man —k command

« info command
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gst, 1659 ™

Documentation

Two of my favorite documentation links

C # ¢ htip//tldporg/

S — e - o x
/ B Rich's Cabrillo College €/ X ' LDP Worldwide
<« C | @ Secure | httpsy//simms-teach.com/resources.php w ‘ oo H Mirrors
Non-English info
S5 Apps e Vahoo Cabrillo College Health Network CIS 76 links Lab Development » Other bookmarks ToEsiarna
- lated Guid
oM - ated HOWTOs
Rich's Cabrillo College CIS Classes drarsiated HOWTO=
Printed books
Resources
Main site
— Workshop
LDP Information
EAQ LDP Wiki: The LDP Wiki is the entry point for any work in progress
General Links Manifesto / license Members | Authors | Visitars
History Documents.
Volunteers/Staff
Instructors Getting Linux/UNIX Palo Alto Networks Job Descriptions HOWTOs: subject-specific help
» Ed » Linux ISOs = PAN commands . . latest updates | main index | browse by category
s a0 s Gerlinde s Kernels Mailng ists Guides: | _depth book:
=« Jeffre « RPMs (rpmfind, Making Strong Passwords LDP Weeldy News Luides: Igpegs?[j mal:::, maiioiniex
- Py pd
Previous Terms s Jim s RPMs (phone’ « Password Haystack Archives RSS feed
« John . « Ryan Rile IRC - Frequently Asked Questions
= Michael Academic Software for + Strong passwords Feedback |atest updates / main index
» Marcel CIS Students ! - help on individual commands (20060810)
» Bick = Microsoft Webstore HrEe
» Steve = VMware Webstore = Ultimate apostrophe flowchart
Cabrillo College * Sam at
Web Advisor CCSE Virtualization
= VirtualBox
oIt b Departments s VMware ESXi and
Vlab (web) = CNSA vSphere dlient . §
NETLABE VE . s ¥ophere clent C % nitp//wwwlinfo.org/indexhtml » % O~ F~
Annoying Issue List s s Standards e
= IEEE
= IETF (RFCs,
CIS 90 Vlab VM
Assignments Academies . i 1
e The Linux Information Project .
e—— — The Linux
UNIX/Linux Links 1 -
Opus Status: UP
Wekome o Th i formion Pt INFO) Thisrfcts e o Documentation and
i providing high quality. comprehensive and easily accessible information about Limx and
Gb Sheet§ 10?&““‘1 Ho other free software. (New to Linux? Start here.)
Mo | e | " nformation
a0) « Apache .
« Bastille . P =
Documentation + CoRD . New on This Site: PrOJ eCtS
s TLDP = cygwin o ..
. LINFO « DOS boot disks . * October 27: root Definition page updated.
« UNIX Rosetta * GNS3 . + October 19: Hard Link Definition page added.
Stone * Netfilter * October 12: Characters: A Brief Introduction page updated.
— o ] S * October 03: Byte Definition page updated.
Animations i . 0 + September 27: PDP-7 Definition page updated.
* Linux network sﬁtae — * September 24: The umount Command page added.
technologies o St + September 20: The head Command page updated.
Linux Commands i rareshark

Site Contents:
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If we have time,
otherwise cover
ZeroW, VLab, Virtual
Terminal modules to
Lesson 3
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simms-teach.com
DreamHost

. U4
(Los Angeles, public) L7 J
‘,/‘ III
L4
e /
— /
2220 K
daughter-of-opus.simms-teach.com /;
. /
OVH (Montreal, public) /
,I
X4
You cannot access
servers with private IP s e e

addresses directly
from the Internet.

Instead you must
enter via server with a
public address that is
also connected to the
private network.

. . 2225
brienne.simms-teach.com

=

baby-opus
(Soquel, private)

desasammesemg  Arya-xx's

son-of-opus.simms-teach.com

AWS (Oregon, public)

CIS Server network (Aptos, public)

S e Opus-II.cis.cabrillo.edu

Defiant (2221) —
Intrepid (2224) .,

. ——]
Enterprise (2223) —
Freedom (2225)

Excalibur (22269 ulLab devices

Lexington (2222) Room 828 PCs
Sun-Hwa-xx Room 829 PCs
Room 830 PCs

i) Home-ZeroW

CIS La.b.and Classroom networks
(Aptos, private)
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Raspberry Pi

Raspberry Pi Zero W

https://www.adafruit.com/products/3400

186
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<
~ %% 0 A TR e
VRS e 3
e - O X ; -~ - X
B Rich's Cabrillo College ¢ X SR S £ 9]
& c ! @ Secure | https://simms-teach.com Q ﬁ" o H 3
Apps Bd Yahoo Cabrillo College Health Network €IS 76 links Lab Development Home » Other bookmarks I 5]
o= - -
Rich's Cabrillo College CIS Classes ;<
Home Page ik
Rich Simms 4
oy
B
s 90 e
Previous Terms o
.n
b
Cabrillo College b
Web Advisor Contact B
e Email: risimms s cabrillo oo edu :'
VLab (web) « Office hours: directory page
w g My Spring 2018 Cabrillo Classes 3
Annoying Issue List i -
Hb il « CIS 90 - Introduction to UNIX/Linux B
3
i
2
L
RIP Dennis Ritchie
Opus Status: UP
¥
R
fows
XHTML tv:
Metal  siemap W3C 1o é WiCeseep crcdits  arth [
~

To see which Arya VM is yours use the link on
the class website
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Class Activity

2220
son-of-opus.simms-teach.com

AWS (Oregon, public)

simms-teach.com
DreamHost
(Los Angeles, public)

TR an ’,’ Opus-II.cis.cabrillo.edu 4= Start here
2220 f'
daughter-of-opus.simms-teach.com ’,'
OVH (Montreal, public) /

Defiant (2221)
Intrepid (2224)
Enterprise (2223)
Freedom (2225)
Excalibur (2226) ulLab devices
Lexington (2222) Room 828 PCs
Sun-Hwa-xx Room 829 PCs
=g Arya-xx's Room 830 PCs
A8 Home-ZeroW

You cannot access
servers with private IP —
addresses directly
from the Internet.

Instead you must
enter via server with a ' e
public address that is baby-opus CIS Lab and Classroom networks
also connected to the (Soquel, private) (Aptos, private)

private network.
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FYI, specifying the username on ssh logins

Putty from Windows PCs

Basic options for your PUTTY session | Basic options for your PuTTY session

Specify the destination you want to connect to Specify the destination you want to connect to
Host Mame (or IP address) Port Host Name (or IP address) Port
opus-ii.cis.cabrillo.edu 2220 simben90@opus-ii.cis.cabrillo.edu 2220
Connection type: Connection type: _ _ ]
(' Raw () Telnet ) Rlogin @ SSH () Seqal () Raw () Telnet () Rlogin @ 55H () Seqal
If you don't specify your username the system will If you specify your username the system will just
prompt you for both your username and password prompt you for your password
login as: simben90 Using username "simben90".
simben90Qopus-ii.cis.cabrillo.edu's password: simben90Qopus-ii.cis.cabrillo.edu's password:

ssh command from Mac or UNIX/Linux systems

ssh -p 2220 simben90@opus-ii.cis.cabrillo.edu

If you don't specify a username the ssh command will use your current username. Be careful,
that username may not exist on the remote system you are trying to login to.

[rsimms@daughter-of-opus ~]1$ ssh -p 2220 simben90@opus-ii.cis.cabrillo.edu
simben80@opus-ii.cis.cabrillo.edu's password:
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Command Line vs Graphical Desktop

Should I use SSH or VLab?

SSH when:

* You just need a command line.
« Have a low or high speed network connection.

VLab when:

* You need to use a graphical desktop.
« You need to use virtual terminals (the very basic black consoles).
« Higher speed network connection is needed for the graphics.

VLab = using the VMware vSphere Web Client over the Internet to
access course VMs.
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Accessing CIS VLab VMs

-

CIS Lab servers on\

o (Rege the Aptos campus

Cente - vsphere Gient
Be ot Vew loventory Admnstaton Pligins Heb
B B (B ro b ey b8 s el i - 2|

cisS0@Arya.

2014-08-24 12:41 (:0)
2014-08-24 12:57 (:0)

August 2014
Su Mo Tu We Th Fr Sa

12
8 9
16 11 12 13 14 15 16
17 18 19 20 21 22 23

&l 25 26 27 28 29 30 o
3 | _'JJ
IName, Target or Status contains: + leas *

Toetat Trkistedby | Vosnte Sever | Requssed Stat 1. — | Start T

|
Toreesse cursor, pess CTRLALT [CISLBmmbensd

School  Travel 18 vmware:

192



CIS 90 - Lesson 2 ¢ ¥4 ¥

<
~ %% 0 A TR e
VRS e 3
e - O X ; -~ - X
B Rich's Cabrillo College ¢ X SR S £ 9]
& c ! @ Secure | https://simms-teach.com Q ﬁ" o H 3
Apps Bd Yahoo Cabrillo College Health Network €IS 76 links Lab Development Home » Other bookmarks I 5]
o= - -
Rich's Cabrillo College CIS Classes ;<
Home Page ik
Rich Simms 4
oy
B
s 90 e
Previous Terms o
.n
b
Cabrillo College b
Web Advisor Contact B
e Email: risimms s cabrillo oo edu :'
VLab (web) « Office hours: directory page
w g My Spring 2018 Cabrillo Classes 3
Annoying Issue List i -
Hb il « CIS 90 - Introduction to UNIX/Linux B
3
i
2
L
RIP Dennis Ritchie
Opus Status: UP
¥
R
fows
XHTML tv:
Metal  siemap W3C 1o é WiCeseep crcdits  arth [
~

To see which Arya VM is yours use the link on
the class website
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http://simms-teach.com
1 Cabrillo College

Web Advisor

Blackboard

Commands and Files

VLab (classic)

NE | LAD+

CIS 76 VLab Pod
Assignments

Click VLab (web) on
left pane of website

Select "Advanced" then
"Proceed to vcentre ..."

CIS 90 - Lesson 2 | R l l IW

Accessing CIS VLab via vSphere Web (HTML5) Client
Using Chrome Browser on PC or Pac

Login, username must
start with cislab\

Enter password for
"CIS 90 Student"
(cis90 user)

Scroll and select your Arya VM
in the Student Pods folder

Under Summary tab, Click
on the mini-console ) =3

Select VMs and Templates

8 The following pop-ups were blocked on this page:

D https://vcentre.cis.cabrillo.edu/ui/webconsole....

) Always allow pop-ups from https://
veentre.cis.cabrillo.edu

o Continue blocking pop-ups

Manage

Always allow pop-ups

Expand tree by clicking each ">"
from vcentre

till you see Student Pods
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Accessing VLab Activity

Follow the instructor to open a graphical user
desktop on your Arya-xx VM

Browse to http://simms-teach.com
Click VLab (web) link

Accept warning

Login with V0Lab credentials*

Select VMs and Templates view

Expand navigation tree

Find your Arya VM

Click the mini-console for your Arya-VM
Allow browser pop-ups

(I I I I W W W

*See the CIS 90 announcement in Canvas from the

instructor for VLab login credentials 32



CIS 90 - Lesson 2

1) Log in as
CIS 90 Student

) Arya-04 on
Bl Vex W

anbeDaGbeoe

2) To get a graphical terminal
Terminal icon

The Arya VM

-~ oA 1
“
L §
/B !
Ry
) Y
i A {

4) When finished
k) Gear icon > Log Out...

3) Enter commands in the
graphical terminal

Use right click > Profiles
to customize colors

il Use exit command to
quit graphical terminal
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Using VLab VM Activity

Follow the instructor to login and use your VM

Login to your Arya VM*

Open a graphical terminal

Use who command to see logins

Find the “toothed gear” icon to logoff, restart or
shutdown

OO0

*See the CIS 90 announcement in Canvas from the
instructor for Arya login credentials
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Remote Command Line Access
(via terminal emulator with SSH)

EP cisB0@Arya-27: ~ - O X

cis90@arya-27
.2 LTS (GNU/Linux 3.13.0-53-generic :
* Documentation: https://help.ubuntu.com/

can be updated.
re security updates.

! Sun Feb 4 12:12 2018 from opus-ii.cis.cabrillo.edu

Using a terminal emulator like Putty we can login to our Arya system 199
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Local Graphical Desktop Access
(via connected monitor or virtualization product console)

DO Aya-27 X
C | A Not secure | hitpsi//vcentre.cis.cabrillo.edu/ui/webconsole.htmi?vmId=vm-285&vmName=Arya-27&serve

3 Apps Yahoo Health Network cIs 76

Enforce US Keyboard Layout | View Fullscreen | Send Ctrl+Alt+Delete

O B o) 1231Pm

O Anya-27
C | A Not se hitps://veentre.cis.cabrillo.edu/ui/webconsole.htm|?

£ Apps Yahoo Cabrillo College Health Network CIS 76 finks Lab Development

Enforce US Keyboard Layout J View Fullscreen | Send Ctri+Alt+Delete

Ubuntu Desktop

B o) 21pv 3%

“— CIS 90 Student

— “’ | ;

Guest-Sessign= ==

5
&l
S

ﬁ

B

B
B
5

Using VLab we can login and use a graphical desktop on our Arya
200
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Local Graphical Command Line Access
(via connected monitor or virtualization product console)

e - m] X
[ Ara-27 X
C | A Not secure | hitps://vcentre.cis.cabrillo.edu/ui/webconsole.html?vmld=vm-2858&vmName=Arya-278&serverGuid=f6dc8870-93d6-49c9-a933-caae729a9048&hos... Yr | B @
35 Apps Yahoo Cabrillo College Health Network CIS 76 links Lab Development Home Music Training [} Expand All [ Link Comments Other bookmarks

Enforce US Keyboard Layout § View Fullscreen | Send Ctri+Alt+Delete

Terminal File Edit View Search Terminal Help €) 2:17PM

& O cis90@Arya-27: ~
cis90@Arya-27:~$ cal
February 2018
Su Mo Tu We Th Fr Sa
223
5 6 7 8 910
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28

cis90@Arya-27:~$
cis90@Arya-27:~$
cis90@Arya-27:~S tty
/dev/pts/e

:0 2018-02-04 14:13 (:0)
- pts/e 2018-02-04 14:16 (:0)
cis90@Arya-27:~$

SEPPDoOnd

Running the terminal app on Arya gives us a graphical terminal

201
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Local Command Line access
(via connected monitor or virtualization tool)

Enforce US Keyboard Layout | View Fullscreen | Send Ctri+Alt+Delste

We can also use one of several very basic TTY virtual terminals
(no mouse, no scrolling, no fonts, etc.) 202
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VMware virtual terminal operations

On PC Keyboard:

On Mac keyboard:

While holding down
the Ctrl-47-Alt keys,
tap spacebar then
tap f1, f2, ... or f7.

Hold down fn,
control and option
keys, tap the
spacebar, then tap
f1,f2, ... or f7.

ol

Keyboard Keys for using Virtual Terminals on
VMware Linux VMs

Pressing the 4 on some
Windows keyboards
may not be necessary

F7 is graphics mode for
the Ubuntu VMs.

The Centos VMs, Like
Opus-II, do not have a
graphics mode
components installed
(run level 3 only)

Note: the spacebar does not need to be tapped on a physical (non-VM) system.
This is only required when changing virtual terminals on VMware VMs.
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VMware VM Operations
PC keyboard

E IDEIDDDl- |
QOO EEC

I

L)
-Eﬁﬁlﬁli

—,
p—
Sl
L b k | ‘| k 1} /| alh

| ‘4 i i i . g i L i, L
5 o 3 = i 1

— s i /|

L o | ¥ i

On PC keyboard:
While holding down the Ctrl-43¥-Alt keys,

tap Spacebar then tap Fn key
(where n=1-7 to specify a function key)
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VMware VM Operations
Macbook Pro keyboard

On Macbook Pro keyboard:
While holding down the fn-control-option keys
tap Spacebar then tap fn key
(where n=1-7 to specify a function key)

205
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VMware VM Operations
Mac keyboard

ondge

On Mac keyboard:
While holding down the fn-control-option keys
tap Spacebar then tap fn key
(where n=1-7 to specify a function key)

206



Changing Virtual TTY

Terminals using

VMware vSphere

Ctrl- 5¥-Alt, Space, F2
(for tty2)

CIS 90 - Lesson 2

G

lunb@\

G B @ @

cisoo

s 1

1 [=] k3

(for pts/0

Ctrl- 5¥-Alt, Space, F7**

While holding down Crtl-48-Alt
keys, tap Space, then tap Fn key*

R

Mac users replace
ctrl- 77-alt
with fn-control-option

BEEE EBEE] X)) LIIU

lllilﬁ
E CICICICICICICICICC L)
lﬂﬂﬁﬁﬁﬁﬁ
“Ililllllllﬁ

*0On some PC
keyboards it is not
necessary to use

the 1!( 5 key

o Tamm T2
.
(et e ()

Ctrl- 5»-Alt, Space, F5
(for tty5)

Ctrl- 4&-Alt, Space, F3
(for tty3)

Ctrl- 52-Alt, Space, F4
(for tty4)

Note: This is for
vSphere only. The &%
key and Space bar
are not pressed for
physical (non-VM)
servers
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Virtual Terminals

1) While holding down crtl-E-alt (PC)
or fn-control-option (Mac) keys,
tap Space, then tap Fn key

(%] Arya-04 on
Fle View M

2) or try: chvt n

3) or try: sudo chvt n

w @] 3 B @ 8

4) or try: <alt-key> n
(in an Ubuntu virtual terminal)

B ©) tosem '

Fie View VM

pts/o 2014-08-24 12:57 (:0)
cis90@Arya-04:~$ tty
/dev/pts/0
cis90@Arya-04:~$ cal
August 2014

Su Mo Tu We Th Fr Sa

1.2
3456789
10 11 12 13 14 15 16
17 18 19 20 21 22 23
25 26 27 28 29 30
31
cis90@Arya-04:~$ chvt 2
Couldn't get a file descriptor referring to the console

cis90@Arya-04:~$ sudo chvt 2
[sudo] password for cis90:
cis90@Arya-04:~$ sudo chvt 2

2014-08-24 13:04
2014-08-24 13:04
2014-08-24 13:04
2014-08-24 12:41 (:0)
2014-08-24 12:57 (:0)
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Virtual Terminal Class Activity

Mac users replace

ctrl- A¥-alt
with fn-control-option

ctrl- 77-alt- Space -f2 ctri- ,1,/alt -space-f5

&
(a
L]
L2
-]
]
]
[ ]
a5

2T

ctrl- 4¥-alt-space-f7

On your Arya:

Try changing between the graphical desktop and the TTYs
Login as cis90 on tty2 and tty5
Run a terminal on the graphical desktop
Use the who command to see how many logins there are
209
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Interpreting who output

tty1

cis90@Arya-66:~$ who

F ci1s90 ttyl 2015-09-08 16:43
> cis90 :0 2015-09-08 16:53 (:0)
cis90 pts/21 2015-09-08 16:39 (opus.cis.cabrillo.edu)
rmua///—ﬂ>cis90 pts/0 2015-09-08 16:55 (opus.cis.cabrillo.edu)
L, cis90 pts/8 2015-09-08 16:53 (:0)

B
()
&
5
B
]
L]
[
L)

Let's login to an Arya using a virtual terminal, a graphical desktop, two ssh
sessions and a graphical terminal on the graphical desktop 210
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simben2@0O@CISLAB.MET

Change Password...

Change Time Format .

Logout

LEU USALE
O on:

Logout of Vlab’s vCenter

Your Arya VM will keep running even though you disconnect from vCenter
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Lady 7 Ubvirvg Commarmiy

The paegose of this s s fo eeplors command weage with e shell amd miscellmeons UM
[ T B

Proparation

Eweryihing you' need to do this hd can be fommdine this Lessen 2 maaterials sn the G590
Calendis. hitp://simms-teach.com/cis90calendar.php. Review careivlby ol Fasson 2 slikes seen
These thes may not have been cowerdd inoocls.

Check the fovam o hitp://oslab.cis.cabrillo.edufforumy for any s shd wiyckates related to this
T, The Toruw s alie a good phece toash guesiions i yem geb stnck or help ofhers.

IT yirwd weanelid il smme pdcitiomal assistance comm to The G5 Laly on Carrges wive s wot cam et
b From instruciors and studend Teb msistants: http:/fwebhawks org/~cislab/.

Prowedhire

This b must be done on Opus to get cradih

Pl o vy e Ofpiss sevrweer wesimg yonar e sormal womand, o wsll el S use e dollowing
vismrmaias in thiy lab

Pryane etk iy Lt T
Pracln oy e hiarowy fatabi it] ki
Py e ey ek B A
el AL RS0 s 5

by o commwared Bisiory slong with the three answors ashod Tor by e swbont soript will be
gracke ] Tou must issue sach command below foacthy) - Radler than submitiimg anseers o amg
AN o ke Delow wond pust Tnstmsl issue the correct commmarais To smseeer them, Four
vemrrand history will be scanmed to worify ewch step weas compirted,

o, ™
v

« This lab MUST be done on Opus to
get credit

* You don't need to turn in answers
for steps 1-22. However I will
check your command history to
verify you entered the correct
commands to answer those
questions.

« There are three questions to
answer on the submit script.

214
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New commands:

apropos - search for string in whatis database
bc - binary calculator

cat - print file(s)

echo - print text

env - show shell environment variables
info - online documentation with hot links
file - show file information

Is - show directory contents

passwd - change password

set - show (or set) shell variables

type - show command location in path
man - manual page for a command
whatis - command summary

New Files and Directories:

/etc/passwd - user accounts

/etc/shadow - encrypted passwords

/bin - directory of commands

/sbin - directory of superuser commands

/usr/bin - directory of commands, tools and utilities

Jusr/sbin - directory of superuser commands, tools and utilities
/usr/local/bin - custom local commands

216



CIS 90 - Lesson 2 b ' N ' l Iw

Next Class

Assignment: Check Calendar Page on web
site to see what is due next week.
o 2

L@

Quiz questions for next class:

« Which four directories typically contain the majority of
the UNIX/Linux system commands?

« How do you show your path?

« What command would allow you to view the manual
page for the who command?
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T T

Backup

219
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FY]

220
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CIS 90 and Smartphones (Android)

. Blackboard Y : :
)> Collaborate App JuiceSSH - SSH Client app

N 2 o1%M 3:37 PM
3 8

= 499%011:37 AM

'v")
[/===\\
N_=_")
Welcome to Opus
Serving Cabrillo College

¢

Main Room

[rsimms@oslab ~1$ who
pts/0 2014-02-04 11:36 (2001:470:1f05:9b3:c988:6871:385

pts/1 2014-02-04 08:01 (ec2-54-215-232-67.us-west-1.com

pute.amazonaws.com)
schrya98 pts/2 2014-02-04 11:19 (nssc.scratchspace.com)
[rsimms@oslab ~1%

B

[ GA. G Cis90-tessona i B AR RAT )

=

Esc /

Tab

Login to to Opus

Join CCC Confer
virtual classroom 221
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CIS 90 and Smartphones (Android)

Android Terminal App Microsoft RDP App

N F 4970 10:44 AM
D Window 1

u0_al191@d2vmu:/ $ cat /proc/version

Linux version 3.0.31-2045665 (se.infra@SEP-120) (gcc version
4.7 (GCC) ) #1 SMP PREEMPT Mon Nov 11 21:11:31 KST 2013
uo_a191@d2vmu:/ $

[VCenter Server | Reques

2

ense Period: 147 days remaining |CISLABVrsimms /|

Running Arya VM in VLab

4 8 9 0

q1wze3rt5y6u7iop

)

als dIf g/ h j* k ||

T FAEE W iE o <
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Viewing kernel version on
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Terminals
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Hardware Terminals

nnnnnnnnn

............

Teletype (TTY) VT100

Terminals were used in the old days to interact with
"minicomputers” and "mainframe" computers.

Today we use terminal emulators instead that are software
programs.
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2P cis90@Arya-35; ~
ci590@Arya—35:~5 tty ) aevrpesss E’
il . '
i :
£ cis90@Arya-35: ~ =HEN X o) ’?:ZEEZ”:E :y
cis90@Arya-35:~5 tty - é
/dev/pts/0
cis90@Arya-35:~§
I "
I 2 s
3 Y 4F
. Jreed = [Z L] @ [
Terminal emulators like PuTTY (with Graphical terminals (with scroll
scroll bars, colors, customizable bars, colors, customizable
backgrounds, fonts and sizes) for Windows backgrounds, fonts and sizes) built

into Linux/Mac computers

Virtual terminals

(use ctrl-alt-fn)

Bare bones, no scroll bars,
also called a console
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Various terminal devices on an Arya VM

Terminal emulators (e.g. Putty)

Graphical terminals on
graphical desktop

T

2P Cis90@Arya-35: ~ o B RS | | P cisso@Arya-35: ~ i ()
ci590@Arya-35:~5 tty - c1s900Arya-35:~5 tty i () Arya-35 on vmservera.cislabanet
/dev/pts/2 /dev/pts/0 8
cis90@Arya-35:~$ cis90@Arya-35:~$
i
i
I cls90@Arya-35:~$ tty
/dev/pts/2 /dev/pts/0 el
cis90@Arya-35: S
!
cis98@Arya-35:~$ tty

/dev/pts/13
c1s96@Arya-35:~5 I

/dev/pts/13

£is%0@RArya-35:~5 who

£is90 ttyd 2014-09-06 17:25
cisf0 tty2 2014-09-06 17:25
cis90 pts/2 2014-09-06 17:20 (enterprise.cis.cabrillo.edu)
cisf0 :0 2014-09-06 17:20

cis%0 pts/0
cis90 pts/9
cis%0 pts/13

2014-05-06 17:22

(ent
(:0)
2014-09-06 17:21 (2601:9:6680:53b:4d09:e2b6:e7£c:d999)
(:0)
2014-09-06 17:23 (:0)

pts=pseudo terminal,
tty=teletype
:n=an X window display number

Virtual
terminals
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Putty
Tips

(Note: tty = teletype)
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@ rsimms@nosmo:~/depot/gcal-3.01/src =N X
[rsimms@nosmo src]$ 1s /bin o
alsaunmute dnsdomainname kbd mode 1 i

arch | ] 1

ash
ash.static

[rzimms@server0-01 rsimms]S$ I

dd .

dmesg
[rsimms@nosmo src]$

Why does Putty sometimes have a black background
and sometimes a white background?
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Rich's Cabrillo College CIS Classes

Resources

= There is a Howto on the
Resource page to walk you
e through customizing Putty

Instructors Getting Linux Howtos
e Linux Master Jim e Linux IS0s * HowtoForge
CIS 90 * Programming Master * Kernels ¢ email

Ed ¢ RPMs (rpmfind} « DNS

Previous Classes

« Network Master « RPMs (pbone) e Eth *3 Google  \ @ (0 unread) Yah... * \ [] Cabrillo Colleg... i Rich's Cabrillo... */ & Configuring th...
Gerlinde ¢ NFS . —
o Nebwork Master Rick Tools and Software . NS C A | %% hitp://simms-teach.com/howtos/106-config-putty.htm > :"a O~ &~
+ Web Master John o Apache * PPP -
« Windows Master Gary ¢ Pactille s Putty 55
) QWi + sed
Cabrillo College e - s
o Clubs « DOS boot disks
R e GNU Linux Users ¢ Dynamips/Dynagen Student H
CCC Confer Group o John the Ripper * Making I
Static IPs * MSDM Academic by Mich
Duick Ref Departments Allia_nce * Home ".f" !
p— * CNSA o Neffilter router Software used
VI Repairs . CS + Putty SSH Tools by Marc|
GAH! e CS * Quagga routing * Putty to e PUTTY SSH client (download)
suite by Marg

Step 1 - Run PuTTY and login

Crib Sheets o Tripwir « Installin
« Qllie \.’-,"right (CIS a0) « VirtualBox h.‘;" Marg T_he default appearance is 10 pomtl Courier Heu-\-”font with v,:hlte text Sn a black background. The translation is
s VMware Server s Linux P 1S0-8859-1 which may garble the ' displayed in "Linux User's Manual".

Documentation * Wireshark by .Mich R
« TLDP + Guide td m : = -
e LINFO Standards by Mich : : s a1 !
e IETF (RFCs) . » )
Animations o IEEE Linux New. mesg - control writ T,
« Linux network Commonds . tnuxts@
technologies L
« Practical e Linux
* Summary e Linux W
o Useful +« COMPU]
* Vi summary

Rich's Howtos

)| Right click on the top of the window to get a menu.

Putty

» Installing PuTTY on Windows
+ Configuring the appearance of PUTTY

Step 2 - Get to Reconfiguration window

VirtualBox
« Bringing the Eko VM home |] meeting (5)jnlp " 4] meeting 4)jnlp " 4] meeting (3)jnip ¥ O showall downloads... % 229
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What's the name of the terminal device I'm using right now?

login as: simben90
simben90@opus—-ii.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

("v')
//===\\
(\ = /)

~ A~ ~ ~

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type 1is xterm.
/home/cis90/simben $
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What's the name of the terminal device I'm using right now?

login as: simben90
simben90@opus—-ii.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

("v')
//===\\
(\ = /)

~ ~ ~ ~

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type 1is xterm.
/home/cis90/simben $
/home/cis90/simben $ tty
/dev/pts/0
/home/cis90/simben $

Answer: /dev/pts/0 Use the tty command

to find out 232
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What type of terminal am I using right now?

login as: simben90
simben90@opus—-ii.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

//===\\
(\ =7/)
Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $
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What type of terminal am I using right now?

login as: simben90
simben90@opus—-ii.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

("v')
//===\\
(\ = /)

~ ~ ~ ~

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $

Answer: xterm
We have the answer already!

- — :
< |
v 2
>y '
The ! -
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What is the hostname of the computer I'm using?

/home/cis90/simben $
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What is the hostname of the computer I'm using?

/home/cis90/simben $
/home/cis90/simben $ hostname
opus—ii.cabrillo.edu
/home/cis90/simben $

Answer: opus-ii.cabrillo.edu

Use the hostname
command to find out
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What is the name of the OS (operating System) kernel?

/home/cis90/simben $
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What is the name of the OS (operating System) kernel?

/home/cis90/simben $

/home/ci1s90/simben S uname

Linux Use the uname
/home/cis90/simben $ command to find out

Answer: Linux
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What is the name of the Linux Distribution being run?

/home/cis90/simben $
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What is the name of the Linux Distribution being run?

/home/ci1s90/simben $ cat /etc/issue
CentOS release 6.2 (Final)
Kernel \r on \1

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)

CentOS release 6.2 (Final)

CentOS release 6.2 (Final)
/home/cis90/simben $

Answer: CentOS
Use either cat /etc/issue or cat /etc/ *-release to find out
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What is my username and uid (user ID number)?

/home/cis90/simben $
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What is my username and uid (user ID number)?

/home/cis90/simben $

/home/cis90/simben $ id

uid=1001 (simben90) gid=190 (cis90)

groups=190 (c1is90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
/home/cis90/simben $

Answer: username=simben90 and the uid=1001

Use the id command
to find out
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What is the name of the shell I'm using?

/home/cis90/simben $
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What is the name of the shell I'm using?

/home/cis90/simben $
/home/cis90/simben $ ps

PID TTY TIME CMD
28237 pts/0 00:00:00 bash
28752 pts/0 00:00:00 ps

/home/cis90/simben $

Answer: bash

Use the ps command to find
out.

We will soon learn another
command for doing this.

244



