CIS 90 - Lesson 15

Rich's CCC Confer checklist - setup

Slides posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Bring Linux ISOs on thumb drive

Canvas Practice Test ready and scheduled
Practice Test systems ready

Schedule midnight turnin directory lock
Schedule midnight backup of all myscript files

Backup slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Shell
commands .
Permissions Secure logins
Navigate
Processes CIS 9_0 file tree
Introduction to
Scheduling UNIX/Linux Files and
tasks directories
_ The Command Line -
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes
Student Learner Outcomes
1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.
2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.
3. With the aid of online manual pages, execute UNIX system commands 2

from either a keyboard or a shell script using correct command syntax.
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Introductions and Credits

Jim Griffin

« Created this Linux course

» Created Opus and the CIS VLab

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

« HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First

Minute quizzes, the online forum, and the point grading
system (http://teacherjohn.com/) 3
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Lj Student checklist for attending class

=

Browse to:
http://simms-teach.com

Click the CIS 90 link.

Click the Calendar link.

Locate today’s lesson.

Find the Presentation slides for
the lesson and download for
easier viewing.

Click the Enter virtual classroom
link to join CCC Confer.

7. Log into Opus with Putty or ssh
command.

nhwn

o

Note: Blackboard Collaborate Launcher only
needs to be installed once. It has already
been downloaded and installed on the
classroom PC’s.
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I — | Student checklist for suggested screen layout

Q Google Q CCC Confer O Downloaded PDF of Lesson Slides

Co* : &Y B Rch's Cabillo » < oo -
Rich's Cabg
CIS 90 Calend {5 OCC Confer - SIMMS VIRTUAL CLASSROOM

FeEﬁt\wacd IS Window Heip

Class Activity - Where are you now?

O One or more login
Q CIS 90 website Calendar page sessions to Opus




1) Instructor gives you sharing privileges

(%) CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help
v AUDIO & VIDEO §

Start Sharing

2) Click overlapping rectangles
icon. If white "Start Sharing"
text is present then click it as
well.

Whea User Accousst Controt (UAC) 15 enebied an Vista, Applcston
Shating s Backdoard Collaborzie may be haeed sth et tanderd of

Gevated privieges. Elevated prvwioges are roquared 5 e
apphcations that yee slevetnd srivdeges

Elovaned praiieges are 2007 via Toals > Appicaton Sanng
» Fozsued Divvated Pradeges. They can be réingushed wa
Tooks > Appicaton Shanng > Yield Skvated Privieges [ratumng
you 1o standard grivieges). ¥ you are hosting en appiicason
Shanag seasien with Standard prviiges B pou (Or 3 parsos
remotely conroling your desdog ar agplcation) pertarm an
aiton thal requoes sevated priviegen, Vista wil grompt you
for Loosent wa & UAC consent Siakog, Tha wif cause the
appiication shyrng session (o tevmestate. Als, WitBZ sevened
Pravkiges, shaving of spsbcations will regqey e mofe heet OMU
time than sharng the deskdcp (38 of & or & regios)

¥ you 210 hasting an apphicatien sharieg seacian with ekewted
priviiages and po0 performy an action tht regures almaded
pradieges, VLA will (ot 2eompt yiu for commmet. Inabaaad, Uve
800N sutomatically sl be ather densed [f you e boxo on
on & tandard user) w1 sllowed (if pau are logged on e
ELE S T

Tiewer show s thulag agmis

i

3) Click OK button.

Select your deshkiop or 3n open AppRcaton you would e to share

W Mcrosoft Word {winword.exs) "V

(5) CCC Conder (Javiw, axe) ‘CCC Confar
+ Sbicky Note

" Mcrasaft PowerPoint {powsrpnt. &) ‘cis90lessonDl. ppbe - Mt

J C:Program Files (xb6 V\putty exs ‘smbenSO@osal ~'

tual classroom (Jocked).docx
RICH SIMMS VIRTUAL ¢

4) Select "Share desktop"
and click Share button.
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[ ] Preload White Board

|
[ﬂ[ Load Content ] [ Record | @ |‘

[ ] Connect session to Teleconference

MAIN ROOM (2] SO HmH%

Session now connected ® Rich Simms
Moderator (You)

I--‘ ' l IW

ccc () Confer

G cccome - w0y e
| Fle ESt View Took Windww Help

:
v ARG & V0RO o ™ A
s Ung W0
Miszphzne Senngi.

Losabes Settngs

Manmies Sevatanes o Talter

ARpsit MO CORONE Lowe L

Agpuit Macropaone Leve Dewn y
§ ew—p— 1§ a—f— pguit SOEY Leved \lp P
Tk en 5 Adpart Spesar Leval Dewn "
1
Tarvt
- RATIGHANTS Carfigus Trkgnent Covlemnce
L Carnct Saviomn 15 Tobrantrreecs . |

Cormmen Semingr
Hanwir Sreuloneein Cameran
Mabe Vg Fabom Mederator Fonan

Vo Make Weeo Fafow Speabes

el ad o L

to teleconference :
—\> {% Teleconference Y <
[ ] Is recording on?
@ [ Load Content ] [ Recording () § @
L3
Red dot means recording_)

» AUDIO & VIDEO L

Dutacn Panat
BN - .

[~

9

Should change
from phone
handset icon to
little Microphone

[ ] Use teleconferencing, not mic &

icon and the

%)

|
Should be grayed out ¥ Tal | wieo [JQO] Teleconferencing ...

T e message displayed
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-— | Rich's CCC Confer checklist - screen layout ceC(:) Confer

| g SRENEEDS, __
F— |
e

".._"': - cis90lesson07,pdf * - Faxit Reader ES
N5 | Fie Edt Vew Tods C Forms  Shar
abespelle 3l — N =l =
~ wHEg =2 a8 805 i
ﬁ!ta E o 2| Part 1 - Flashc i (1 point each)

fml

@ CCCConfer-0-RIC.. [ o || @ |[ 2] “”]

h I in to the computer?
File: Edit View Tools Window Help er users logged in to put

= Al
w AUDIO & VIDEO P | -= 0 0 af< 2l
hname
A
o / {Q2] What environment variable is used by the shell to determine which directories to
e search when locating a command?
- 5
a 1l Sunns, a i booe e b (A2)

3 e ) e
[ Tak | @ )

gin as: simbenS0
en90@oslab.cabrillo.edu's password:

w PARTICIPANTS -2
- - L
8 Rick Setiens RO # Current directory E
|~
o) (&) [0)[=] |
MAIN ROOM (3 SeOson% IR
O Rich Simms @ A
N %@ 2
Telecon g = Serving Cab:
s & e 4 ) What command copies th g X
— == Terminal type? [ Vsphel‘e Cllent
“ - | Terminal type is X )
SN Ea /home/ci290/8imb: 2 M s -
- T am)- -
= Teleconferance joned the Main Room. (

RO L

[ ] layout and share apps @ 8
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() CCC Confer—0 - RICH SIMMS
File Edit View [Tools| Window Help

1}

. - T v = -

Application Sharing
Audio »
Breakout Rooms 4
Chat »
Graphing Calculator »

v AUDIO &

In-Session Invite 4
Interaction 4

Moderator »

[ ] Video (webcam)

& = Polling » .
[ Tek | Profile b [ 1 Make Video Follow Moderator Focus
‘ Recorder Y
v PARTICIPA Session Plan » E]
O Rich Sin Telephony 4183
Moderato e » .
B Video ) Camera Settings...
| Whiteboard ) Maximum Simultaneous Cameras...
MAIN ROOM (1) =TT =
‘ 5 v Make Video Follow Moderator Focus
() Rich Simms O]
OB 1iodostor (You Make Video Follow Speaker
Send Camera Snapshot To Whiteboard
s
i _n
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X Lo
cco(E)Confer S
R
lmage Mate A — The "rotate image"
button is necessary
988 . . [ = iFyou use both the
== | ermbiecndihe
| s ) white board.
I - Quite interesting
| ) that they consider
Elmo rotated down to view side table \ — | you to be an
S . Ny 7~ exper.t in order to
VE imsge - image Mate - o use thls button[

Rotate
A Elmo rotated up to view white board

Rotate
image
button

Run and share the Image Mate

program just as you would any other
app with CCC Confer

LMo 10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

500MB cache size

~ oA B
;. )
i 3

s <
It :

Rich's CCC Confer checklist - universal fixes

Delete these
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Google Java download

| S
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Start

12
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

13
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S

Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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File Transfer and Review

Objectives

« Transfer project files to Windows * No Quiz
and Linux systems . Questions
« Housekeeping
* Final Exam (Test 3)
» Test 3 Tips
 File transfer continued

» Prepare for final exam

« Compressed archives
» Make your own Opus
* Project Presentations
« Wrap up

16
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Questions

17
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Labs? Tests?

Who questions much, shall learn
much, and retain much.
- Francis Bacon

How this course works?

If you don't ask, you don't get.
- Mahatma Gandhi

fihff —EfERE, AELERF HMAE—EREHAE—E

Chinese | {2@ski&E.

Proverb He who asks a question is a fool for five minutes; he who does not ask a question

remains a fool forever.

18
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Project Is
due tonigint!
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Don’t forgef
to submit
Your
project!
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Final project due 11:59 PM tonight.

Don't forget to submit using the instructions:

cp myscript /home/rsimms/turnin/cis90/myscript.$LOGNAME
Project presentations after lesson material today.
Final exam is next week Monday May 16th-

Extra credit labs and forum posts due 11:59 PM day of
the final exam.

Practice test for final exam is available now.

Practice test server will shutdown 30 minutes before the
final exam.

22
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est. 1959 N

Grading rubric (60 points maximum)

Possible Points

Requirements

30

Implementing all five tasks (6 points each):
« Requirements for each task:
- Minimum of 10 "original” script command lines
- Has one or more non-generic comments to
explain what it is doing
- Has user interaction

25

You don't have to do all of these but do at least five:
« Redirecting stdin (5 points)

« Redirecting stdout (5 points)

« Redirecting stderr (5 points)

« Use of permissions (5 points)

« Use of filename expansion characters (5 points)
« Use of absolute path (5 points)

« Use of relative path (5 points)

« Use of a PID (5 points)

« Use of inodes (5 points)

« Use of links (5 points)

« Use of scheduling (5 points)

« Use of a GID or group (5 points)

« Use of a UID or user (5 points)

« Use of a /dev/tty device (5 points)

« Use of a signal (5 points)

« Use of piping (5 points)

« Use of an environment variable (5 points)
« Use of /bin/mail (5 points)

« Use of a conditional (5 points)

The maximum for this section is 25 points.

5

Present your script to the class

Points lost

-15

Fails to run from allscripts

-15

Other students in the class are unable to read and
execute your script.

-15

Error messages are displayed when running one or more
tasks

-up to 90

No credit for any task which contains unoriginal script
code that:
e Doesn't give full credit to the original author
+ Doesn't indicate where the code was obtained
from
« Doesn't include licensing terms
* Violates copyright or licensing terms

Extra credit

30

Up to three additional tasks (10 points each)

Make sure you
have at least five of
these implemented

Log in as cis90 and
test your script so
you don't lose any
points

23
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Final project status 5/10/2016

[rsimms@oslab project]$ ./progress
myscript file: (simben90) 2016-04-19 17:02:45 exists readable executable 245 lines

myscript file: (milhom90) 2016-05-05 21:15:50 exists readable executable 140 lines To get started see
myscript file: (bancar90) not found 140 lines w
myscript file: (hawjus90) 2016-05-09 17:55:44 exists readable executable 112 lines Les;on 13 Elnal
myscript file: (hunbra90) 2016-05-07 11:51:24 exists readable executable 207 lines PrOJeCt Gettlng
myscript file: (miljac90) 2016-05-05 23:10:49 exists readable executable 150 lines Started” module

myscript file: (pajste90) 2016-05-09 22:50:25 exists readable executable 166 lines
myscript file: (rombry90) 2016-04-27 10:48:02 exists readable executable 42 lines
myscript file: (soramr90) 2016-04-20 10:36:35 exists readable executable 42 lines

myscript file: (specod90) not found 42 lines Ifyou have
myscript file: (stejad90) 2016-04-27 11:30:54 exists readable executable 58 lines .
myscript file: (betbra90) 2016-05-09 15:33:19 exists readable executable 110 lines started but it
myscript file: (bomnic90) 2016-05-09 11:19:50 exists readable executable 170 lines doesn't show here
myscript file: (bownic90) 2016-05-04 10:53:03 exists readable executable 44 lines make sure you
myscript file: (brinic90) 2016-05-08 17:07:40 exists readable executable 61 lines

myscript file: (ebeeth90) 2016-04-27 10:51:21 exists readable executable 37 lines can run your
myscript file: (jordan90) 2016-05-09 20:50:48 exists readable executable 393 lines myscript file from
myscript file: (jorwes90) 2016-05-09 11:26:10 exists readable executable 190 lines allscripts as the
myscript file: (loyala90) 2016-05-09 23:39:33 exists readable executable 94 lines .

myscript file: (simreb90) 2016-05-08 12:21:15 exists readable executable 110 lines cis90 user.

myscript file: (temtyl90) not found 110 lines
myscript file: (tosbre90) 2016-05-09 21:05:13 exists readable executable 114 lines
[rsimms@oslab project]$

24
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Make backup coplies
of your script

modify, debug, modify, debug, ... rest
/home/cis90/simben/bin $ cp myscript myscript.vl
modify, debug, modify, debug, ... rest
/home/cis90/simben/bin $ cp myscript myscript.v2
modify, debug, modify, debug, ... rest

/home/cis90/simben/bin $ cp myscript myscript.v3

25
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Fall 2016 Linux Classes and Prerequisites

CIS 90 Introduction to UNIX/Linux

Provides a technical overview of the UNIX/Linux operating system, including hands-
on experience with commands, files, and tools. Recommended Preparation: CIS 1L
orCIS 72

Transfer Credit: Transfers to CSU;UC

Section Days Times Units Instructor Room
93337 W 1:00PM-4:05PM  3.00 R.Simms oL
& Arr Arr. R.Simms oL

Section 93337 is an ONLINE course. Meets weekly throughout the semester
online during the scheduled times by remote technology with an additional 50
min online lab per week. For details, see instructor's web page at
go.cabrillo.eduw/online.

93338 W 1:00PM-4:05PM  3.00 R.Simms 828
& Arr. Arr. R.Simms oL
Section 93338 is a Hybrid ONLINE course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min online lab per
week. For details, see instructor's web page at go.cabrillo.edwonline.

CIS 191AB UNIX/Linux Installation, Configuration
and Administration
Introduces skills required to administer UNIX/Linux systems. Prerequisite: CIS 90 or

equivalent skills.

Section Days Times Units Instructor Room
93328  Arr. Arr. 4.00 M.Matera oL
Section 93328 is an ONLINE course. For details, see instructor's web page at
go.cabrillo.edufonline.

93329 TH 1:00PM-5:05PM  4.00 M.Matera 828
& Arr. Arr. M.Matera oL
Section 93326 is a Hybrid ONLINE course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min online lab per
week. For details, see instructor's web page at go.cabrillo.edwonline.

26



CIS 90 - Lesson 15

Where to find your grades
Send me your survey to get your LOR code name.

The CIS 90 website Grades page
http://simms-teach.com/cis90grades.php

e

e it e

Ay

g g e T '

Points that could have been earned:
10 quizzes: 30 points

10 labs: 300 points

2 tests: 60 points

3 forum quarters: 60 points
Total: 450 points

Percentage | Total Points |Letter Grade|Pass/MNo Pass

90% or higher|504 or higher A Pass
80% to 89.9%| 448 to 503 B Pass
/0% to 79.9%| 392 to 447 C Pass
60% to 69.9%| 336 to 391 D No pass
0% to 59.9% 0 to 335 F No pass

At the end of the term I'll add up all
your points and assign you a grade
using this table

Or check on Opus

checkgrades codename
(where codename is your LOR codename)

Written by Jesse Warren a past CIS 90 Alumnus

grades codename
(where codename is your LOR codename)

3 RN A RS AR AN SN

TR
|

Written by Sam Tindell a past CIS 90 Alumnus.
Try his tips, schedule and forums scripts as well!

» ’ -

27
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O TR o I X If you would like some additional
| == —— — = help come over to the CIS Lab.
s & Cabrifo Coliege CI5 Classes There are student lab assistants and

instructors there to work with you.

Welvmle .

Takashi, Melissa, Josh and Andrew
are CIS 90 Alumni.

ot

Chris is a STEM tutor and can help you
Mondays 3-3:30 & 5:30-9 and
Wednesdays 4-5 & 7-9.

Mike Matera is the other Linux
instructor.

[
[ &
z
}

I'm in there Mondays 10:00-12:30.
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Heads up on Final Exam
Test #3 (final exam) is MONDAY May 16 7-9:50AM

Test #3 (the final exam)

. ] Extra credit

[ @ MONDAY 7:00AM - 9:50AM in Room 828

5 bosts labs and
Monday | s/i6 |Materials Lab X1 final posts
» Test (canvas) Lab X2 due by
CCC Confer 11:59PM

» Enter virtual classroom
e (Class archives

All students will take the test at the same time. The test must be
completed by 9:50AM.

Working and long distance students can take the test online via
CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from
work for the test.

30

Test #3 is mandatory (even if you have all the points you want)
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Final Exam (Test #3)

 The final exam will be Test #3
(worth 30 points + 3 points extra credit)

» Open book, open notes, open computer.

» During the test you must work alone and not ask
or give assistance to others.

» Canvas test, so make sure you can log into Canvas

before the test starts so you don't waste valuable
time on this activity.

31



« Canvas Practice Test 3

> Advice:

% Work EVERY question on the practice test and make a
personal reference sheet for remembering how to do things

% Use your reference sheet on the final exam.

% Take the practice test more than once. Use the restore
command to reset your directory on the testing system

» Use of study groups and the forum are a great way to
work on the practice test and prepare for the final exam!

32
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Test 3
TIps

33
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Do the practice test
multiple times.

Use the restore command
for a fresh start.

34
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Test Tips

Practice Test

35
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Screen Layout

Resize Canvas to show just one question at a time

Note: You can
copy and
paste text
from your
session into
Blackboard if

needed
K One session to work Another session to run the check
the questions in script in, show specs, send
signals etc.

36
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Test Tips

Use the -v (verbose option) to double check your work

37
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The -v (verbose) option

[rsimms@oslab ~]$ mkdir fun
[rsimms@oslab ~]$ touch fun/funny

[rsimms@oslab ~]$ chmod -R 700 fun
[rsimms@oslab ~]$ chmod -Rv 750 fun

mode of "~fun' changed to 0750 (rwxr-x—---)

mode of "“fun/funny' changed to 0750 (rwxr-x---)
[rsimms@oslab ~]$ touch dog cat

[rsimms@oslab ~]$ mv dog fun

[rsimms@oslab ~]S$S mv -v cat fun
‘cat' -> “fun/cat'

Notice how using the -v option gives you additional feedback
38



CIS 90 - Lesson 15 m ' I IW

Test Tips

head and tail pipelines
grep -n

39
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Sample Task

Find a block of text in a large file that contains a
specific text string. Then write a script that displays
that block of text.

40
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Examine the dickens file in the /home/cis90/depot
directory and find the block of lines containing this
quote:

"Father i1is so much kinder than he used to be"

In the dickens file, which line number contains the quote above?

Write your answer in the chat window

41
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One way: use grep to find the quote in the file

Use grep to find the quote in the file

/home/cis90/simben $ grep "much kinder" ../depot/dickens
for ever and ever. Father is so much kinder than he used to be, that

The -n option on grep shows the line number

/home/cis90/simben $ grep -n "much kinder" ../depot/dickens
305:for ever and ever. Father is so much kinder than he used to be, that

Using grep we see that the quote is on line 305 of the dickens file
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Use vi to view the block of lines containing the quote

vi ../depot/dickens
£2 simben90@oslab:~ ';::. < ey —_', - R G

It opened; and a little girl, much younger than the boy, came darting in, -
and putting her arms about his neck, and often kissing him, addressed
him as her "Dear, dear brother."

"I have come to bring you home, dear brother!" said the child, clapping
her tiny hands, and bending down to laugh. "To bring you home, home,
home! ™"

"Home, little Fan?" returned the boy.

1;'es!“ said the child, brimful of glee. "Home, for good and all. Home:‘\
for ever and ever.lFather is so much kinder than he used to be, that
home's like Heaven! He spoke so gently to me one dear night when I

was going to bed, that I was not afraid to ask him once more if you
might come home; and he said Yes, you should; and sent me in a coach to —
bring you. And you're to be a man!" said the child, opening her eyes,
"and are never to come back here; but first, we're to be together all
the Christmas long, and have the merriest time in all the world."

m

"You are guite a woman, little Fan!"exclaimed the boy.

She clapped her hands and laughed, and tried to touch his head; but being
too little, laughed again, and stood on tiptoe to embrace him. Then she

305,19 43% ~

For a script to output the circled block of text above we must

determine the line numbers of the start and end of the block 13
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It opened; and a little girl, much younger than the boy, came darting in,
and putting her arms about his neck, and often kissing him, addressed
him as her "Dear, dear brother."

"I have come to bring you home, dear brother!" said the child, clapping

|her tiny hands, and bending down to laugh. "To bring you home, home,
home! ™

Starts on
/ine 3042 "Home, little Fan?" returned the boy.

lYes!“ said the child, brimful of glee. "Home, for good and all. Home,
Ifor ever and ever. Father is so much kinder than he used to be, that
Ihome's like Heaven! He spoke so gently to me one dear night when I

= == =

& simben90@oslabi~ .. T = R P e

It opened; and a little girl, much younger than the boy, came darting in,
and putting her arms about his neck, and often kissing him, addressed
him as her "Dear, dear brother."

-~

11

"I have come to bring you home, dear brother!" said the child, clapping

fher tiny hands, and bending down to laugh. "To bring you home, home,
|home ! " ng
"Home, little Fan?" returned the boy. 304,1 43% ~

"Yes!" said the child, brimful of glee. "Home, for good and all. Home,
for ever and ever. Father is so much kinder than he used to be, that
Ihome's like Heaven! He spoke so gently to me one dear night when I
EndS on was going to bed, that I was not afraid to ask him once more if you
might come home; and he said Yes, you should; and sent me in a coach to
line 311 E llbring you. And you're to be a man!"™ said the child, opening her eyes,

'"and are never to come back here; but first, we're to be together all
lhe Christmas long, and have the merriest time in all the world."

ikl

"You are quite a woman, little Fan!"exclaimed the boy.

She clapped her hands and laughed, and tried to touch his head; but being
too little, laughed again, and stood on tiptoe to embrace him. Then she

311,1 43% ~

Just move the cursor in vi and the line number in the lower right changes 44
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/home/cis90/depot/dickens

22 simben90@oslab:~ ==

It opened; and a little girl, much younger than the boy, came darting in, -
and putting her arms about his neck, and often kissing him, addressed
him as her "Dear, dear brother."

"I have come to bring you home, dear brother!" said the child, clapping
her tiny hands, and bending down to laugh. "To bring you home, home,
home!™

"Home, little Fan?" returned the boy.

St_arts ok rYes!“ said the child, brimful of glee. "Home, for good and all. Home,\
line 304 for ever and ever.lJFather is so much kinder than he used to be, that
home's like Heaven! He spoke so gently to me one dear night when I
was going to bed, that I was not afraid to ask him once more if you
might come home; and he said Yes, you should; and sent me in a coach to
bring you. And you're to be a man!" said the child, opening her eyes,
EndS on "and are never to come back here; but first, we're to be together all
line 311 the Christmas long, and have the merriest time in all the world." )

M

"You are guite a woman, little Fan!"exclaimed the boy.

She clapped her hands and laughed, and tried to touch his head; but being
too little, laughed again, and stood on tiptoe to embrace him. Then she
305,19 43% ~

What pipeline command using head and tail would print
just the block of text above?

45
Write your answer in the chat window
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The number of lines in

the block would be
The last line of 311 - 304 + 1

the block is 311 \ or 8 lines \

/home/cis90/simben $ head -n311 ../depot/dickens | tail -n8
"Yes!" said the child, brimful of glee. "Home, for good and all. Home,
for ever and ever. Father is so much kinder than he used to be, that
home's like Heaven! He spoke so gently to me one dear night when I

was going to bed, that I was not afraid to ask him once more if you
might come home; and he said Yes, you should; and sent me in a coach to
bring you. And you're to be a man!" said the child, opening her eyes,
"and are never to come back here; but first, we're to be together all
the Christmas long, and have the merriest time in all the world."
/home/cis90/simben $

This is how you would use a head and tail pipeline to print just
the block of text in the file containing the quote
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Let's now make that long command into a script named dickens101

/home/cis90/simben $ wvi dickenslO0l1

/home/cis90/simben $ cat dickensl01l
head -n311 ../depot/dickens | tail -n8

/home/cis90/simben $ chmod +x dickenslO01l

/home/cis90/simben $ dickenslO01l

"Yes!" said the child, brimful of glee. "Home, for good and all. Home,
for ever and ever. Father is so much kinder than he used to be, that
home's like Heaven! He spoke so gently to me one dear night when I

was going to bed, that I was not afraid to ask him once more if you
might come home; and he said Yes, you should; and sent me in a coach to
bring you. And you're to be a man!" said the child, opening her eyes,
"and are never to come back here; but first, we're to be together all
the Christmas long, and have the merriest time in all the world."
/home/cis90/simben $

Now we have a one-line script to print the block of
text containing the quote
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File Transfer

Downloading your Opus files to your home computer
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Windows Mac Linux 49
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First, let’'s backup your home directory on Opus

/home/cis90/simben $ tar czf simben90.tgz
tar: .: file changed as we read it

The tarball (archive) simben90.tgz is created. The tarball
does not include itself. The error message warns the
directory changed during backup (new tarball added).

/home/cis90/simben $ 1ls -1lh simben90.tgz
-rw-rw-r-—-. 1 simben90 cis90 79K May 10 16:11 simben90.tgz

The -h (human readable) option shows the
simben90.tgz tarball is 79K bytes in size

/home/cis90/simben $ tar tzf simben90.tgz | wc -1

197
197 files were backed up
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Next, let's look at some file transfer tools

« Between Linux and Windows:
o Filezilla or related applications
o PSCP (Putty SCP) command

« Between Linux and Linux/Mac:
o Filezilla or related applications

o SCp command

o1
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File Transfer

Downloading your Opus files to your home computer

using [AFileZilla

Windows 53
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http://filezilla-project.org

Lo} - o X
Bl Vehe Conlic Cofege T W [ G590« Spng SUTH X 5 Sooge buage Bewdt % [ Foelita - Chent Downiced X
€ 2 C g hips//flezila-project.org/dow i php st =
& I . I Z. I I
Home Client Download
FileZilla The latest stable version of FileZills Chent 1s 3,17.0.1
Features A
Screenshols Please seiect the file appropnate for your platform below,
Download Y o
Documentation Q windows (64bit) &
FileZilla Server s FleZills_3.17.0,1_winkd-setup.exe § (recommended)
Dawnload
Communit ~ Flezilla_3.17.0.1_winé4.zip §
Forum The S4bit versions of Windows Vista, 7, 8, 8.1 and 10 are supported,
Project page
ki © windows (32bit) £7
General
FAQ e FileZilla_3.17.0.1_wind2-setup.exe @ (recommended)
g‘z::;c; ~ Filezilla_3.17.0.1_win32.zip @

Privacy Policy The 32bit versions of Windows Vista, 7, 8, 6.1 and 10 are supported
Development

Source code Q Linux 0

Nightly builds

Translations s FlleZilla_3.17.0.1_JS86-linux-gnu.tarbz2 &

Versian history >

Changelog ~ FileZilla_3.17.0.1_x86_64-linux-gnu.tarbz2 §

Sue tre r
Is tracke Bullt for Detwan 8.0 (lessie). It is highly recommended to use the package management system of your distnbution

Other projects or to manually compie FileZilla if you are running 2 different flavour af Linux,
ibflezilla X
Octochess Q Mac 0S X ..

| S Filezills_3.17.0.1_macosx-x86.a

tarbz2

Download and install FileZilla on your Windows PC
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Opus username

— Port: 2220

sftp://simb S >
File Edit View Transfer Server Boogk Help V
R ROV GER Y,
Host: sf'tp //opus.cis.cabr| Username: | simben80 Password: | snsssnss | Port: | 2220 | { Quickconnect | =
Status: cted from server ~
Status: to opus.cis.cabrillo.edw2220...
Status: ed to oslab.cis.cabrillo.edu
Status: g directory listing...
Ll 1
Host: |  Opus || Click to v
T T e bsiter =
dm70-dreamweaver ? cis90
dm72-flash simben
Giavaneers
DS e
Filename Filesize Filetype Last modified * | Filename Filesize Filetype Last modified Permissions  C "
z7z-staging File folder 6/28/2013 9:13:23 ... Hidden File folder 2/1/200210:14:... drwr--r-- 5i
css File folder 12/18/2015 4:4%:23.., docs File folder 3/1/2016 5:40:3...  dreaorwer-x - si
forum File folder 12/18/2015 5:00:32... etc File folder 3/1/2016 6:01:1... dresorwer-x i
includes File folder 12/18/2015 6:03:45... island File folder 3/2/2016 %:428:3...  drwxrwer-x i
animations File folder 12/18/2015 &:45:43... slackware File folder 3/2/2016 %:50:4..  dresorwer-x i
images File folder 12/18/2015 7:07:00... africa File folder 3/2/2016 ®:52:4...  drwxrwaxr-x i
v
z7z-2015-fall File folder 12/28/2015 4:10:07... v |fa et Tt fotda- e )':
64 files and 9 directories. Total size: 20,237,615 bytes 38 files and 24 directories, Total size: 186,719 bytes

Server/Local file

Direction Remote file

Size Priority  Status

Queued files l Failed transfers l Successful transfers

=4 B Queue: empty

IZAFileZilla on Windows, connect to your account on Opus
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IFAFileZilla select destination and source directories

Create and
select
destination
folder

N LA )
AV 3
:-‘. ’
(Y 5
. <
i +

sftp://simben%0@opus.cis.cabrillo.edu:2220 - FileZilla

File Edit View Transfer 5Server Bookmarks Help
d -IFCRZI 2 v B EATN

Empty directory.

Server/Local file Direction Remote file

Select backup
tarball to download

Host: Username: Password: | esssssss | Port: | 2220 | Quickconnect ||+
Status:  Disconnected from server A
Status:  Connecting to opus.cis.cabrillo.edu:2220..,
Status:  Connected to oslab.cis.cabrillo.edu
Status:  Retrieving directory listing...
Status:  Listing directory /home/cis80/simben
Status:  Directory listing of "/home/cis90/simben" successful ]
[ Local site: | C\Userstrich\Documents\CIS 904 J Remuote site: | /home/cis®0/simben ]
) =% Decuments M IEEE
: cis %0 £ home Select your
Custem Office Templates £-/2) cisdD .
o * Time <——— home directory
hp.applications.package.appdata
hp.system.package.metadata v (On Opus)
Filename Filesize Filetype Last modified Filename Filesize File
D mydate 20 File 57372016 %282, -nwarwr-x 5
D mylog 770 File 3/23/2016 11:3., -rw-rw-r-- s
D narmal 0 File 3/23/2016 3:32:..  -rw-rw-r-- s
D sawyer 0 File 3/272016 %582, -rw-rw-r-- s
D simben20.tgz TGZ File 5/10/2016 &:11:... - == s
D st 5 File 2/M/20169:37:...  -rw-rw-r-- 3
D 19,483 File 21772006 6:13:., -rw-rw-r-- S
Vi 5 62 File 4720/20016 7310 -nannwae-x S

Size Priority  Status

Queued files l Failed transfers l Successful transfers

4 B Queue empty

Select local Windows folder on the left and Opus file to download on the right
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[FAFileZilla

Initiate Download

—l Queued files l Failed transfers l Successful transfers

Copy URL(s) to clipboard

File permissions...

sftp://simben30@ opus.cis.cabrillo.edu:2220 - FileZilla - O X
File Edit View Transfer Server Bookmarks Help
d - |FTeF ey R&d AT N
Host: | sf'tp:ffopus.cis.cabr| Username: | simben30 | Password: | ssssssss | Port: | 2220 | Quickconnect |+
Status:  Disconnected from server A
Status:  Connecting to opus.cis.cabrillo.edu:2220..,
Status:  Connected to oslab.cis.cabrillo.edu
Status:  Retrieving directory listing...
Status:  Listing directory /home/cis30/simben
Status:  Directory listing of "/home/cis80/simben” successful w
Local site: | Ch\Usersirich\Documents\CIS 904 ~ | Remote site: | /home/cis80/simben ~
=] Documents Y =Bk
Il cise0 =2 home
Custom Office Templates - 2] cist0
Fax - icalk
hp.applications.package.appdata . .
hp.system.package. metadata v ng ht-CI ICk a nd
Filenarme Filesize Filetype Last modified Filenarme Select DOWn Ioad It modified Permissions (™
D mydat 2016 %:28:2...  -rwxrwxr-x s
D mylog 770 File 3/23/2016 11:3... -rw-rw-r-- s
D normal 0 File 3/23/2016 5:32....  -rw-rw-r-- s
D sawyer 0 File 3/2/2016 9:39:2...  -rw-rw-r-- s
O EEEEET N 1 Dounicad 5/10/2016 4:11:...
[ stuff & Addfiles to queue 2/11/2016 9:3%:.  -rw-rw-r- s
[ uhistory ] ] 2/17/2016 613, -rw-rw-r-- s
D wvar-rules MosEL: A/20/2016 T:31e. -rwncrwar-x Sy
< Create directory 3
Empty directory. Selected 1 file. Total si Create directory and enter it
Create new file
Server/Local file Direction Remote file riority  Status
Refresh
Delete
Rename

a BH Queue: empty *e

S7
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IZAFileZilla Monitor transfer progress

sftp://simben30@opus.cis.cabrillo.edu:2220 - FileZilla — O *
File Edit View Transfer 5erver Bookmarks Help
d ~|FIERF 2y R&FEI/TN
Host: | sftp://opus.cis.cabr| Username: Password: | sessssss | Port: |2220 | Quickconnect | =
Status:  Starting download of /home/cis80/simben/simben90.tgz A
Status:  remoter/home/cis90/simben/simben90.tgz => local:C\Users\rich\Documents\CIS 90%simbend0.tgz
Status: File transfer successful, transferred 32,768 bytes in 1 second
Status:  Starting download of /home/cis90/simben/simbenS0.tgz
Status:  remoter/home/cis90/simben/simbend0.tgz => local:C:\Users\rich\Documents\CIS 90%simbend0.tgz
Status:  File transfer successful, transferred 32,768 bytes in 1 second W
Local site: | ChUsers\rich\DocumentsiCI5 904 ~ | Remote site: | /home/cis90/simben ~
=] Documents Al e
CI5 90 =N ?, heme
Custorn Office Templates &-[7] cis90
Fax simben
hp.applications.package.appdata
hp.systern.package.metadata v
Filename Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions  C "
- D mydate 20 File 5/3/2016 %:28:2...  -rwarwxr-x s
D simben30.tgz 80,004 TGZ File 3/10/2016 4:35:35 ... D mylog 770 File 3/23/2016 11:3., -rw-rw-r-- s
D normal 0 File 3/23/2016 5:32:..  -rw-rw-r-- s
D sawyer 0 File 3/2/2016 9:5%:2..  -rw-rw-r-- s
D simben30.tgz TGZ File 5/10/2016 4:11:...
. D stuff 5 File 21172016 9:3Tx...  -rw-rw-r-- 3
Down Ioaded f| Ie [ uhistory 19,485 File 217/2016 6:13:.. -rw-rw-r—- s
Dvar-rules 62 File A720/2016 1310 -rainwae-x Sy
shows up here : ,
T T T T T T T T Selected 1 file. Total size: 80,094 bytes
Server/Local file Direction  Remote file Size Priority  Status

Queued files l Failed transfers l Successful transfers (4) ]

4 5 Queue empty
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IZAFileZilla File transfers

You can use 7-zip to view or extract
files from the archive

Wi De 15 90, Vg e e, - x] ®
Bhe [ N Fgocrben  Tock: . -
AR http://www.7-zip.org/
$h wm v o o= R
A Twat Tet Copy Move Delete W
¥ [T Chtem i Donuments\CT5 S0 gmibenstogsdim el tan.
None Sue Fached St Modlied Mode User Growp Symbrelc Lisk Havd L Febders e ®
Jnb01 machiny ) 0 631101 [ 0
lessher 4 R 20100820020 Qe e ——
slen % 552 2001.07-20 1504 [ Co\Users\nch\ Desktophletter - Notepads+ - o x
sarrnto sH0 S4L 20160590 1527 3
36t agy ™m 1M 0160323 148 Fie [de Search View [Encoding Lenguage Settings Macro Bun  Plugne  Window ] X
bglie W57 10752 20120831 108 s 38 bk dDclagy x| BEISETEIRBAAU EEDREB
| dead Jetter 1915 400 20160405 205 Orwe 1 |
deieme 1 S804 20160418 1157 [ or £3
e ™ FEP P TR TR A Ot 1 Hello Mother! EBaile Father!
_ N geated 3 52 0e-e-3133 Oy 1 2
Qgraded "0 n_AM60I 161 i 1 Here I am 4z Camp Granada. Things aze very enterzaining,
gradsd ® S22 20160421 063 e ¢ and they say we'll have some fun when it sSTtops raining,
the ° 8 20060323 10ue rw-rie-r— 1 g
poope ’}: b ?'('}p’ o3 s All the counselors hate the weiters, and the lanke has
oo ‘“‘ o s Qe *  alligators. You remenber Leonard Sxinner? He got
R s g2 Xie0-1180 s 3 promaine poiscning last night aftes dinner,
\aby4- e 17 159 20160020 142 o 1 5
n 1 07-2 opeege 7
Wt " : :5: j:‘lgs;‘a::?‘_ ‘;:' = 10 HMow I don't want this ©a scare you, but my bunk mate has
e - p ';M -1/|o:u5 o ";I w::- : i1 malsria. You remember Jeffrey Mardy? Their about to
9 x 2 0 11 organize a searching party.
Loep! o 226053 Nae Orwwrear-s |
2 '( 2 20160593 215 rwwrear- - <
::; 5 o m:";:’,:,"l ‘\w:":' "I 14 Toke me home, onh Motner, Father, take me homa® I hate Granada.
2 2 5233 Q * 1 R < 9 > =
182 4505 2016.00-5 2142 e 4 : l'l;'. =e OUt In She forest whesze I r:.th.'qc_ satan
—L A 32 160800 418 : « .l & by a bear! Take ne nome, I promtse chat I won't make notse,
::‘(_J 180 02 N DR - or peszs the house wvith ather boys, ch please don’'t maks ne
‘ Y oty L TAD ' = v <. o .
prissed| " 3 20160323 13 G 4 ! szay I've been here one whole day.
-y k4 0 6050w Gowermer— 1 s
e Tou v Ty > x : Dearert Yather, darling Mother, bow's ny precious little
S objectie) delestul i J001-51-39 1HO4 —- 21 brother? I will come home if you miss me. I will even
77 lat Aunt Bertha hug and kisy s
4 Walr a mingre! Jco's stepped Railing! Ouys are swiesning!
i) Guys are ssiling! FPlaying baseball, gee that's better!
i& Mother, Father, kindly disvegard this lectter.
22 Alan Sherman

Mormal tet § length 1084 fines: 29 Ln:! Coli! Sei0)0 UNIX UTF-8 nS

I TR T W
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File Transfer

Downloading your Opus files to your home computer
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File Transfer

Downloading your Opus files to your Linux system

/A -

/7N N <1 I\

/ | YA

\ ) | ( /
\/ \/ \/

Winter 1s coming

Last login: Tue May 10 16:58:45 2016 from opus.cis.cabrillo.edu

cis90@Arya-03:~$ mkdir cis90

cis90@Arya-03:~$ cd cis90

cis90@Arya-03:~/cis90$ scp -P 2220 simben90Qopus.cis.cabrillo.edu:simben90.tgz .
simben90@opus.cis.cabrillo.edu's password:

simben90.tgz 100% 78KB  78.2KB/s 00:00
cis90Q@Arya-03:~/cis90$

Use the scp command on Linux or Mac to download the tarball on Opus
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File Transfer

Extracting files from your backup tarball on your Linux VM

cis90@Arya-03:~/cis90$ tar xzf simben90.tgz
cis90@Arya-03:~/cis90S$ 1s

1968.egg debian f2.graded L7-fun loop?2 sawyer
africa Dell f3.graded 1lab0Ol-collection loop3 simben90.tgz
Apple dickens five lab02-collection mbox slackware
basket Directory3 fun lab04-mydata misc stuff
bigfile docs google lesson’/ mydate uhistory
bin edits Hidden letter mylog var-rules
cis90 html errors HP letter.bak normal

class etc island log poems

dead.letter fl.graded Jjobs loopl redhat

cis90@Arya-03:~/cis90$S

Use the tar command on Linux or Mac to extract the files
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File Transfer

Downloading your Opus files to your home computer

Using PSCP

Windows 65
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PSCP (Putty SCP)

Downloading

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

| SPoo.  OIBus - @Yk 3 Ceba o

C N O wwwchiarkgreenend.org.uk/ - sgtatham/putt
PuTTY Download Page

Home | Licence | FAQ | Docs | Download | Kevs | Lmks
Minrors | Updages | Eeedback | Changes | Wishlist | Teaw !

Here are the PuTTY flles themselves

- PSCP (m SCPcnt, . comeod o e e cop) Download the
e pscp.exe file and
:xgimssnm::gg\r;ﬁ;?mmm p/ace it in your

PuTTYgen (an RSA and DSA key generation utdity).

windows folder

LEGAL WARNING: Use of PuTTY, PSCP, PSFTP and Phink is Slegal in countries where encryption is outlawed 1 bebeve it is legad to use PuTTY, PSCP, PSFTP and
Plmk in England and Walss and in many other countnes, but [ am not a lawyer and so if m doubt you should seek legal advice before downloadng ' You may find this site
usefil (it's a survey of cryptography laws in many coantries) but I can'’t vouch for its correctness.

Use of the Telnet-only busary (PuTTYtel) is unrestricted by any cryptography laws.

The fles we offer below are cryptographically signed We also supply cryptographscally signed hsts of MDS$ checksums. To download our public keys and find out more
about our signature polkcy, visit the Kevs page If you need a Windows program to compute MDS checksums, you could try the one at this sge (This MD$ program is
also cryptographscally signed by its author )

Binaries

The larest release version (beta 0.60). This will generally be a version [ think s reasonably Ekely to wordk well. If you have a problem with the release version, it might be
wotth trying otst the latest development snapshot (below) to see & T've already fived the bug, before reportmg #t to me

For Windows on Intel x86
PuTTY: Pty 2xe (e by FTP) (RSA sig) (DSA sig)
PuTTYtel (or by FTP) (RSA sig) (DSA sig) 66
PSCP: RECD oxe {or by ETR) (RSA sig) (DSA sig)
l FIP BIip.oxE (o by FTP) (RSA sig) (DSA sig) 4
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PSCP

PSCP syntax follows scp command syntax

Backup file
to copy

A
[ |
pscp -P 2220 simben90@opus.cis.Cabrillo.edu:simben90.tgz .

EX Command Prompt - O X
- Destination is

"here" (the
current local
directory)

Volume Serial Mumber is BED2-BFE4

ers\rich\Document
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Your CIS 90 backup file is now on Windows

I & [ =1 casoo - O X

b 4

Pinto Quick Copy Paste _ Move Copy Delete Rename New Properties
access [7] Paste shorteut to to v folder -

&«

Home Share View f o
D & Cut : x . T B New item ~ ;] i4 Open [ setect an
§mn | = £
i Copy path ¢ = % | Easy access v Edit 5 Select none
£ History E‘,D Invert selection
Clipboard Organize New Open Select

v N > ThisPC » Documents » CIS90 v D Search CIS 90 P

« other (4] Name Date modified Type Size

ol ol ol ol N

Sl ol ol Al N

‘l
“

1 item

forum | ] simben90.tgz 5/10/20165:35PM  TGZ File 79 KB
howtos

images
includes
zzz-2015-fall
zzz-staging
data-webhawks.org (CIS Lab Website)
dm70-dreamweaver
dm?72-flash
Giavaneers
IDS
keys-project
My-Pictures

Tarball (archive) copied from Opus to home Windows system
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gzip and gunzip commands

/home/c1s90/simben $ l1ls -1 simben90.tar

—rw-rw-r--. 1 simben90 cis90 1751040 Dec 10 07:57 simben90.tar Uncompressed

archive file
Next, compress the archive with gzip

/home/cis90/simben $ gzip simben90.tar

/home/cis90/simben $ 1ls -1 simben90.tar.gz
—rw-rw-r--. 1 simben90 cis90 440895 Dec 10 07:57 simben90.tar.gz COMpressed

archive file
Later, uncompress the archive with gunzip

/home/cis90/simben $ gunzip simben90.tar.gz
/home/cis90/simben $ 1ls -1 simben90.tar

—-rw—-rw—-r—-——-. 1 simben90 c¢is90 1751040 Dec 10 07:57 simben90.tar

Use gzip and gunzip to compress and un-compress regular tar files.

Note: gzip renames the tar file by adding the .gz suffix and gunzip
removes the suffix
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tar -z option

/home/ci1s90/simben $ tar cf simben90.tar

tar: ./Hidden: Cannot open: Permission denied New tarball is
tar: ./simben90.tar: file is the archive; not dumped NOT compressed.
tar: ./newer: Cannot open: Permission denied

tar: Exiting with failure status due to previous errors

/home/ci1s90/simben $ 1ls -1 simben90. tar
—-rw-rw————. 1 simben90 c¢is90 768000 Dec 9 07:52 simben90.tar
/home/cis90/simben $

/home/cis90/simben $ rm simben90.tar
rm: remove regular file “simben90.tar'? y

/home/cis90/simben $ tar czf simben90.tar.gz

tar: ./Hidden: Cannot open: Permission denied New tarball
tar: ./newer: Cannot open: Permission denied IS compressed.
tar: Exiting with failure status due to previous errors

/home/cis90/simben $ 1ls -1 simben90.tar.gz
-rw-rw----. 1 simben90 cis90 158724 Dec 9 07:51 simben90.tar.gz

Use the z option to compress files when creating the tarball
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tar -z option

/home/cis90/simben $ tar tvzf simben90.tar.gz | head
drwxr-xr-x simben90/cis90 0 2014-12-09 07:58 ./

-r-———-——-—-- simben90/staff 1111 2014-10-15 10:09 ./lab05.graded
-rw-r--r—-- simben90/cis90 22 2014-10-21 09:25 ./names
-rw-r--r—-- simben90/cis90 70 2014-11-02 17:12 ./bigshell

—r—-————-—--- simben90/staff 1276 2014-09-17 10:28 ./lab02.graded
—rw-——————-- simben90/root 410 2014-11-24 07:44 ./.bash profile.fq
—TW——————- simben90/cis90 5146 2014-12-08 19:10 ./.viminfo
—rw-——————-— simben90/cis90 406 2014-11-20 11:49 ./.bash profile.bug
drwx--x--- simben90/cis90 0 2014-10-28 15:48 ./class/

dr-x-wx--- simben90/users 0 2014-10-28 15:48 ./class/labs/

/home/cis90/simben $

Using the z option when extracting or viewing compressed tar files
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.tar.gz vs .tgz

/home/cis90/simben $ tar czf simben90.tar.gz
tar: ./Hidden: Cannot open: Permission denied
tar: .: file changed as we read it

tar: Exiting with failure status due to previous
/home/cis90/simben $ 1ls -1 simben90.tar.gz
-rw-rw-r--. 1 simben90 cis90 147319 May 12 20:01
/home/cis90/simben $ rm simben90.tar.gz

/home/cis90/simben $ tar czf simben90.tgz

tar: ./Hidden: Cannot open: Permission denied
tar: .: file changed as we read it

tar: Exiting with failure status due to previous
/home/cis90/simben $ 1ls -1 simben90.tgz
-rw-rw-r—--. 1 simben90 cis90 147319 May 12 20:01
/home/cis90/simben $ rm simben90.tgz

errors

simben90.tar.gz

errors

simben90.tgz

The usage of .tgz and .tar.gz suffixes are equivalent and
both indicate the tarball (archive) was compressed
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Tue Apr 12 10 0 201¢ n C 38-215-50.hsdl.ca.comcast.net

Terminal
% cat
(Final)
.0-1ia32 o e—4 .0-noarch:graphics-4.0-1
rch:printing—4.
(Final)
(Final)
[

2

Opus is a CentOS 6.7 Linux system
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Ingredients

To make your own Opus at home you will need to purchase the
following items for your home computer:

« A CentOS Linux distribution ... price: $0.00
 Virtualization software

« For Windows
« VirtualBox ... price: $0.00
« or VMware Workstation ... price: $0.00 (via VMware Academy)

» For Mac
« VirtualBox ... price: $0.00
« or VMware Fusion ... price: $0.00 (via VMware Academy)

» For Linux
« VirtualBox ... price: $0.00
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CIS 90

Previous Classes

Cabrillo College
Web Advisor

Commands and Files

VLab RDP file

CIS 90 Viab VM
Assignments

RIP Dennis Ritchie

Opus Status: UP

C' | [ simms-teach.com/resources.php

QLinx @Dc* (@dDox\ . =
Links
Instructors Getting Linux/UNIX Commands
Master Ed « Kernels e Command Director
o Network e RPMs (rpmfind o Useful
Master * RPMs (pbone e visummary
Gerlinde  OpensSolaris e vicheat sheet
* Programming
Master Tools and Software Howtos
Jeffrey o Apache « HowtoForge
« Linux Master « Bastille « email
Jim e CoRD * DNS
e Web Master e cygwin e Ethernet (NIC drivers)
John ¢ DOS boot disks * NFS
¢ Systems « Dynamips/Dynagen * NIS
Master « John the Ripper * PPP
Mlchael_ « Netfilter e Putty SSH Keys
* Hardware e Putty SSH Tools » Using sed
_Ma'?'ter « Quaaga routing
—rr:}aé\@bk suite Student Howtos
* Network o Tripwire ing i 9
Master Rick i ere;hark « Logging into Opus from a Mac

* Programming
Master Steve

Clubs

« Computer
Club

Departments

* CNSA
IS

.

M

(]

S

« Robotics Club

Academic Software
for CIS Students

« Microsoft Webstore
«| VMware Webstore

Virtualization

* (Vuarox ]
'V € iand

vSphere client

Standards

by Laura Sreckovic and updated by
Ann Pike
* Monitor Script
by Sean Callahan
» WiFi Penetration
by Ryan Schell
» Logging into Opus from a Mac
by Laura Sreckovic
* LDAP Implementation
by Tim Childers
« Install and DualBoot into Microsoft
Windows 7 and Linux Ubuntu
by Richie Fou

»

ingredients

Shopping for the

i
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VMware Workstation (Windows) or Fusion (Mac)

o s . R ge o e Ny o8 - b (] e
Cabrillo »  gRich's € «/ @ Cabrillo x \ [ Cabirillo. « w3 unres « * glinux -5 » @FleZills « . " F
C |5 eSonthehub.com/WebStore/Product ' Laspxiw lecBab-1dza-df11-ad57 003048708897 &verc oy | [l =
‘ : " .
|

Cabnllo Collage - Computer and Information Systams

Product Search Q
|
)
}

#
|
L

78
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est. 1959 ™

«

c

L1 simms-teach.com/resources.php

BRchaCar x (Y o Ouembes x DWW S x [Ffadin o o Rl0umats » PATION x Qlemmiv x [ letsu x

Rich's Cabrillo College CIS Classes

Resources

| Mome | Hesorces | tomwees  § cisiah ] Casas

Links [
Instructors Getting Linux /UNIX Commancs
ey . o Pt
— o Gesfingde . = o Command Dueton
G o Jefhiey « BPMs pefind) * isummary
Pregious Teons e Jim * RPMspbons) o yicheat shest
¢ John * Lsiog sed
¢ Mchas! Tools and Software
m * Mirgel Regidar Expressions
* Rk . o Regular Expressions (Goyvaerts)
o Slpye . » Begular Expressions (Sakn)
Catburifio Corfiege .
Dopartments B Howtos
Wel Adwscr
o ONOA . o HowloFoige
Blackbonm o 05 . - NS
Commands s Fies e (5 . o Ethemet (NIC Gnvers)
* Bl i Taoks .o NS
Crib Sheets o Qungaa rouiing « N5
Erdzr ¥Yiab o Ol Wiigh )21 . PPP
(€15 90) s THpwie o Pylly SSH Kovy
b k
C25.50 Viab ¥M ®
3 Documentation Student Howtos
ARRINTIRLR i Academic Software L e .
o ILpe * Beplaong a MecBook P10 Hard Dive
o for C1S5 Students »
o NG i by Amr oul
BIE-Oarenckec; o UNXRosnity || * MGCsIWebSe | o googmg seo Ops from 8 Mac
Store o YMware Seblors by Laura o and updated by
Cpus Statue: Ur y < Ann Prke
Animations Virtualization * Monitar Scopt
o Lrmx o Yituasiox by Sean Callahan
neswozk o YMwarg 590 g o \Wf T'eretiaticn
teCncAg - ySpnare client by Ryan Schal
* Loqoing ¥do Opus ot & Mag
Standards by Laura Sreckont
» JEEE * LRAE lmplemectution
o JFIFIRFCE by Tim Cheddecs
: o Ingtad and Duaifool wito Micrpeafy
Academies Windows 7 s Linux Ubunty
Corel i by Rochie Fou -
B e
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* Suatt

o Alhabmticnl List

s Latest tlegres
+ Rmloase Notification

» Suggest Addtiors

Need Help?

* Downioading 1504

* Ubuntu
o Wirshass Network
* Open Office

+ Domnload F2¢ Lioux

* GHUA Inus
* Instal Windows

* Laptop Daals

Distros: 479

Verslons: 3060
Mirrors: 1805

l Do 1 75,403,145

Jabs

CartDS7 »38 68 Mi_sa

LinuxQuestions.org

0Ns.org

VM TURBO

Free Forever

Wedcome 1o LQ 150
$0.26/Mbps IP Transit . o
Goos Interne Bathbeee IPvE+1Pu 4 anat BGP For Your Metnind >
e

VWalcoms to LQ 150

This site |s designed to mest all of your Umsix distribution W neads, including ssarching for
fast microcs. receiving eamall wdates when naw versions of your favorite distributions are relaased
and ronlm reviews, If you do not see the distribution you are looking for below, you can view the
compiete alphabwelical list, Please et us know i you have any suggestions

if you find the =ite useful, you can help spread the word by telling 10 friends the URL
(M //www daisnorg/ ). Thanks,

W 15 Latest Linux Distribution Releases Popular Linus Distributions

1L ghiswSenss 4 0 o Ubunty
2.5 x 16 04 o Faclor

3, Uous L0 o LUnge Mint
- « QRENSUSE
5. o PCLInUKOS
6’ o [ebian

8 U

°. B

10, T,

11 . o Arch

12, Mythbunty 16,04 « MEPIS

13, Kags 201604

Reskiog, Server, Sacyrity
g, Uve. Eirsoall
Egscus

14, Coanlndiana 201604

View by Topic:

ton Versions (125t | 38 15 most Deownloadet Distributions {Ever)

o Lhs Forums

o Androdd Forum

» Chrome O5 Forum
+ Unux HCL

« Unux Tutostals

o Unue Whi

VM TURBO
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:
]

B (Tunmees x| K MewsC
€ &

A

4800

LinuxQuestions.org

UnuxQuestlons.org > 1S0s

« Search

» Alphabeticad List

+ Latast Redeases

* Release Notfication
* Sugoest Additions

1 _Go |

« Downloading 150s
« Buming 190s

« Fadl Hat Entarprise Linux
* Linus Entespriss Server
+ Rod Hat Linux

* Linux Laptops
* Linux Serves

* Linux Softwars
o GNU/Linus

Distros: 479
Verslons: 3060

: 1895
2 73,524,703

isolinuxquestions.org/centos

Making your

best shots even better.
T -

> CentOS

34 versions of CentOS available

SoftLayer® Cioud

We Provide e Highest Level of Tomapasncy B Contrad for Chuad
L

>

[

ContOS In aWdau Unux Distribution derived from sources
fraealy provi w public by a prominant North American Enterprise
Unux yendar. Cent0S conforms fully with the upstream vendars

radistribution pollcy and alms to ba 100%% binary !%nz%%

mainly changes packages 10 remove upstream v
artwork, )

. ([CenmtDS

or ing and

Related Links:Zent0s Eorum,

Would you like to cegaive ait amail when a new yaralon of CentOsS is
released? If so then gllgh nars.

LamtOs 6.6

Cent0Ss 5,11 Eeview Com0S 5.1

Cemos 7,0 1406 feview CamtOs 2.0-1406

e 4 8
feview CamOs 5

Eeview Cont0S 6.9

Review CamOs 59

1 iso5 in L groups
7 Isos In 4 groups

10 is0s in 2
groups
10 Isos in 2
groups
12is0sin 1
groups
18 isos In 2
groups

6 /505 In 2 groups

10 Is0sin2
groups

8 fsos in 2 groups

10 iso0s in 2

* Linux Ferums
* Androd Forum
* Chrome 0S Forum

* Linux HOL
* Linux Tutorals
s Linux Wik

* Distro Reviews
* Book Reviews

ARBEST

%)
A

;?
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The CentOS Project
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WW.CeNtos, o

Download CentOS

»OS are also available

Need a Cloud or Container Image?




LA )

Jelh 22

BE Rei's Calbyr x McE®wm.1p0 % E;.._’-\. » () wnresd) . @:.,;7, Dev X & Howdolwe X % CentOS Mir X
€« C' [ isoredirect.centos.arg/centos,7/isos/x86_64/Cent -x86_64-Minimal-1511ist =

CentOS on the Web: CentOS.org | Mailing Lists | Mirror List | IRC | Forums | Bugs | Donate

In order to conserve the limited bandwidth available .iso Images are not downloadable from mirror.centos,org

The following mirrors should have the 1SO images available:

In:tp‘ mirror evolvedsarvers com'CentOS/7/isosx86 64/CentOS-7-x86 64-Mnimal-1511 iso I
http Jmuror us leaseweb net/centos/7/1s0s/xB86_64/CentOS-7-x86_64-Minimal-1511 Iso
nitp fimirror rackspace com'CentOS/7/1s05/%86_64/CentOS-7-x86_64-Minimal- 1511 Iso
nitp/icentos mbnl med umich edwmirron7/1s0s/x86_64/CentOS-7-xB6_64-Minmmal- 1511 150
NEp /AMINeor us oneandone NetinuX/ distributions/centos7/i50sxB6_G4/CentDS-7-xB6_G4-Mnimal- 1511 150
PRD/miTOr SORIIVPS CONVCENIOS/T/iS0s/x86_64/CentOS-7-x86_64-Minimal-1511 150
NP Amirrors A0vanCeahosters Comcentos7/1sos/x86_64/CentOS-7-x86_64-Minimal-1511.is0
hitp Mmirror Lzulo conyeentos/7isosxB6_B4/CentOS-7-x86_64-Minimal-1511.1s0
http //dakas tx mirror xygenhosting com'CentOS/7/isos/xB86_64/CentOS-7-x66_64-Meamal-1511 Iso
hitp/murror steadtast neticentos/T sos/xE6_64/CentOS-7-x86_64-Minimal-1511 iso
nttp /mirrors arsc edu/centos! 7505856 _64/CentOS-7-x86_64-Minimal-1511 150
hitp Amuror chpe wiah edu/pub/centos/7/1505/%86_64/CemtOS-7-xB85_64.-Minimal-1511 Iso
hitp /imirror scalabledns comvcentos/TAsos/x36_64/CentOS-7T-x86_64-Minimal- 1511 iso
hitp Hicentos mimors hoobly Com7/50SxB6_54/CentDS-7-x86_64-Minimak- 1511 iso
Nt Hpubmirrors dal corespace comcentos 750586 _64/CentOS-7-x85_64-Minimak-1511 180
MU mirror supremebytes comcentos/74s0s/x86_64/CentOS-7-x86_64-Minimal-1511 iso
hitp Jmirrors. centos webair com/centos7/isos/x86_64/CentOS-7-x86_64-Minimal-1511 Iso
nitp /murror math princeton eduw/putycentos/7/Isos/x86_64/CentOS-7-x86_64-Minimal-1511.iso
hitp//centos mirrors. wvstateu edu/7/1sos/x86_64/CentOS-7-x66_64-Minimal-1511 iso
hitp./mirrors. usc edu/putviinux/distnbutionsicentos/Tisos/x86_64/CentOS-7-x86_64-Minimal-1511.1s0
nitpimirrors. omich eduicentos/71s05/%86_64/CentOS. 7.x86_64-Minimal-1511.t150
hitp /idistt B00hostng comveentos/71505/x86_64/CentOS-7-x86_64-Minimal- 1511 150
hitp /Amirvor lax hugeserver comcentos7/1508xB6_64/CentOS-7.x66_64-pnimal. 1511 150
Pp/Miror veu eduwpubyQnu+INux/Centos/ TAS0sxB6_64/CentOS-7-xB86_64-Minimal-1511 50

NP JCentos-distro 19Servers com7Asos/xBs_64/CentOS-7-x86_64-Mnimal-1511 iso

NP //miror S uwp eSWpubicentos/7/isos/x86_64/CentOS-7-xB6_64-Minimal-1511.is0
hitp Mmircors Iga7 us voxelnetcentos/7/is0s/x86_64/CentOS-7-x86_64-Mnimal-1511 iso -

Pick a mirror and download ISO file
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@ Opus - VMware Workstation

File Edit View VM Tabs Help -
51 New Virtual Machine... Ctrl+N
——
FH  MNew Window
Open.. Ctrl+0
Close Tab Chrl+W

E_ Connect to Server... Ctrl+L
~ % Connect to VMware vCloud Air...
@ Virtualize a Physical Machine...
Export to OVF...
3 Map Virtual Disks...

Exit

|J_"__I10pus
pus

ume this virtual machine

t virtual machine settings

ces
mory 2GB
CESSOrS 2

rd Disk (5CSI) 20 GB

- CD/DVD (SATA)  Auto detect
5 Metwork Adapter Bridged (Autom...
USE Controller Present

@) Sound Card Auto detect
(= Printer Present
3| Display Auto detect

¥ Description
Type here to enter a description of this
virtual machine,

- Virtual Machine Details
State: Suspended
Configuration file: C\Users\rich\Documents\Virtual Machines\COpus\Opus.vmx
Hardware compatibility: Workstation 12.0 virtual machine

Create new VM
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Mew Virtual Machine Wizard ot

Welcome to the New Virtual
Machine Wizard

VMWARE What type of configuration do you want?

WORKSTATION:
PRO

() Typical {recommended)

Create a Workstation 12,0 virtual machine
in & few easy steps.,

Create a virtual machine with advanced
options, such as a SCSI controller type,
wirtual disk type and compatibility with

older ¥Mware products,
Help = Back Cancel

Mew Virtual Machine Wizard ot
Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?
|
Virtual machine hardware compatibility
Hardware compatibility: [works‘iﬁtiun 11 | ]
: Compatible with: ESK Server |
I Compatible products: Limitations:
ES¥i 6.0 54 GB memary
Fusion 8.x 16 processors
Fusion 7.x 10 network adapters
Workstation 12.0 2 TB disk size
Workstation 11.x Mo DirectX 10 support
1l
Help = Back Cancel

Custom configuration

Want to be able to use it on ESXi

6.0 server too
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Mew Virtual Machine Wizard - Mew Virtual Machine Wizard -,

Guest Operating System Installation Mame the Virtual Machine
A virtual machine is like a physical computer; it needs an operating What name would you like to use for this virtual machine?
system. How will you install the guest operating system?

ST T || Virtual machine name:
() Installer disc: | [ My-Opus ] |
| | | i
== DVD RW Drive (E:) { Location:

| C:\sersYrich\Documents \irtual MachinesMy-Opus | Browse, ..

The default location can be changed at Edit > Preferences.

(®) Installer disc image file (izo):

|C:‘l.My-ISDs‘l,Linux‘l,CEﬂﬂ]S-?—xBﬁ_ﬁq-Minimal-lﬁ11.isu u| E Browse... |

A CentOS 64-bit detected.

()1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back Mext = Cancel 1 < Back Cancel

Browse to downloaded ISO file Name the new VM
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Mew Virtual Machine Wizard 4 Mew Virtual Machine Wizard 4
Processor Configuration Memory for the Virtual Machine
Spedfy the number of processors for this virtual machine. Howe much memory would you like to use for this virtual machine?
Processors Spedfy the amount of memary allocated to this virtual machine. The memory size
Number of processors: 1 » i must be a multiple of 4 MB.
| Number of cores T 1 i || sce Memary for this virtual machine: 1024 = MB |
| - | 32 GB
| Total processor cores: i | =GcE =
BGB
. @ Maximum recommended memaory:
I GE 13584 ME
1cé 4l €
517 ME <] Recommended memory:
256 MB 1024 MB
! 128 MB
&1 MB [ Guest 05 recommended minimurn:
3 MBE 512 MB
16 MB
EMB
4 MBE

Help < Back Cancel 1 < Back Mext = Cancel

Take defaults: 1 CPU and 1GB RAM
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Mew Virtual Machine Wizard pod Mew Virtual Machine Wizard
Metwork Type Select I/ 0 Controller Types
What type of network do you want to add? Which SCSI controller type would you like to use?
Metwark connection I/O controller types
(@) Usze bridged networking: SCSI Controller:

| Give the guest operating system direct access to an external Ethernet | BusLogi ot available for 5-hit quests
| network., The guest must have its own IP address on the external network. - s L L )

i (®L5I Logic (Recommended)
() Use network address translation (NAT)

Give the guest operating system access to the host computer's dial-up or (OLSI Logic SAS
external Ethernet network connection using the host's IP address.

() Uze host-only networking
Connect the guest operating system to a private virtual network on the host
1 computer, 1

O Do not use a network connection

] < Back Mext = Cancel ] < Back Mext = Cancel
Let’s used bridged so we can ssh into Take default

our new VM from the host computer
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Mew Virtual Machine Wizard

Select a Disk Type
What kind of disk do you want to create?

pd Mew Virtual Machine Wizard

Select a Disk
Which disk do you want to use?

Virtual disk type

O mE

(®)5Cs1 (Recommended)
(I SATA

Disk
(®) Create a new virtual disk

A virtual disk is composed of one or mare files on the host file system, which
| will appear as a single hard disk to the guest operating system. Virtual disks
[ can easily be copied or moved on the same host or between hosts,

() Uze an existing virtual disk
Choose this option to reuse a previously configured disk.

(") Use a physical disk (for advanced users)

i Chioose this option to give the virtual machine direct access to a local hard
dizk.

| <o

Mext =

Cancel 1 < Back Mext = Cancel

Take defaults
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Mew Virtual Machine Wizard - Mew Virtual Machine Wizard -
specify Disk Capacity specify Disk File
How large do you want this disk to be? Where would you like to store the disk file?
Maximum disk size (GE): 10,0 == Disk File
Recommended size for CentOS 64-bit: 20 GB | | One 10 GB dizk file will be created using the file name provided here.
| - |
i [ ] allocate all disk space now. I My-Opus. vmdk Browse. ..
Allocating the full capadty can enhance performance but reguires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it
| | @ 5tore virtual disk as a single file] i
() split virtual disk into multiple files
Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.
] < Back Mext = Cancel ] < Back Mext = Cancel
Select hard drive size and store a Take default

single file 92
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Mew Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start instaling CentQs
G4-hit,

The virtual machine will be created with the following settings:

Mame: My-Opus
Location: C:Wsersyrich\Documents \Wirtual Machines\My-Opus
Version: Workstation 11.x

Operating System: Cent0s 64-hit

Hard Disk: 10 GB

Memary: 1024 MB

Metwork Adapter: Bridged (Automatic)

Other Devices: CD/DvD, USE Controller, Printer, Sound Card

Customize Hardware. ..

Power on this virtual machine after creation

<eac canc

Go for it!
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File Edit View VM Tabs Help > | & | O O e I = | IE

Library x

Type here to search -

= |§| My Computer
(51 Kaligd
151 Kaliz2
|J_"_'I1 Opus
Eﬁ My-Cpus
X Shared VMs
192.168.1.170:443
CentOS 7

The following devices can be connected to this virtual machine using
the status bar or choosing YM = Removable Devices:

DisplayLink Targus USE3.0 DV 2K Dock w Power

SanDisk U3 Cruzer Micro

Cheng Uei Precision HP Truevision HD

Validity Sensors (WBF) (PID=0050)

DisplayLink Targus USB3.0 DV 2K Dock w Power

Fithit Base Station
Each device can be connected either to the host or to one virtual
machine at a time.,

["]Do not show this hint again

Automatic boot in 32 seconds...

Install CentOS 64-bit as you would on a physical computer. When you

are done and the operating system boots up, dick T Finished I Finished Installing | | Change Disc Help
Installing”,
To direct input to this VMM, click inside or press Ctrl+G. o & Ty =y =2

Read and click OK. Click inside VM, arrow up to
"Install CentOS 7” and press Enter 94
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| My-Opus - VMware Workstation
Eile Edit View VM Tabs Help
Library

Type here to search

= @ My Computer
(57 Kalied
151 Kaliz2
|J_"_'" Opus

LH Shared VMs
192,168.1,170:443

D= 2 3|

13[ Home |J_"_'" Opus E‘ My-Opus

Press the key to begin the installation process.
1 Started Show Flymouth Boot Screem.
1 Reached target Paths.
1 Reached target Basic System.
9.004000] =d 0:0:0:0: [sdal fissuming drive cache: write through
11.8647971 dracut-initqueuel?951: mount: ~sdeursr0 iz write-protected, mounting read-only
] Started Show Plymouth Boot Screen.
1 Reached target Paths.
1 Reached target Basic System.
11.864797]1 dracut-initgquenel?35]1: nount: ~devrssr® iz write-protected, mounting read-only
] Created =slice system—checkisondd.slice.
Starting Media check on ~sdevssrd...
L dew sr0 ! a18337e16e17f182a883fe4fed 964006
Fragnent sums: B1b86debbbfeadba3sZ1Z23ab45885175e2d84c5e8548a81c0d1af 78 72bT
Fragnent count: Z0
Press [Escl to abort check.

Checking: 097.4x_

Install CentD5s 64-bit a5 you would on a physical computer. When

= gid‘ indﬂI:: Vi;_m:kla sareen you are done and the operating system boots up, dick "I Finished I Finished Instaling | | Change Disc Help
send keystrokes Installing™.
To direct input to this VM, click inside or press Ctrl+G. = % @o [

Away it goes ... %



File Edit View VM Tabs
Library

Q, Type here to search

My-Opus - VMware Workstation

Help |

- &P 0o | d=esm|E

= [ My Computer
(51 Kali64
(51 Kali32
L"‘T;"S Opus
iy Opus|
] Shared VMs
192.168.1.170:443

Home || {55 opus | (5 My-Opus
1

=]

CENTOS 7 INSTALLATION
BB us Help!

CentOS WELCOME TO CENTOS 7.

What language would you like to use during the installation process?

Afrikaans Afrikaz English (United Kingdom)

h"ICH Amha English (India)

el *4/'.3.
Sy Assame

Asturianu Astur

English (Australia)
English (Canada)

English (Ireland)
Benapyckas Belarus English (New Zealand)
Bwnrapcku Bulgar English (Nigeria)
I8! Benc English (Hong Kong SAR China)
| <

(
(
(
English (Denmark)
(
(
(
(

Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and = . X
to send keystrokes the operating system boots up, dick "I Finished Installing”. I Finished Instaling | | Change Disc Help

#lTo direct input to this VM, click inside or press Ctrl+G. SN =Ed% g dE |

Take defaults
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My-Opus - VMware Workstation - o X
File Edit View VM Tebs Help | §I v | ¢ | [ O = 25 (FE
Library X

1} Home {7 Opus (51 My-Opus

Q. Type here to search -

= (58 My Computer

1 Kaliod INSTALLATION SUMMARY CENTOS 7 INSTALLATION
(51 Kaliz2 B us Help!
151 Opus

(5 My-Opus

@ Shared VMs
192.168.1.170:443

DATE & TIME KEYBOARD
Americas/New York timezone English (US)
LANGUAGE SUPPORT
English (United States)

SECURITY POLICY
No profile selected

SOFTWARE

INSTALLATION SOURCE SOFTWARE SELECTION
) s da “TTVARES

Quit

ity Please complete items marked with this icon before continuing to the next step.

5 Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and I Finished Instaling

to send keystrokes the operating system boots up, dick "I Finished Installing”. Shane B

FlTo direct input to this VM, click inside or press Ctrl+G. = E‘ﬂ ‘Od 0 i

97
Update time zone
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My-Opus - VMware Workstation = O X
File Edit View VM Tabs Help | B v | & | (O O 2= | E
Libra X :

2 1} Home {577 Opus (51 My-Opus

Q Type here to search v

= M

- @@y;;:"f”'e' DATE & TIME CENTOS 7 INSTALLATION
(1 Opus
(5 My-Opus

(71 Shared VMs Region: | Americas ¥ | City: | Los Angeles Network Time

192.168.1.170:443

N A A
S ® 24-hour
12:31 PM AN 10~ | 2016 ¥

v v v

£y You need to set up networking first if you want to use NTP

o Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and I Finished Instaling

to send keystrokes the operating system boots up, dick "I Finished Installing”. Change Disc Help

F#|To direct input to this VM, click inside or press Ctrl+G. DT =gl

Click your zone, set the correct time and date then click done
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My-Opus - VMware Workstation = ] X

File Edit View VM Tobs Help | Il ~ | dp | (O O0 e 2 ||E

Library X

1ol Home

‘ @My-Opus x |

Q, Type here to search »

INSTALLATION SUMMARY CENTOS 7 INSTALLATION

ER us Help!

= [ My Computer
157 Kalisa
(51 Kali32
ﬁ Opus
{5 My-Opus SO O CALIZATION

£ Shared VMs
DATE & TIME KEYBOARD
Americas/Los Angeles timezone English (US)

192.168.1.170:443
LANGUAGE SUPPORT
English (United States)

SECURITY POLICY
No profile selected

(73] [72]
g 7
— =
) :b: 0O
D : ;|
n

INSTALLATION SOURCE SOFTWARE SELECTION

Quit Installation

Begin

i Please complete items marked with this icon before continuing to the next step.

Install CentOS 64-bit as you would on a physical computer. When
you are done and the operating system boots up, dlick "I Finished 1 Finished Installing | | Change Disc Help
Installing”,

= Click in the virtual screen
to send keystrokes

direct input to this VM, click inside or press Ctrl+G,

LY BRI

99
Update security policy
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My-Opus - VMware Workstation

Ele Edit View VM Tobs Hep | Il ~ [ | O = D |0 H S | |E

Library X 10} Home \ (71 Opus ‘ (51 My-Opus >
Q. Type here to search s |
= @%’Computer SECURITY POLICY CENTOS 7 INSTALLATION
Kaliss v T
Fﬁ Opus

ED My-Opus

(31 Shared VMs Change content pply security policy

=

192.168.1.170:443

Choose profile below:

Default
The implicit XCCDF profile. Usually, the default contains no rules.

Standard System Security Profile
This profile contains rules to ensure standard security base of CentOS Linux 7 system.

Draft PCI-DSS v3 Control Baseline for CentOS Linux 7
This is a *draft* profile for PCI-DSS v3

CentOS Profile for Cloud Providers (CPCP)
This is a *draft* SCAP profile for CentOS Cloud Providers

Common Profile for General-Purpose Systems

This profile contains items common to general-purpose desktop and server installations.

Pre-release Draft STIG for CentOS Linux 7 Server
This profile is being developed under the DoD consensus model to become a STIG in coordination with DISA FSO.

Select profile

Changes that were done or need to be done:

& No profile selected

Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and N E z
5 to send keystrokes the operating system boots up, dick "I Finished Installing”. Iinshed Instaling| |'Change Bisc

To direct input to this VM, click inside or press Ctrl+G. = g E @é o &

2 BC

Select standard, click Select profile and click Done 100
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‘@" My-Opus - VMware Workstation - d A
y-Op!

File Edit View VM Tabs

Library

Q Type here to search v

= (56 My Computer
(57 Kali64
(51 Kali32
ﬁ? Opus
51 My-Opus
5 Shared VMs
192.168.1.170:443

TR | RS o ON N u) == W)

i r_'E;]My-Opus ¢ |

INSTALLATION SUMMARY CENTOS 7 INSTALLATION
ERA us Help!
CentOS
SECURITY POLICY
Everything okay

SOFTWARE

Minimal Install

INSTALLATION SOURCE SOFTWARE SELECTION
Local media

INSTALLATION DESTINATION KDUMP
Automatic partitioning selected Kdump is enabled

NETWORK & HOST NAME
Not connected

Quit Begin Installation

L Please complete items marked with this icon before continuing to the next step.

Install CentOS 64-bit as you would on a physical computer. When x|

= f:ck in dﬁ‘:: vi;m:; Saeen you are done and the operating system boots up, dick I Finished 1 Finished Installing | | Change Disc Help
SeTid KeYSIToNes: Installing”,
To direct input to this VM, click inside or press Ctrl+G, = ﬁ -~ % gt g e

Select where to install

101
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My-Opus - VMware Workstation

File Edit View VM Tabs

Library

Q, Type here to search

Help |

= [ My Computer
(51 Kali64
(51 Kali32
L"‘T;"; Opus
r_Eﬁ My-Opus
] Shared VMs
192.168.1.170:443

INSTALL ATION DESTINATION CENTOS 7 INSTALLATION

Device Selection

Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's
"Begin Installation” button.

VMware, VMware Virtual S
sda [/ 10 GiB free

Specialized & Network Disks

=
Add a disk...

iy No disks selected; please select at least one disk to install to,

5= Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and I Finished Instaling

to send keystrokes the operating system boots up, dick "I Finished Installing®. Change Disc Help

#|To direct input to this VM, click inside or press Ctrl+G. SaB=EdgoE

Select new drive and click Done

102
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My-Opus - VMware Workstation

File Edit View VM Tabs Help | B v | & | O Q) Il;‘ | 1\@;
Librql)f X i BlMy-Opus
Q, Type hereto search v
- My C : INSTALLATION SUMMARY
2 ly Computer

(51 Kali64

(51 Kali32

ﬁ’;Opus

: CentOS
5 MyOpls SECURITY

5 Shared VMs
192.168.1.170:443
SECURITY POLICY

Everything okay

INSTALLATION SOURCE
Local media

NETWORK & HOST NAME
Not connected

SOFTWARE
SYSTEM
6 INSTALLATION DESTINATION
\ Automatic partitioning selected

W
v

Install CentOS 64-bit as you would on a physical computer. When
you are done and the operating system boots up, dick "I Finished
Installing”,

=] Click in the virtual screen
to send keystrokes

To direct input to this VM, click inside or press Ctrl+G,

Ve won't touc

CENTOS 7 INSTALLATION
ER us Help!

SOFTWARE SELECTION
Minimal Install

KDUMP
Kdump is enabled

1 Finished Installing | | Change Disc Help

= .dﬁ“@é..j @ e

Configure network

103
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My-Opus - VMware Workstation = ] X
Fle Edt View VM Tobs Hep | M~ [ 2 | D 0|0 =B 5| [F I
Libra X |
o || 1oy Home ‘ (%! My-Opus '
’ Q, Type here to search -

NETWORK & HOST NAME CENTOS 7 INSTALLATION

= [ My Computer

{1 Kali32

@ Opus

Y MOpes KA Ethernet (eno16777736) —

EF! Shared VMs “— fntel Corporation 82545EM Gigabit Ethernet Contralle) | et arnat enRl auirdy 3o/ “:
192.168.1.170:443 e

Hardware Address 00:0C:29:F6:46:A0
Speed 1000 Mb/s

IP Address 172.30,10.235

Subnet Mask 255.255.255.0
Default Route 172.30,10.1

DNS 172.30,10.1 192.168.1.1

| e— ,
I7 0 |
| + | — ’ Configure...
L J : i -
Host name: ‘ localhost.localdomain
g Install CentOS 64-bit as you would on a physical computer. When X
o] Clickiin the virtual screen you are done and the operating system boots up, dlick "I Finished 1 Finished Installing | | Change Disc Help
to send keystrokes Instaling”
To direct input to this VM, click inside or press Ctrl+G, SeS=EdagEne=|B 4

Configure interface to "ON”, optionally name system then click Done 104
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My-Opus - VMware Workstation

File Edit View VM Tebs Help | §I v | & | (O O B == W =]

|

Library X |
- | || 1 Home l (5 My-Opus
Q Type here to search ¥

INSTALLATION SUMMARY

= [ My Computer
(5] Kalio4
(51 Kaliz2

e CentOS

] Shared VMs
192.168.1.170:443

SECURITY

SECURITY POLICY
Everything okay

INSTALLATION SOURCE
Local media

NETWORK & HOST NAME
Wired (eno167...736) connected

SOFTWARE
SYSTEM
0 INSTALLATION DESTINATION
\ Automatic partitioning selected

Install CentOS 64-bit as you would on a physical computer. When
you are done and the operating system boots up, dlick I Finished
Installing™,

= Click in the virtual screen
to send keystrokes

To direct input to this VM, click inside or press Ctrl+G,

Go for it!

CENTOS 7 INSTALLATION

EAus Help!

SOFTWARE SELECTION
Minimal Install

KDUMP
Kdump is enabled

Quit Begin Installation ]

r disks until vou click Beain Installatior
i aisks until you click bSegin Installation

1 Finished Installing | | Change Disc Help

G = g Eme

105
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(@ My-Opus - VMware Workstation = O X

File Edit View VM Tabs Help | 1l v | & | [ O 0 2 S| (E

Libral X |
y 1} Home {71 Opus ‘ (51 My-Opus
Q, Type here to search - =

= My C
i @ﬁj"K;i’;j’”m CONFIGURATION CENTOS 7 INSTALLATION
(57 Kaliz2 B us Help!
E’,'{ Opus
[I_E;’ My-Opus
@ Shared VMs CentOS USER SETTINGS

192.168.1.170:443

ROOT PASSWORD @  usErCREATION
Root password is not set ‘ No user will be created

# J Creating xfs on /dev/mapper/centos-root

entOS Virtualization SIG T
______________ J s

rtualization in CentOS, virtualization of Cer_i't T ]
<i.centos.org/SpecialinterestGroup. - 1 = NN =l

[T X
i1y Please complete items marked with this icon before continuing to the next step.

= Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and

to send keystrokes the operating system boots up, dick "I Finished Installing”. I Finished Instaling | | Change Disc

o

To direct input to this VM, click inside or press Ctrl+G. R Ed g 0E |
= = S — ——

While we are waiting set password for root user 106



(@ My-Opus - VMware Workstation = O X

File Edit View VM Tabs Help | 0l v | & | (O O e E S| E

Libra X | |
24 {q} Home {71 Opus (51 My-Opus

Q, Type here to search v

= & My Computer ROOT PASSWORD CENTOS 7 INSTALLATION

(51 Kalig4

FX Opus

(55 My-Opus The root account is used for administering the system. Enter a password for the root user,
1] Shared VMs

192.168.1.170:443 Root Password: essevesee

Strong

Confirm: (XXX NX TN

=] Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and I Finished Instaling

to send keystrokes the operating system boots up, dick "I Finished Installing”. e B

To direct input to this VM, click inside or press Ctrl+G. = 4 ﬁ ‘00 o [

Make it a strong one



CIS 90 - Lesson

@ My-Opus - VMware Workstation

File Edit View VM Tsbs Help | I ~ | & | [O O 0k 2 S ||E

Library % 10} Home ‘ (71 Opus ‘ (5 My-Opus

Q, Type here to search -

= %"jyga"”";f”te' CONFIGURATION CENTOS 7 INSTALLATION
(51 Kali32 BEus Help!
{57 Opus
(51 My-Opus
@ Shared VMs
192.168.1.170:443

(O SR SETTINGS

@ ROOT PASSWORD @  usercreaTION

Root password is set - No user will be created

U Installing microcode_ctl (253/285)

ent0S Artwork SIG
proving the user experience with high quality rt

) <i.centos.org/SpecialinterestGroup

Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and N E z
5 to send keystrokes the operating system boots up, dick "I Finished Installing”. Iinshed Instaling)) |'ehange Disc

K
¥

To direct input to this VM, click inside or press Ctrl+G. = g @ @é @ [

Wait ...



My-Opus - VMware Workstation B H s

File Edit View VM Tabs Help | Bl v | & | [ 0|0 25| |E

Library X

Q. Type here to search -

= (58 My Computer

pe g CONFIGURATION CENTOS 7 INSTALLATION
(51 Kaliz2 BEus Help!
ﬁ Opus
(5 My-Opus

) Shared VM SOl SER SETTINGS

192.168.1.170:443

@ ROOT PASSWORD @  usercreaTION

Root password is set . No user will be created

) Performing post-installation setup tasks

entOS Promotion SIG
‘'omoting CentOS in events, confe.rern‘ces and ev

<i.centos.org/SpecialinterestGroup

= Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and I Finished Instaling

to send keystrokes the operating system boots up, dick "I Finished Installing”. SNE B

F|To direct input to this VM, click inside or press Ctrl+G. SR =EdEl

109

Wait some more ...
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My-Opus - VMware Workstation - o X

File Edit View VM Tebs Help | B v | & | (D O |0 R 2 & | |E
Library X

Q. Type here to search -

= (58 My Computer

pe g CONFIGURATION CENTOS 7 INSTALLATION
(51 Kaliz2 BEus Help!
F} Opus
(5 My-Opus

) Shared WMs (SO SER SETTINGS

192.168.1.170:443

@ ROOT PASSWORD @  usercreaTiON

CentOS is now successfully installed and ready for you to use!
Go ahead and reboot to start using it!

| bReboot

L4 Use of this product is subject to the license agreement found at /usr/share/centos-release/EULA

o Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and

to send keystrokes the operating system boots up, dick "I Finished Installing”. Liioshedinstaling) [{Chanoe Bisc

To direct input to this VM, click inside or press Ctrl+G. (= @ ‘aﬁ m [

Click Reboot to start new VM 110
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(@ My-0Opus - Viware Workstation - O

File Edit View WM

Library

pe here to search

= [ My Computer
(51 Kaligd
7] Kaliz2
{17 Opus
E‘ My-Opus
£ Shared YMs
192.168.1.170:443

Tabs Help > | & O D= 2 S| E

CentDS Linux 7 (Core)
Kernel 3.18.8-327.el17.xB6_641 on an xBb_bHb4

localhost login: root

Password :

[root@localhost ™14

[rootPlocalhost “1# useradd simben38

[root@localhost “1#f passwd simben98

Changing password for user simben98.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
[rootPlocalhost ™ 1#

[root@localhost ™14

[rootPlocalhost “1# tail ~etc/passud

nobody :x:99:99:Nobody :/: #sbinsnologin

avahi-autoipd:x:178:178:Avahi IPWMLL Stack:rvarslibravahi-avtoipd:ssbinsnologin
systemd-bus-proxy:x:999:997 systemd Bus Proxy:/:/sbinsnologin
systemd-network:x:998:996 systemd Network Management:.:- sbinsnologin
dbus:x:81:81:5ystem message bus:/:s/sbinsnologin
polkitd:x:997:995:User for polkitd:/:/sbinsnologin
tss:x:59:59ficcount used by the trousers package to sandbox the tcsd daemon:-/devsnull:rssbinsnologin
postfix:x:89:89: :~var/spool postfixi/sbhbinsnologin
sshd:x:74:7?1:Privilege-separated S5H:-var-empty-sshd:- sbin-nologin
=imben98 :x: 1008 : 18688 : : shome= imben98 : #bin bash

[rootPlocalhost ™ 1#

Click in the virtual screen Install Cent0S 64-bit as you would on & physical computer. When you are done and the - : ;
= to send keystrokes operating system boots up, didk "I Finished Installing™ | FErEnEs o) | CieTEE IR FEE
To direct input to this VM, click inside or press Ctrl+G. L CEET

adduser simben90

tail /etc/passwd




| My-Opus - VMware Workstation

Help > | dm

File Edit VNiew VM Tabs

Library

Type here to search

= [ My Computer
(51 Kaligd
71 Kaliz2
{17 Opus
E‘ My-Opus
1 Shared VMs
152.168.1.170:443

=

[rootPlocalhost “1# ping -c2 opus.cis.cabrillo.edu

[rootPlocalhost ~1#
[rootRlocalhost ™ 1#
[root@localhost 14 _

= Click in the virtual screen
to send keystrokes

To direct input to this WM, click inside or press Ctrl+G.

PING oslab.cis.cabrillo.edu (287.62.187.238) 56(84) bytes of data.
b1 bytes from oslab.cis.cabrillo.edu (287.62.187.238): icmp_seq=1 tt1=5Z time=14.6 ms
64 bytes from oslab.cis.cabrillo.edu (287.62.187.238): icmp_seq=2 tt1=5Z time=15.1 ms

--- oslab.cis.cabrillo.edu ping statistics ---
Z packets transmitted, Z received, B+ packet loss, time 181ims
rtt minsavg- max mdev = 14.683-14.988.-15.196-8.321 ms

Install Cent0S 64-bit as you would on & physical computer. When you are done and the
operating system boots up, didk "I Finished Installing™

Test network settings

1 Finished Installing
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(@) My-Opus - VMware Workstation - O *

File Edit Wiew VM

Library

e nere to searcn

= [58] My Computer
(57 Kali64
157 Kali32
15 Opus
E'L‘ My-Opus
1 Shared VMs
192.168.1.170:443

Tabs Help > | & ORI N =

[root@localhost “1# su - simben98

[simben98@localhost ~15 scp -P 2220 simben9BRopus.cis.cabrillo.edu:simben98.tgz .

The authenticity of host ’[opus.cis.cabrillo.edul:2228 ([207.62.187.2381:222A0)" can’t be established.

R3A key fingerprint is ?d:32:88:b9:52:32:cB8:dc:3b:16:Be:ba:Bc:fd:?9:ef .

fre you sure you want to continue commecting (yes-nol? yes

larning: Permanently added ’[opus.cis.cabrillo.edul:2228,[287.62.187.2381:2228" (R3A) to the list of knowm hosts.
= imben98Ropus.cis.cabrillo.edu’s password:

=imben98. tyz

[=imben98@localhost ~15

[simbendB@localhost ~15

[simben98@localhost ~15 tar xzf simbendB.tgz
[simbend8@localhost ~15 ls

i 1968.eqy bigfile dead. letter five labHl-collection letter loop2 d
f1.graded labBZ-collection letter.bak loop3 mylg
fZ.graded google lab#4-mydata log

dickens ErTors f3.graded loopl
[simben98@localhost ~15 _
el
Click in the virtual screen Install CentOS 64-bit as you would on a physical computer. When you are done and the - : .
= to send keystrokes operating system boots up, dick "I Finished Instaling”. [FrsrEl rEE oyl EETEE L i
To direct input to this VM, click inside or press Ctrl+G. ] 'ﬁ t@o

—

su — simben90
scp -P 2220 simben90@Qopus.cis.cabrillo.edu:simben90.tgz .

tar xzf simben90.tgz 113
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Virtual Box
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Oracle VirtualBox

39 Oracle VM VirtualBox Manager e \m

File Machine Help

i:} {C} C?) Snapshots

New Settings Start Discard

Dau us = General ' = preview =
Name: Daughter-of-Opus
&5=al robin . Operating System: Red Hat (64 bit)
O @ Powered Off :
— System
Base Memory: 1024 MB Daughter-of-Opus
Boot Order: Floppy, CD/DVD-ROM,

Hard Disk
Acceleration:  VT-x/AMD-V, Nested
Paging, PAE/NX

1

Display
Video Memory: 12 MB
. Remote Desktop Server: Disabled
Il ;
' () Storage i

Controller: IDE

IDE Secondary Master: [CD/DVD] Empty
Controller: SATA

SATA Port 0: My-Opus.vdi (Normal, 8.00 GB) =

(= Audio
7@ Network

';9 USB v

Provides you with an empty (No OS) virtual computer 115
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|

About
Screenshots
Downloads
Documentation
End-user docs
Technical docs
Contribute

Community

oM@ un x fellser =
- C | B hetpsy//www.virtualbox.org: wiki/Downloads R

CIS 90 - Lesson 15

virtualbox.org

[iCabrl » Mesimm * @Black x Glinux » @Down */ @Dowr » \_

Download VirtualBox

Here, you will find links to VirtualBox binaries and its source code.

VirtualBox binaries
By downloading, you agree to the terms and conditions of the respectiva license,
+ VirtusalBox platform packages. The binarles are released under tha terms of the GIL varsion 2.

o VirtualBox 4,3.20 for Windows hosts  x86/amded
o VirtualBox 4.3,.20 for OS X hosts — «d6/amde4 |
.

Virtual@ox 4.3.20 for Linux hosts
Virtualgox 4.3.20 for Solaris hosts - amdad

+ VirtualBox 4.3.20 Oracle VM VirtualBox Extension Pack - 4 supported platforms
Support for USB 2.0 devices, VirtualBox RDP and PXE boot for Intel cards. See this chapter from the User
Manual for an introduction to this Extension Pack, The Extension Pack binarles are relaased under tha
VirtuaiBox Personal Use and Evaiuation Ucense (PUEL),
Flaase install the extension pack with the same yersion &5 your installed version of VirtusiBox!
If you are using VirtualBox 4.2.26, please download the extension pack -+ here.
If you are using VirtualBox 4.1.34, please downlpad the extension pack here,
If you are using VirtualBox 4.0.26, please download the extension pack here,

« VirtualBox 4.3.20 Software Developer Kit (SDK) - All platforms

See the changelog for what has changed.
You might want to compare the

* SHA2506 checksums or the
* MDS checksums

—————————ap—————

to verify the integrity of downloaded packages.
The SHA256 checksumns should be favored as the MDS algonthm must be treated as insecure!

Note: After upgrading VirtualBox it is recommendad to upgrade the guest additions as well

User Manual
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http://iso.linuxquestions.org/

Mdun = %

C isoJinuxquestions.org

2 2 @
8800

LinuxQuestions.org

LinuxQuestions org > ISOs

o Gearch
« Aptabetical List
o Lalest Redagsns

+ Rolesae Notification

* Sugoest AddRicns

whloading 15Cs

nng 1505

+Leux O

¢ Ubuntu Server

o Dowmioad Unox

* Laptop Deals

» Programming

* Linus Centification

s LN Operating System

Distros: 455
Verslons: 2700
Mirrors: 1649
Downloads: 55,008,721

Ca

« BRichs *' A > Doy =

THE RACKSPACE

MANAGED CLOUD

Welcome te LQ 1S0s

Linux Download

Aszet Vezi Lasa Quaeiaza Tpert A= 8 Tipe Free Juds

L e

Welcome to LQ 1S0

& Black »

G linux = @Down »

This site |3 designed to meet all of your Unus distribution downlosd needs, including searching
for fast mirrars, recalving email updates when new versions of your favorits distributions are

released and reading revisws, If yoo do not see the distribution yo

r& lgaking for below, you

can view the compiete alphatietical lis. Please 188 us know If you have u‘v} SUQQETIOrNS,

If you find the site useful, you can help spread tha word by taifing 10 frignds the URL
(httpd//www giso.org/ ), Thaoks.,

W15 Latest Linus Distrigtion Releases

Portgus 3.1
C'R.I’é; 23

Sparkviinus 16 "LXDE®, *MATE"

RARSi-Qts, ~xize”
Makuliginux 7.0 "xfce*

antlx 14.3 "M

. Moy Uta 2.2

Maniaro Linux 0. 8.11
Ll #HIng 371

- MU 0.3

Diagonkly BSO 403

03410

slgluct:

. NetBSD 923, 519
o Gysdalines 9
- NHulysotion

. Grmi 2014.11

eats Savec 4.0

Pogmilar Limux Dotrnbutions

o Fodora

LEN R T iy
ao- :

o BC
* Csbian

* Mageid

o Slachware
o ContOs

v Pupgoy

o Arch

o MEPLS

Desktop, Sarvec,
View by Topic: Sacurity, Mobile, Uvse,
Elrewall, Rescus

=Rl X

o Linux Forums
+ Androdd Forum
o Chegme DS Forum
+ Lingox HEL

o Lineix Tutorists

o Lng
s Distro R
« 80

' You will need a
\ Linux Distro to
install on your
virtual

| Computer
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est. 1959 %

centos.org

Google % J 4% www.centos.org-TheCor x | T

- [ mu-u;-.a -3
€& > C [ centos.org ' .
N 1% CentOS
U TN oY e
‘—%];\i’(\ ‘1_-“']]1[: — CantS on the Wab: Masing Lists | Micror List | IRG | Forums | Bugs | Donate
L Newe Latedbed S Doroess
The Community ENTerprise S MesaDvssce
Operating System et -2 218
Home Donate Information ® Support® Wiki® Downloads ¥ ContactUs® Search Register 8 04-Eep- 20060 2218
L 02 Ne-2011 1044
[ PR 03 N 2011 19:44
2 (0N 2011 1524
CentOS Overview CentOS Spr 9* 02N 2011 1444
O;-_L 0N 011 1884 L
CentOS is an Enterprise-class Linux Distribution derived from sources freely The CentOS Bl @ WSl 2011144 |
provided to the public by a prominent North American Enterprise Linux vendor. prody Qi Foamva tom |
CentOS conforms fully with the upstream vendor's redistribution policy and aims s f"\:' f":: :.:
to be 100% binary compatible. (CentOS mainly changes packages to remove le '”:"w, TN |
upstream vendor branding and artwork.) CentOS is free. L = IR |
3 v J 3 » - 2600 L
CentOS is developed by a small but growing team of core developers. In turn gi._ ,:__:__A,:;“.:
the core de\(elopers are supported by an active user community including o 2007 1121
system administrators, network administrators, enterprise users, managers, o 10.Jew- 20 i
core Linux contributors and Linux enthusiasts from around the world. (clicking the g« 31N 0 44 ‘
L el 8- Nawe- 2010024
CentOS has numerous advantages over some of the other clone projects If you would @& 1i-Ne 2011
including: an active and growing user community, quickly rebuilt, tested, and details c§ Q4= 1202012 1518
QA'ed errata packages, an extensive mirror network, developers who are x T Nevnis 1nie
contactable and responsive, multiple free support avenues including IRC Chat, Q= 1032008 0%:11
Mailing Lists, Forums, 3 dynamic FAQ. Qu 3 : ;;; ek
This site makes use of Javascript. If your browser doesn't work with Javascript Sponsors L g‘"‘* : :’ )‘::'I" ::
we recommend you use FireFox. The Centos P D;;‘—- Bty e e
sponsors of th @£ 13,6 201 | O 40)
o 12N 012 1720
UK Dedicat:  RAE 2772012 1147
CentOS 6 Releases 5 N
: Website Bac g:
I . " i 200
July oth 2012 If you would i ng -0 n 1
x o "4d-201 1000
The CentOS team is pleased to announce the immediate availability of CentOSs- spo;sormg 9 o1 14012 1310
6.3 for i386 and x86_64 Architectures. web contact f§ 3 o0 cro ey cane s 14-Nw 2004 1£16 1 5K
P R KEY Coml0n 3 16 Feb 20A 6 | EK
< LLlJ B BRMLGPU R St 15-Fels 2007 0947 L 9K
¥ MGG RET Cou0s s NI 0738 | TR

A LPCKEY ConOS Dctap 202011 0708 LK
P AP RY ConOS Secagrch 004201107 LK
P A GPGEEY Coutf Temap 6 W 0.2011 0738 | 7K
P RO KEY e 18 Febs- 2007 09056 | 5K
B BRLGPU KLY et 36-Fe 2000 0941 1 KX

#ma 25 Doy fxf‘x:::v n ! 118

Use the CentOS Distro to make
your own Opus
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e — e —

.uhb-manmrbvnvtv'mu"

Qegenice « Share with » Burn Naw folde

data-cizlS3 a
data-hyrocket.com
data-labs
. deta-my-onB0
data-my~0s<1S1 Ubustu-12-04 WE/2012 %10 Filu foide
. data-my-os192 L wineg-pro-vol Si2012 4353 PM Filefaldes
datafrvy - reew ¢ lass L wenware-schi-clthver NI 433 oM We folde
data-smms-teach.com wirr- 2003-vol A/S/012 453 M dle faides

Depot library

wos

Arrange by Faoldey ~

Name Date modified Type

dm7D-dreamwerver . Red-Hat-9 A2 4S
dm?2-Hash g gon /7013
. drvens . fioppies
France kouppa
genealugy ¢ Fedorr17 86 84-Lie-Desktop.so 1232012 342 P Virtual Clanelivwe 663,80 KB
Giavareers ¥ ubuntu-12.04 1-desktop-amdid o 232012305 P Virtuel Clonelrive 710,955 KB
. gillay # ComtO5-6.385 84-LiveCDiso NN 2PN Viewsl CloneDrive 708 600 KB
. Grand-Jury
hayrocket.com
e
hp 2000
. images
5o
L keys-promat
LostFdest
L e I

11 gems

Download an iso image of the Linux distribution
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VirtualBox
;) Oracle VM VirtualBox Manager B e S
) File Machine Help
Click the
New button ||iat b ~» s
to crea te a New Settings Start Discard
new VM. Welcome to VirtualBox!
The left part of this window is a list of all virtual machines on your computer. The list is empty

now because you haven't created any virtual machines yet. k -

In order to create a new virtual machine, press the New E"‘, *
button in the main tool bar located at the top of the window. s :

7%
You can press the F1 key to get instant help, or visit -
www.virtualbox.org for the latest information and news. k ,;q 7
AN 4

Download and install one of the virtualization products.

This example will use VirtualBox. 120
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est. 1959 ™

VirtualBox

Name and operating system

Flaase chooss @ Sex=pbve narse for ey )
D02 OF Q0SNG Sy5In0 yDu Nind o netl )

S T S O ot s ’ | Create a new VM (Virtual

N MyOms

o i - Machine) using the wizard

mraor: Redn 24k Sebact the wrcort of remocy FAN] nimegebries 1 te dlocetsd b the

Hard drive

1 you wish poe s ackd a vt haed
Aher peste 3 new hrd one B2 or 5o
locatzn g the folder con

17 you nead 5 mere Comgiey stonage st

e Sunges 3 S vactiw setings on
tardd cltive Sle type
The recommended 52 of e fer0 o1 e ibanadopd ) o=

b hard She Phmen chouse fw tyoe of e et oo et b o for fwrew el e v, If
Gprotesta ou e vt reemd K0 Ui 1 S peer Vrlasizaion softaare vou G e o setig
B Qexte d Wt had Gwe non urdeed

Check that ]

virtualization is )

D (O srtancoas el Stoeage on phyysical ard diive

enabled in your © o o S
computer’s BIOS so e —

you Can Create 64 m - ;;dnmm.“_'v-”'— Phemew bow e sarw of S rew il et dve S e S beebeloe @ Sk on e

& Qs socene SoMer jeam %0 ocect @ ¥erert ke te oo e e

bit VMs © e e @

St The 400 0F 15 il hand vt o s pies. T se & the et 00 D snerd of
B 0Ln T8 & W R wATWE o e AR T S OO D AN E e,

" AN
e en

Give your VM for Opus at least 1GB Com e
of memory and an 8GB hard drive
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VirtualBox

-
8¢ Oracle VM VirtualBox Manager o | B [

File Machine Help

e

New Settings Start Discard

= General S
Name: My-Opus

Operating System: Red Hat (64 bit)

System

Base Memory: 512MB

Boot Order: Floppy, CD/DVD-ROM,
Hard Disk

Acceleration:  VT-x/AMD-V, Nested
Paging, PAE/NX

m

Display

Video Memory: 12MB
Remote Desktop Server: Disabled

(0 Storage

Controller: IDE
IDE Secondary Master: [CD/DVD] Empty =
Controller: SATA
SATA Port 0: My-Opus.vdi (Normal, 8.00 GB)

(5 Audio

Host Driver: Windows DirectSound
Controller:  ICH ACS7

=P Network =

The new VM has no operating system
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Click the little

CD icon to the
left to browse
to the CentOS

ISO image to
install

VirtualBox
L‘—@ General Storage
%] System
4 Storage Tree Attributes
=l Displa
= play @ Controller: IDE CD/DVD Drive: [IDE Secondary Master v |i%) !
torage eI ||| T T et
B Audi RO Y 7] Live CD/DVD
udio .
@ N . 8 Controller: SATA Information
etworl : i
) & My-Opus.vdi TyPe.
@ Serial Ports Size: -
& UsB Location:
Attached To: -
[l Shared Folders
2@a e
Select a settings category from the list on the left-hand side and move the mouse over a settings
jtem to get more information.

J [ cancel ][ heb

J

In Settings locate Storage so we can "put the CentOS CD into
the DVD drive” by configuring the virtual IDE DVD drive with
the ISO image downloaded earlier.
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VirtualBox
f — —— = r ol
{3} Please choose a virtual optical disk file - g
(| [ 4] |
@wv .. » Libraries » Depot » Depot » isos » v | 44 ||| Search isos 2
. 7=!F
Organize ¥ New folder =~ [ @
. dm70-dreamweaver - D .
epot libra
L. dm72-flash al P ry Arrange by: Folder ¥
.. drivers =
B Enance Name Date modified *
= : 10 win-xp-pro-vol 4/5/2ULL 8153 PV
= (gsvenea o9y = . wmware-scsi-driver 4/5/2012 4:53 PN| |
- flalva"eers [E |\ win-2003-vol 4/5/2012 4:53 PN
G, || Red-Hatd 4/5/2012 4:52 PN
- G'a"d':"y | dos 4/5/2012 4:51 PN
s ::"“ st.com |, floppies 4/5/2012 4:51 PM =
K - B ihappi 4/5/2012 4:51 PN
‘»“ f’lpdv |#| Fedora-17-x86_64-Live-Desktop.iso 12/3/2012 3:47 P| [ te th
et #| ubuntu-12.04.1-desktop-amd64.iso 12/2/2012 305 P| ocate the
B s | ®) Cent0S-6.3-x86_64-LiveCD.iso wapazsie .|| 1SO image
di keys-project | m ; ) to install
File name: Cent0S-6.3-x86_64-LiveCD.iso - [AII virtual optical disk files (*.dr v]
[ Open |v] [ Cancel ]

Cent0S-6.3-x86_64-LiveCD.iso
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est. 195G "%

VirtualBox
Gwore sy e ol
i = General Storage
“ A System
- 5 Storage Tree Attributes
Display )
@ s @ Controller: IDE CD/DVD Drive: [IDESeaondary Master v]
torage
& A d'g 8 @ Cent05-6.3-x86_64-LiveCD.iso [ Live cD/DVD
udio
T . 4& Controller: SATA Information
etworl ¢
@ My-Opus. vdi Type: Image
¢ Serial Ports Size: 692.00 MB
ﬁ USB Location: C:\Depot)isos\CentOS-6.3-x86_...
Attached To: -
[l Shared Folders ° u
a @@ @
Contains all storage controllers for this machine and the virtual images and host drives attached to "
them.
o (e ) ] |
o
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8¢ Oracle VM VirtualBox Manager
File Machine Help

@ B D

New Settings Start Discard

CIS 90 - Lesson 15

VirtualBox

= General

Name: My-Opus
Operating System: Red Hat (64 bit)
System

Base Memory: 1024 MB

Boot Order: Floppy, CD/DVD-ROM,
Hard Disk

Acceleration:  VT-x/AMD-V, Nested
Paging, PAE/NX

[E pisplay

Video Memory: 12MB
Remote Desktop Server: Disabled

(3 storage

Controller: IDE § :
IDE Secondary Master: : [CD/DVD] Cent0S-6,3-x86_64-LiveCD.iso (692.00 MB) :
Controller: SATA
SATA Port 0: My-Opus.vdi (Normal, 8.00 GB)

B Audio

Host Driver: Windows DirectSound
Controller:  ICH ACS7

&P Network

m

If you see the
correct ISO
image in the
drive you can
power on the VM
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VirtualBox

Mechine.View - Devices. Help If it complains you don’t
&} Applications _Places_System ) €) § W% B, wedpec 517 have a 64-bit CPU (and
you do have a 64-bit
CPU) then enable
Virtualization Technology
in your BIOS.

Otherwise just let it boot
up using the live image

| which runs in memory
and is not installed to the
hard drive.

To install permanently to
the VM hard drive open
the “Install to Hard Drive”
icon on the desktop
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VirtualBox

B

O R T T ——— =

3 My Opas Pasmerng] - Orale WM YinusBen
| Machine Yiew Devices Hep

A% applicstions  Places System @) q

= Wed Déc 5 17:22  LiveCD default user

CentOS 6

o Next

(.ComOS Installer

(&) mgrn Cw
——

Keep hitting the Next button to let the wizard
install the CentOS Linux distribution
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Install CentOS to hard drive

rem———— T |
i | - - ———

ST | e - O N TR T e,

s I . ‘

e 129
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e - e —
i 2 W Otaw Bateersgl - Ontte VM Vienualion e
A — -~ e
W% Acpiications  Places System ) &) g i Wed Dec 5, 09:36  LiveCD default user
B CentOs installer

| VirtualBox

} A "

Congransanons, your CermyS trazallatian 1S comglece:

H Piease febeot 10 use 0 installed system. Note Shat Ledates may be availabile to ensure the prope
functioning of your system and instalation of these updates |5 recommenced after the reboot '
-_—_ —e T —
i B W-Opans Famring] - Onade M Wit ]
o View et

o Acpiications  PMaces “r Q g & Wed Det 5 09:37  LiveCD default user

| Cent0S matater ;

Shutdown the system and
before starting again
remove the CD from the
drive (Settings > Storage)

s | 130
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VirtualBox

e ——— -
2 My-Opus [Rusning] - Ote Shaved Clighoard , Most Drive 'K m
i

Muchine  View | Deviem Orag ' Dvap P CemO5-63:86 64-LiveCDiro

w5 Rpplications  Placy 5F  Netwark Adapters. okl
Wl Sared Folden

Wed Dec 5, 1740 LiveCD default user

04 desatop- 5380

—_—
Browse and run installe 3  Pemcow duk from vitual drive

B Eratle Bamote Display

Lrstall Guest Adudtium

Shut down this system now?

You are currenty logged in as "LiveCD defaut user”
This system will be awtomatically shut down in 21 seconds

Hoemate Restan Cancel Shue Down

[®] aught cot

S e J
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VirtualBox

Woicomo |
License Information |
CentOS
Crm. Um |
Date and Time |

..-' - e —— _‘ —r -

: ——- |

. 1
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Voila

2 My-Opus [Rusning] - Oracle YM VirnualBioo —-— )

Muchine  Vew  Dewices  Mefp

— 'é-o
2

CentDS refease 6.3 (Final)

0 AW W @

o e J (8] Rught ot

If you like doing this you will love CIS 191! 133
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To demo your project and earn five points:

Join CCC Confer and share desktop when it is your
turn

« Remote users should dial or Skype to
888-886-3951 and use passcode: 136690

 Classroom students can use the station next
to the Polycom teleconference phone.

Five minutes max please!

136
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CCC Confer - Attending class online

i A {
X 1
1 .
| :

0 coc conier 0.k ke
L —

File Edit View Tools Window Help

w AUDIO & VIDEO

:' v PARTICIPANTS

O Benji

BIEOIE

MAIN ROOM (2)

\

- You joined the Main Room. ( 2:23PM ) -
- Rich Simms joined the Main Room, { 2:24 PM ) -

O Rich Simms
II - Moderstor
O Benii
. ou
y -
| Sl

36 /0N xE .

-/

@ Ask public or private '
“N guestions using the chat area &

- b

CIS Linux Classes

- Raise your hand, make gestures,
| use emoticons and indicate
responses using the

Slidel

S R A T R R

Instructor: Rich Simms
Dial-in: 888-450-4821

se controls

i

b of your face for 3 points extra credit
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Sharing from CCC Confer

Click Talk so we can
hear you from your
computer’'s microphone

() CCC Confer -0 - RICH SIMMS
File Edit View Tools Window Help

v AUDIO & VIDEO @ @' @ @[Load(:ontmt][llecord]‘@

New Page Clear Page Delete Page FtPage w

w PARTICIPANTS -=

i

g Rich Simms m
| Moderstor
! | B
| (0[] ¢, |
| i prey (L |
||| mam rooM (1) Q2259 ||= |

Rich Simms
. g Moderstor (You . I
I 1 |
Ll |
| N LINUZX
. I

L - You joined the Main Room. { 11:30 &M ) - @

- Your chat permission has been enabled. ( 11:30 |R|
I AM)- i | |
. l
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Elevated Privileges

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are reguired to share
applications that use elevated privileges.

Elevated privieges are acquired via Tools = Application Sharing
> Request Elevated Privileges. They can be relinguished via
Tools > Application Sharing = Yield Elevated Privileges (returning
you to standard privileges). If you are hosting an application
sharing session with standard privileges and you (or a person
remotely controling your desktop or application) perform an
action that requires elevated privileges, Vista will prompt you
for consent wia a UAC consent dialog. This will cause the
application sharing session to terminate. Also, without elevated
privileges, sharing of applications will require more host CPU
time than sharing the desktop (all of it or a region).

If you are hosting an application sharing session with elevated
privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

[] Mever show this dialog again

1"

- | oAl B
X 1
vy 4

s <
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Sharing from CCC Confer

Either share putty/terminal or entire desktop

(@ CCC Confer -0 - RICH SII
File Edit View Tools Window Help
w AUDIO & VIDEO

Select your desktop or an open application you would like to share,

ilable Sharing Selections
|l Share desktop

&) em— ) — ‘
[ Tak || vdeo [fQ |
w PARTICIPANTS -

@ Microsoft PowerPoint (powerpnt.exe) 'ds30lesson IS.W
»»»»» @ C:\Program Files (x86)\putty.exe 'rsimms@oslab: ~'
Rich Simms i

Moderstor

@-/7 Sticky Notes (stikynot.exe)

{111

FileZilla FTP Client (filezilla.exe) 'simms-teach.com - sfip://rsimms @simms-te

@ . €) CCC Confer (javaw.exe) 'CCC Confer — 0 - RICH SIMMS'
le)(2)[0) (]

MAIN ROOM (1) KQ22H%
Rich Simms

Moderator (You

w CHAT

- You joined the Main Room. { 11:30 AM ) -

- Your chat permission has been enabled, { 11:30
AM)-

140
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Sharing from CCC Confer

Click stop symbol to end sharing
A ————

",v-nnouuo - .= el S AT S

-

P ——— p——

I A &ll 9nmx°mhb- STES
ARTICID lcgin as: rsimns 3
bl i My seimnsrBoslab.cabrillo.edu's password:
' 8 Fich Simms 2 Last lcgim: Tho May 30 11:17:11 2013 from S0-0-68-177.dsl.dynamic.sanic.net
{l | {2l (')
S EACIEC J ===\
\=_7)
MAIN ROOM (1 . & = Ny s
Such Simans o Weloome to Opus
2 ; Sexving Cabrillo College

[raimms§oslad ~]%

el |Bld|rM]e
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Do Practice Test #3
Do Practice Test #3

Do Practice Test #3
Do Practice Test #3

Do Practice Test #3

Five Posts

Lab X1 (extra credit)
Lab X2 (extra credit)

143
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New commands:

tar Backup and restore files
gzip Zip and compress files
gunzip Unzip files

New Files and Directories:
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Next Class is the Final Exam (Test #3)

Test #3
Five Posts
Lab X1 (extra credit)
Lab X2 (extra credit)
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Way back in Lesson 1

The Apple iOS, internally known as Darwin,
like Mac OS X, runs on a Unix-like kernel
(Mach kernel + BSD components)

Apple iOS

Android Android smartphones use the Linux kernel
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Telephone System Terminology FYL

only

PSTN (Public Switched Telephone Network) - The global
telecommunication infrastructure.

PBX (Private Branch Exchange) - a telephone system
used by a business or organization. Each user has their own
extension. Trunk lines connect the PBX to the PSTN for

incoming and outgoing calls.

SIP (Session Initiation Protocol) - a protocol used for
voice/video sessions.

VoIP (Voice over IP) - umbrella group of technologies for
delivering voice communications and multimedia sessions.
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The Definttive Guide

J Neassell Meyeerst,
2 3 y Leyf Mocdsen &
O'REILLY Moy Vo Megaoten

FreePBX

let freedom ring

CIS 90 - Lesson 15

Open source PBX (Private Branch
Exchange) software.

Implements a complete VOIP
phone system.

Created in 1999 by Mark Spencer
of Digium.

http://www.asterisk.org/

Open-source web-based GUI
(Graphical User Interface) to
manage Asterisk.

http://www.freepbx.org/

~ A B
;. )
4
' <
! A\ :

FY I

only
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Asterisk Source Code EYT

http://downloads.asterisk. org/pub/telephony/asterlsk/ only
. . W=
M2 x (JBRic x | [G€Cat x { [0b x {'wWAst x { [Jsn x/ ®Ind x\f
€ -» C [ downloads.asterisk.org/pub/telephony/asterisk/ ) E
7 asterisk-12 8 2 tar gz asc 08-Apr-2015 13:31 1.IK = ASterISk IS llcensed
ﬁ asterisk-13-current-patch gz 08-Apr-2015 13:31 36K un der th e GN U GP L
asterisk-13-current-patch.gzasc ~ 08-Apr-2015 13:31 1.1K which means you have
] asterisk-13-current-summary html  08-Apr-2015 13:31 4.0K the freedom to down
] asterisk-13-current-summarvtxt  08-Apr-2015 13:31 39K load, VieW and modlfy
@ asterisk-13-current md> 08-Apr-2015 13:31 116 the source COde.
@ asterisk-13-current shal 08-Apr-2015 13:31 132
@ asterisk-13-current sha236 08-Apr-2015 13:31 180 1 )
[ ﬁ asterisk-13-current tar. gz ] 08-Apr-2015 13:31 30M A// the fIIeS for eaCh
[‘:J asterisk-13-current tar gz asc 08-Apr-2015 13:31 1.1IK version ha ve been
o asterisic13.2 0-patch gz 06-Feb-2015 14:40 195K tarred and compressed
asterisk-13 2 O-patch gz asc 06-Feb-2015 14:40 956 } into a single tarball.
] asterisk-13 2 0-summary html 06-Feb-2015 14:40 62K H
Y asterisk-13 2 0-summary txt 06-Feb-2015 14:40 352K 4
@ asterisk-13.2 0.md> 06-Feb-2015 14:40 116
@ asterisk-13 2 0.shal 06-Feb-2015 14:40 132 "

Obtaining the current version Asterisk source code to examine
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Asterisk app_voicemail.c source code file BYT

Y v Smmsag, et Nt IS yoy can see it was

(e ot Jewor Vew fgcoding anguege Sengr Msco Mum Bugm Wisdow 1 X

sOME s yRid MR dciay o GGEETDOE G .G e . authored by Mark

H-—vﬂ\- m-w,m: ]

[Tar B -|| Spencer and licensed

[ under the GNU GPL

1 Hars Zpencws ERIsALE: HRedian - 258 (General PUbliC License) L]

‘ ; e s e e [ CAcpgwirthormeiich Smemiapp, L - Notepads s ﬂ
Fde €8t Sewon View fncoding Languege Setings Maco fum Pugns Wisdow 1 X

| ¢ BiRound waden: the-rermn af: oM s B4 ahd2cian e o GHFENETD G R 5 @8

- i M o yocemaic | !

;

| B e

= ~ ey ‘ I’

i - o ' .—.-: = e Sl i ’. Ins-:- 033 n_ch;:_-;-_;q:::.-jc;::' axt_vm_user *vpu, conss char enepesrvord)

| S, | . :" 7 ;;:g;n::'ft_ Wolk. *nev = KULL

' ] e ‘ - : :.’;:-;::;’L',Lflao:' = | CONFIS_TLAS WITHOOMMENTS )

| ] »

€ source fie Jengthy 826330 lhnes | 10085 tnil Colil $efi0]0 ; o '::f:’::f-“""'“‘“‘~‘“““‘""“ prinaamy |
= awiteh (m;;c.::-v catizn] | R P St

It is written in the C language. | 7 e et it seert = 0
The C function shown on the J e g} . _ e
right implements voicemail user ' '" i e g S S e
password changes. | : s l

€ source e length  A2033) s | 10085 tnil Colil $efi0]0 e anst s 153
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Making your own telephone system on a budget EYT

only
Sanrsk
Uitra _
8cB gl ~p———— ey
W E wvl ‘
raspbx download ﬁ |
s (Asterisk + FreePBX) R
A Free download, SD card ~$12
m http://www.raspberry-asterisk.org/downloads/beta-image/ - ‘
[ e |
PC Soft Phone
X-Lite raspbx documentation
Free Free

http://www.counterpath.com/x-lite-download/ http://www.raspberry-asterisk.org/

Linux Computer
Raspberry Pi 2
$39.99

http://tinyonestore.com/

Android/iOS Soft Phone & SIP phones
Zlglper E % Polycom SoundPoint IP 331
ree
http://www.zoiper.com/ \‘ i&g}ggfigq?

Network Switch
RouterBoard (Mikrotik) RB260GS
$38.95 154

http://www.streakwave.com/
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VOIP Demo on RPi and Polycom SIP phones

Internet
Today’s demo shows an RPi

serving as the PBX for a

VOIP phone system ((

i

Access Point
SSID: CIS90Net

Polycom
SIP phone
Poly-02: 00:04:F2:24:78:D7

D
-

Polycom
SIP phone
Poly-01: 00:04:F2:24:29:60

Raspberry Pi 2
+ Belkin N300 Wireless USB Adapter
wlan0: EC:1A:59:D6:2C:CO0

Download RPi raspbx image from 155
http://www.raspberry-asterisk.org/
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Polycom SoundPoint IP Phones FYL

only

Q Polycom

SEPTEMBER 2013 | 3725-47083-002/A

Polycom® Voice OFFER of Source for GPL and
LGPL Software

You may have received from Polycom', certain products that contain—in part—some free software
(software licensed in a way that allows you the freedom to run, copy, distribute, change, and improve the
software).

As a part of this product, Polycom may have distributed to you hardware andfor software, or made
electronic downloads, that contain a version of alsa-ib, alsasink, alsa-utils, BlueZ, busybox-1.11.1,
DirectFB, fbset, ffmpeg, fimpegdec, glibe, glib2, gst-openmax, gstreamer, libomxil-bellagio, libstdc++
432, libusb, Libxml, Linux Kemel, module-init-tools-3.2.2, mtd-utils-1.2.0-1.fc10, omxvideodec, procps-
3.27-20fe9, SDL, tsattach-1.0, tslib, u-boot, udev-092, WebKit, wirgless-tools, wrsv-Iit, and x-loader,
which are free software programs developed by the Free Software Foundation. With your purchase of the

SI P phone products listed in Table &, Polycom has granted you a license to the above-mentioned software under the
. terms of the GNU General Public License (GPL), GNU Library General Public License (LGPLv2), or GHNU
PO|YCO m SOU n d PO' nt I P 3 3 1 Lesser General Public License (LGPL). The text of these Licenses can be found in Licenses on page 19.

For at least three years from the date of distribution of the applicable product or software, we will give to
anyone who contacts ugs at the contact information provided below, for a charge of ne more than our cost
of physically distributing, the following items:
= A copy of the complete coresponding machine-readable source code for programs listed below
that are distributed under the GNU GPL

= A copy of the comespending machine-readable source code for the libraries listed below that are
distributed under the GHU LGPL, as well as the executable object code of the Polycom work that

Is it a phone? the library links with

. The software included or distributed for the product, including any software that may be downloaded
IS It a Compu ter? electronically via the internet or otherwise (the "Software") is licensed, not sold. The customer may modify
any of the Libraries listed below licensed under the GHNU LGPL, and then re-link to produce a modified
executable containing the modified Library. Customers who choose to modify the original software
delivered by Paolycom for the product void all WARRANTY, SERVICE and SOFTWARE SUPPORT
agreements.

Table A: Pohm::-q:»rﬂ‘l Products Incorporating GPL and LGPL Software

Business Media Phones: Polycom VWX® 300, Polycom VW™ 210, Polycom vX® 400, Polycom VVX™ 410,
Palycom VWX 500, Polycom VWWx® 800, Polycom WX 1500, Polycom VVX® 1500 D

SoundStructure: Polycom Sou ndStructure™ VoIP Interface Plug-in Card
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Adding New Extension (user) on PBX B

only
http:// <ip-of-pbx-server>
&~ C | [3 raspbx/admin/config.php?display=index )
P g-pPhg
:f(’ Admin = Applications « Connectivity Reports « Settings « User Panel «
|
| fnnouncemen's  gystem Overview 2
Bulk DIDg
Bulk Bxensions — glcome to FreePBX
CalFlowEentl  omx 12.0.63 'VoIP Server
CEIEERG T nge this name in Advanced Settings) raspbx server
fasbac Sysinfo updated 42 seconds ago (AStenSk + FreePBX on Lmux)
g Conferences
Asterisk v
MysqL | DS v System Alerts
Web Serye recion & No critical issues found
Extensions
Foliow Me -
. contis notowned by asterisk | Add an Extension
File fetc/c -2"9u29% ot owned by asterisk _ _ _
Misc Appications Flease select your Device below then click Submit
File /etc/c misc Destinations 'S Not owned by asterisk
Default Al 2% 7 MO 4 ey - Device
Device | Generic CHAN SIP Device ¥
Submit
158

Add new SIP phone extension using FreePBX web page
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Adding New Extension (user) on PBX

CIS 90 VLab Assigi |

FY I

only

Abraham C. Arya-12

[Abraham N. Arya-66

Ahmiad Arya-75

Al Arya-03

Benji C. Arya-54

Benji S. Arya-02

P ot

o i raspbx server
et e (Asterisk + FreePBX on Linux)
Eddie Arya-72

Efrain Arya-38

Emilio Arya-74

Ethan Arys-21

Geoffrey j

o - Add Extension

lan

o o

bl User Extension 470
Matt

Melissa

Mike D|5play Nameﬂ Sherpa
Monte

Nick

Rick .

Roserts CID Num Alias @

e

y SIP Alias @

Tanner

Tess

[Tim Arya-23

reo st Portion of FreePBX "Add Extension" web page
£ s

TBD Arya-13

180 Arya-60

Enter User Extension and Display Name
(4xx is "4" + student CIS 90 VM pod number)

159
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Adding New Extension (user) on PBX B

only
raspbx server
(Asterisk + FreePBX on Linux)
- Device Options
This device uses CHAN_SIP technology listening on :5060
Secret @ A
DTMF Signaling ©@ RFC 2833 =
NAT Mode @ No - (no) v
Portion of FreePBX "Add Extension" web page
160

Set Secret password to use when adding handset later



CIS 90 - Lesson 15 b ‘l IW

Adding New Extension (user) on PBX B

only
raspbx server
(Asterisk + FreePBX on Linux)
- Woicemail
Status
Voicemail Password @ 12345
Require From Same Extension @ yes n
Email Addresse watshe90@opus.cis.cabrillo.edu
Pager Email Addresse watshe30@copus cis.cabrillc.edu
Email Attachment @ ﬂ no
Play CID © ves BB
Play Envelopee wes n
Delete Voicemail @ yes n
Portion of FreePBX "Add Extension" web page
161

Configure voicemail and use Opus email address
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Configure SIP "Hard" Phone as extension EY T

only

Simple Setup

| =] Language

Phone Language English (Internal) v

http:// <ip-of-sip-phone>

web Utility Language  Add

I = Time Synchronization

SNTP Server | north-america poolntporg ¥

(GMT -8:00) Pacific Tme (US & Canada v
’ - SIP Server

Address raspbx.cis.cabrilo.edu

Port 5080
[+ SIP Qutbound Proxy
=} SIP Line Identification
Display Name Rich
Address 400
SIP phone ,
is connected using standard LAN cable Authentication User ID 400
Authentication Password e+
Label

Configure SIP phone with extension number and address of PBX server 163
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Zoiper

http://www.zoiper.com/

© Add account

s My account

Lets you use your Android device as an phone extension .
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InstaII SIP
Soft Phone
on PC
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X-Lite soft phone

http://www.counterpath.com/x-lite-download/

0.3t Yeeeil

o c weoew Lt pathy oo ° i€ = N

@B CounTerPaTH [ srom ]

Ready to Download the Free X-Lite Softphone?

4 VoIP subscrigtion with & local service provider or Internet Service Provider is required

Download X-Lite 4.8.2 for Windaws
Downlosd X-Lite 4.5 for Windows X

Try X-Lite For FREE - and try our most
popular features of Bria!

DOWNLOAD

Lets you use your PC as an phone extension
167
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Configure soft phone as extension EVT

Softphone > Account Settings only

| X-Lite - Benji |

Account Voicemail Topology Presence Transport Advanced

Softphone View Contacts Help

Account name: Account 1

. ! ({— N Protocol: SIP
Available ¥ ¥ Qo

— Allow this account for
B 4\
."6-4:- [(:1 Eaaa—— . Call

. IM / Presence

User Details

* User ID: 402

* Domain: raspbx.cis.cabrillo.edu
Password: eessesss

Display name: Benji

7 8 9 | | Authorization name:

Domain Proxy

% 0 # . Register with domain and receive calls

Send outbound via:

® Domain

) Proxy Address:

to get Certified!

Dial plan: #1\a\a.T:match=1prestrip=2;

' i oo Powered by
XL' te 4NY COUNTERPATH

FreePBX Ad...

Configure soft phone with extension number and address of PBX server 168
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Configure soft phone as extension EVT

only

Softphone > Preferences > Devices > [Test Devices]

| Application Devices
! Alerts & Sounds

Devices
{ Audio Codecs M Reduce background noise Troubleshooting

Video Codecs : . . . .
1 + Devices Audio Diagnostics

3 Calls
Headset Mode Speakerphon| you are currently in: Headset mode

M Automatic gain control

] Speaker: Speakers and Head|| 1. Select the microphone you want to use: 3. Select the speakers you want to use:
Microphone: Internal Mic (IDT Hi Microphone (High Definiti... = Speakers (High Definitio... ™ -
] 2. Speak into the microphone: 4 Speakers (High Definition Audio Device)
.
_ _ Speakers (High Definition Audio Device) 2

o Your microphone works

Qf Your speakers work

169

Configure soft phone audio to use computer headset
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Troubleshooting

FY I
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How to reset used Polycom phone to factory defaults FYE

B richsimms - xV. Rich's Cabrill X | [ @S99 -Sprin x { [ CIS Lab x | A FreePBX Adr X | [} Polycom -Sc % /,"' [ Polycom VelI* x
€ - C [} voipt2.polycom.com '

I | ]|

Q Polycom | Support

Clici e ICON 0 go to Polycous Suppert pages

‘Welcome to the Polycom VoIP Phone Provisioning Server

Getting Started

This 1s a publicly accessible server intended only for use of provisioning. upgrading. or downgrading the software of Polycom IP phones with stock
Polycom software and configuration files.

Multiple 'stock’ directories exist with different versions of SIP. UC. and BootROM software. and are named according to the SIP or UC software version
contained within. These directories are completely € Stock€: no changes should be made to any configuration files within.

Each directory contamns an ABOUT TXT to indicate which SIP and BootROM software versions exist within that directory.
To Provision Your Polycom VoIP Phone:
1. From the phone's local menu mterface. press Menu = Settings =~ Advanced (default password: 456) = Administration Settings =~ Network Configuration =
Server Menu.
2. Configure your DHCP menu:
On 3.x Phones: Main Menu = Settings = Advanced = Admin Settings = Network Configuration = DHCP Menu
On 4.x/5.x phones: Main Menu = Settings = Advanced = Admun Settings = Network Configuration = Provisioning Server = DHCP Menu set the following:
Boot Server: Static
BootSrv Type: IP Address@@€@€ (Once phone is upgraded, please remove the IP address from the phone!!!)
From the Provisiomng Server menu set: €€ Server Type: HTTP
i 4. Next input Server Address as voipt2.polycom.com or IP€€ Example to load the latest SIP 4.06 = voipt2. polycom.com/406

o

a. Note voipt2.polycom.com can be entered in IP form_ enter:€p Example 140.242.64.35/406 for convenience.
Unless otherwise instructed by VoIP Support, do not change Server User or Password.
(Optional): Specify a directory for the SIP or UC software version you wish the phone to provision. as listed below.

“

IMPORTANT NOTE: Using this server to provision your phone will erase all preferences and will restore all settings to their Factory Default Values!
ALL SETTINGS WILL BE LOST!!

171
Used phones may have previous configuration on them
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How to reset used Polycom phone to factory defaults FYE

Jelh 22

only

T L T & e

I richsimms - x\rt Rich's Cabrill x | [ CiS 90 -Sprip x Y [ CIS Lab X ! *"* FreePBX Adrr % | [ Polycom -Sc X ,"" [ downloadsp: X \\ 5573

&« C [ downloads.polycom.com/voice/voip/sip_sw_releases_matrix.html d =

Polycom® UC Software Release Matrix For SoundPoint IP and i
SoundStation IP Phones

The Polycom UC Software Release Matrix For VWX Phones and SoundStructure VolP Interface Card can be found here.

Release Release IP301 1P320/330 1P321/331 IP335 IP430 IP450 IP501 IP550 IP560 IP600 IP601 IPt
Notes
211(MS View No No Yes Yes No Yes No Yes Yes No No Y
Lync Onfy)

Combined

. 4.10RevB View No No Yes Yes No Yes No Yes Yes No No Y

408RevC No No Yes Yes No Yes No Yes Yes No No Y

407 View No No Yes Yes No Yes No Yes Yes No No Y

4.0.7 Spiit No No Yes Yes No Yes No Yes Yes No No Y

172
Installing latest firmware on a Polycom phone
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FY I
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Freepbx “tampered” error fix

amportal chown
amportal a ma refreshsignatures
amportal a reload

Updates digital signatures after upgrading modules

173
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Miscellaneous

FY I

only 174
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Student Volunteer Checklist

1. Google "x-lite download" and install X-Lite for Windows on workstation (including C++ libraries)

http://www.counterpath.com/x-lite-download/

Download X-Lite 4.8.2 For Windows

Try o Lite Tow PSR . end Lry sur memt

¥
n Hopha Foatares of e
(

o= 7 o e

2. Plugin in Plantronics headset and configure X-Lite audio speakers
Softphone > Preferences > Devices > [Test Devices]

Troubleshooting

Preferences

Application q . i N .

Alorte & Sounds Devices + Devices | /\ Audio Diagnostics
- . Automatic gain control

Devices You are currently in: Headset mode

Audio Codecs M Reduce background noise

o ot  TestCamera.

Calls I
Headset Mode Speakerphone Mode Other Devices

Speaker: Speakers and Headphone... ™

Microphone: Internal Mic (IDT High Def.. =

1. Select the microphone you want to use:
Microphone (High Definiti... =

2. Speak into the microphone:

‘ «# Your microphone works

3. Select the speakers you want to use:

Speakers (High Definitio... ™ -

Speakers (High Definition Audio Device)
L 4
Speakers (High Definition Audio Device) 2

‘J Your speakers work

175
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Classroom Testing Checklist EYT

Install X-Lite on instructor station only
Connect Poly-01 and Poly-02 to classroom LAN
Find IP address of raspbx, poly-01 and poly-02
a) raspbx =172.30.1.34
b) poly-01 = 172.30.1.36
c) poly-02 =172.30.1.37
Delete all current extensions on PBX
Add Rich as x400 for Poly-01 hard phone
Add Benji as x412 for Poly-02 hard phone
Add Smartphone as x402 for Zoiper soft phone
Test x400 <-> x412 <-> 402
a) Voice session
b) Voicemail
9. Test voice mail. From phone dial own extension and hit * to enter voice mail. Check for email on
each recorded message.

whn e

XN B

NoPar#show ip dhcp binding

ip dhcp pool raspbx-828-wifi
host 172.30.1.34 255.255.255.0

client-identifier Olec.lab59.d62c.c0 PO'Y'O].: 00:04:F2:24:29:60

; dhen o0l oolv_ol Poly-02: 00:04:F2:24:78:D7

Doat 175 301 36 255 255 255 0 Raspbx-828 eth0: B8:27:EB:78:79:7D
hardware-address 0004.£224.2960 Raspbx—828—wiﬁ wlan0: EC:1A:59:D6:2C:CO
D D B POy s 2550 Volumio eth0: b8:27:eb:cf:c4:7e
hardware-address 0004.£224.78d7 Volumio wlan0: 40:a5:ef:09:ae:53

1
ip dhcp pool wvolumio
host 172.30.1.38 255.255.255.0 176
hardware-address 40a5.ef09.ae53

hardware-address b827.ebcf.c47e (ethO0)
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MACs and IPs Y I

only

Poly-01: 00:04:F2:24:29:60

Poly-02: 00:04:F2:24:78:D7

Raspbx-828 eth0: B8:27:EB:78:79:7D
Raspbx-828-wifi wlan0: EC:1A:59:D6:2C:CO

Volumio ethO: b8:27:eb:cf:c4:7e
Volumio wlan0: 40:a5:ef:09:ae:53

NoPar#sh ip dhcp binding
Bindings from all pools not associated with VREF':
IP address Client-ID/ Lease expiration Type
Hardware address/
User name
172.20.4.150 0100.5056.65c0.b3 May 10 2015 07:30 PM Automatic
172.20.9.247 01f0.4da2.4091.81 May 10 2015 07:52 PM Automatic
172.30.1.31 b827.ebb7.b399 Infinite Manual
raspbx | 172.30.1.32 01b8.27eb.7879.7d Infinite Manual
172.30.1.164 01b8.ca3a.83e2.e0 May 10 2015 07:15 PM Automatic
poly-01 | 172.30.1.166 0004.£224.2960 May 10 2015 07:22 PM Automatic
172.30.1.167 0110.1f74.6b62.cc May 10 2015 08:44 PM Automatic
172.30.1.168 01£0.4da2.4091.7d May 10 2015 07:52 PM Automatic
pOU“OZ 172.30.1.169 0004.£224.78d7 May 10 2015 08:56 PM Automatic
172.30.1.170 01b8.ca3a.83df.2d May 10 2015 08:56 PM Automatic
172.30.1.190 b8ca.3a9%92.e0fd May 10 2015 08:18 PM Automatic
172.30.1.193 0lb8.ca3a.7cc8.8a May 10 2015 07:46 PM Automatic
172.30.2.212 01£0.4da2.4091.7f May 10 2015 07:52 PM Automatic
NoPar#

To clear an IP address if reservation fails:
clear ip dhcp binding 172.30.1.165 177
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PBX command line

root@raspbx:~# asterisk -r
Asterisk 11.17.0, Copyright (C) 1999 - 2013 Digium, Inc. and others.
Created by Mark Spencer <markster@digium.com>

Asterisk comes with ABSOLUTELY NO WARRANTY; type 'core show warranty' for details.

This is free software, with components licensed under the GNU General Public
License version 2 and other licenses; you are welcome to redistribute it under
certain conditions. Type 'core show license' for details.

Connected to Asterisk 11.17.0 currently running on raspbx (pid = 4063)
raspbx*CLI> sip show users

Username Secret Accountcode Def.Context ACL
Forcerport

400 Cabrillo from-internal Yes
402 Cabrillo from-internal Yes
407 Cabrillo from-internal Yes
446 Cabrillo from-internal Yes
raspbx*CLI>

raspbx*CLI> exit
Asterisk cleanly ending (0).
Executing last minute cleanups

Show configured user extensions

No
No
No
No

178




root@raspbx:~#

Please wait...

CIS 90 - Lesson 15

PBX command line

amportal stop

STOPPING ASTERISK
Waiting for Asterisk to Stop Gracefully...

Asterisk Stopped

root@raspbx:~#

Gracefully shutting down asterisk

FY I

only
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