CIS 90 - Lesson 7

Lesson Module Checklist

Slides
Converted WB

Flash cards

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Lock turnin directory at midnight
Lab 6 updated and tested
Put uhistory in /home/rsimms/uhistory

9V backup battery for microphone
Backup slides, CCC info, handouts on flash drive
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Shell
commands .
Permissions Secure logins
Navigate
Welcome to CIS 90
Scheduling : Files and
S Introd uct_lon to directories
UNIX/Linux
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes
Student Learner Outcomes
1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.
2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.
3. With the aid of online manual pages, execute UNIX system commands 2

from either a keyboard or a shell script using correct command syntax.
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Introductions and Credits

Jim Griffin

* Created this Linux course

» Created Opus and the CIS VLab

« Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

e HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First
Minute quizzes, the online forum, and the point grading

system (http://teacherjohn.com/) 3
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Student checklist
(How to attend from home or in the classroom)

1) Browse to the CIS 90 website Calendar page
http://simms-teach.com

Click CIS 90 link on left panel

Click Calendar link near top of content area
Locate today's lesson on the Calendar

2) Download the presentation slides for today's lesson
for easier viewing

3) Click Enter virtual classroom to join CCC Confer
session

4) Connect to Opus using Putty or ssh command
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T
Student checklist

(How to layout your screen when attending class)

CCC Confer Downloaded PDF of Lesson Slides

@ Blackboard Cc x Y E Google %) & Rich's Cabrillo x \@&simms-
€« c

1 simms-teach.com/cis90calenda

Gt Gte oo iessons B HRERY

ol I The CIS 90 System Playground

© CCC Confer 2RICH SIMMS VIRTUAL CLASSROOM .
File Edit View Tools Window Help

~ AUDIO & VIDEO

Rich's Caby
CIS 90 Calend|

Graphics and Command Line

CIS 90 (Spring
Course Home G4 2 1 CIS 90 - Lesson 1

Lesson Date]

Class Activity - Where are you now?

CI5 90 - = +
Previous Classes e
Previous Classes [ Talk | [ video | SQ

| Google  cummcamn somom s cr =5

~ PARTICIPANTS

B

Ky

O  Benii Simms
-

e
cibxx\;ocu\\ege BIRRE E
) /
MAIN ROOM (2] m) 7 Edu's password:
S Rich-simms 2 || f4:21 2015 from c-71-204-162-14
1 1/28 D
® Benji Simms. L7
@ L A ()
€15 90 viab vM = — i =3 3

Assignments

N o 2 ledu's password:
17:10 2015 from c-71-204-162-141.h

RIP Dennis Ritchie e

i

Opus Status: UP S Srae 248pM * = N ¢ i v
Where is a good place to get 25 8 Nf==N\//

a used version of the - -

optional textbooks? A=/

4 cis90lesso...pdf R 2N - - = - e Welcome to Opus
Amazon has some good rving Cabrillo College
prices right now

« L

One or more login
sessions to Opus

CIS 90 website
Calendar page
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Student checklist
(To share your desktop with the class)

1) Instructor gives you sharing privileges

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help Hevated privieae T~ =

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

 AUDIO & VIDEO

Select your desktop or an open application you would like to share.

Start 5 h ar‘ing Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application 5 127€ desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) CI i Ck Ove rl a p p i n g re Cta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W Microsoft Word (winword.exe) 'Virtual dassroom (Jocked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.pphbx - Mic

application sharing session to terminate. Also, without elevated

ico n . If W h ite n Sta rt S h a ri n g " privileges, sharing of applications will require more host CPU

time than sharing the desktop (all of it or a region).

teXt i S p rese n t th e n Cl ic k it a S If you are hosting an application sharing session with elevated g C:\Program Files (x86)\putty.exe 'simben30@oslab:~"

privileges and you perform an action that requires elevated

privileges, Vista will not prompt you for consent. Instead, the
We I I . action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

b

Cancel Share

3) Click OK button. «

4) Select "Share desktop”
and click Share button.
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Instructor: Rich Simms
Dial-in: 888-886-3951
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y current photo of your face for 3 points extra credit
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[ ] Preload White Board

(1) CCC Confer - 0 - RICH SIMMS l ™

3 B ( ;\li Edit View Tools Window Help'—
@ [ Load Content ] | Remrd | ?9 ‘I‘ » AUDIO & VIDEO 4 = lm| H m

Audio Setup Wizard...

Microphone Settings...
Speaker Settings...

n
Maximum Simultaneous Talkers... !
Adjust Microphane Level Up
Adjust Microphane Level Down

[ ] Connect session to Teleconference =

[ Tak || widea [ S| AdjustSpeaker Level Down

Configure Telephane Conference...

]
b
]
L~ = 1 .9 X3 M ~ PARTICIPANTS |
ﬁ =) ¥) (" Connect Session To Teleconference.. IS

& mhom

MAIN ROGM (2)

tO te/econference Moderator [YDIJ} S ooy o Make Video Follow Moderator Focus g
—\> % Teleconference _{J P = — = © V| Make Video Follow Speaker . B
Dl | & oo Send Camera Snapshot To Whiteboard

[ ] Is recording on?

@ [ Load Content ] [ Recording (@) 1 @
X
telephone handset

Red dot means recording_)
icon and the

[ ] Use teleconferencing, not mic e - Teleconferencing ...

U

I Talk Video message displayed
Should be greyed out ————— [ | TMFLLWM I E=Y

Maximum Simultaneous Cameras...

v AUDIO & VIDEO 2% =

9

Should show as
this live "off hook"

10
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cce(E) Confer Rich's CCC Confer checklist - app layout §€§§/§3

= | @ B T 2 - D lci I =] | 33
&3 cis90lesson07.pdf * - Foxit Reader y V 4 ( v v Vv Y v v ¥ X
(Y 4 \ < \E vl . Ne i s () = e @ ‘ \
v | ¢ Fle Edt Vew Toos C Forms SharePoint  Helh 8 & = ~ a8 ORI - A
syl : — i — N = G C' | [1 simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf =
- wHEB g B F -
[ -
o» P Y Part 1 - Flashcards questions (1 point each)
- = =
® CCC Confer-0-RIC.. [ B[] || 9 =
: [Q1] What command shows the other users logged in to the computer?
File Edit View Tools Window Help = 2
2 = | [A1]
w AUDIO & VIDEO D @ = =j 0 0 (€
e
/ [Q2] What environment variable is used by the shell to\determine which directories to
search when locating a command?
“ boot bin c sbin [A2] \
: simben90
{ ‘—A) mail i slab.cabrillo.edu's password:
w PARTICIPANTS -= jed
E simbeng0@os =
(O Rich Simms £@ % # Current directory Last login:
g File Edit View Inventory Administration Plugdins W
o d.com
i A —:soiirce
pmmmmm——— N s %
MAIN ROOM (3) S0y - | SRR 1 destination
. B [ vCenter
O Rich Simms FO] = [y c1sviab _ .
8 oo (vou Welcome to Op| B OS2 ok
2 : B [ Pod 01 L
Tele fel ¢ SeNying Cabrillo ( ~ Clear
. & cecomerEn What command copies th @ pot-any h li e
S == Terminal type? [xterm] i vsp ere C Ient @ rﬂ
g = Terminal type is xterm %ﬁ::“"as e ey [
v CHAT = /home/cis90/simben § [| (D : LI—I
AM) - - Recent Tasks Name, Target or Status contains: = [ C X
- Telaconference joined the Main Room. { ==
GisLAM) - o Name: | Target | Status | Details | nitiated by
Rl | ol
[79 Tasks @ Mlarms | |License Period: 331 days remaining [CISLABrsimms
o ;
> et R . N\ r
Wi O i i o 6:52 AM
@ g D : = = R o 07202 i

[ 1 layout and share apps | () 1
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Rich's CCC Confer checklist - video s
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-
{i) CCC Confer— 0 - RICH SIMMS

File Edit View [Tocrls

| Window Help

* AUDIO &

Application Sharing
Audic

Breakout Rooms
Chat

Graphing Calculator

In-5ession Invite

4 Mew Page Delete Page

Interaction L .
Moderator ¢ [ ] Vldeo (Webcam)
) — Polling v
ntiy)  Prone ' [ ] Make Video Follow Moderator Focus
ecorder
¥ PARTICIPA Session Plan r
Rich Sin| Telephony »
e Tirmer »
E Video ' Camera Settings...
Whiteboard ! Maximum Simultaneous Cameras...
MATN ROOM (1} T = = i =

Rich Simms

Moderator (You)

03

v Make Video Follow Moderator Focus
Make Video Follow Speaker

Send Camera Snapshot To Whiteboard

17—
12
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P

= - - X /<\
Lee(E)bonter . Rich's CCC Confer checklist - EImo Qoﬁg%
v\‘ @
r =]

Image Mate e The "rotate image"”
button is necessary

. . . . . if you use both the

e el ond e
‘ e white board.

Elmo rotated down to view side table

LIVE image - Image Mate

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Rotate
image
button

Recording setting
Video quality

© High @ Middie O Low QUite interesting
| - that they consider
e | you to be an

Expert mode 5

"expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate - (B3] [ 3¢

TeecHma W
Rotate
image
button

P T=" 13
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Control Panel (small icons)

Rich's CCC Confer checklist - universal fix Qéigfo

Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime

General Tab > Settings... 500MB cache size Delete these
VTE'"PUWYY Files Settings. u‘ F Delete Files and Applications u‘

el

r
] Java Control Panel

- -

() [ 5 ContrtPanel » A4 Conr Panaiems

| Adistyour computers seings

General | Java | Security | Advanced

sh & A
About "1, Delete the following files?
Locatin Loy

View version information about Java Control Panel,
Select the location where temporary fles are kept:

Netmork Sett s\Rich Simms\AppData\Localow\Sun\Java\Deployment cache Change... =
etwork Settings
| .
/| Cached Applications and Applets

Network settings are used when making Intemet connections, By default, Java wil I Diskspace
|| use the network settings in your web browser. Only advanced users should modify || | . Installed Applications and Applets

these settings. Select the compression level for JAR files: [None = b O

Netwark Settings... Ml Set the amount of disk space for storing temporary files: |

|| Temporary Intemet Files fl U 00~ M8

Fies you use in Java applications are stored in a spedial folder for quick execution
later. Only advanced users should delete files or modify these settings.

Delete Files... ] [ Restore Defaults

Free Java Download

Download Java for your desktop computer now!
Ak suvs Dowwriosds ot todoteit$

y0u wantto downioad
Java for another computer Free Java Download

orOper tem, click

Whatls Jaia? » Dolhae Java? » b

Why download Java?

Javatechnology allows y0uto wark and play in 3 Secure computing emvironment

4243 allows 10u 10 play online Games, cht with peopla around the wortd, calcutate
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Quiz

Please answer these questions in the order
shown:

See electronic white board

email answers to: risimmsdcabrillo.edu

(answers must be emailed within the first few minutes of class for credit)
15
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File Permissions

Objectives

« Be able to reassign user and group ¢ Quiz
file ownerships Questions
 Identify permissions for ordinary _
« Review test results

and directory files
« Use chmod to set and change file Housekeeping

permissions o « File permissions RWX
« Define the default permissions for

new files

* New file owner & group

« Numerical and mnemonic formats
« Configuring permissions

« POLP and the Hidden treasure

« Permissions and removing files

» Permissions and directories

« Wrap up

16
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Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

18
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Questions

19
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X2
2
_ 20 2 @U@®©
Lesson material? eoilo
®@® @@@
o 1 s

Labs? Tests?

Who questions much, shall learn
much, and retain much.
- Francis Bacon

How this course works?

If you don't ask, you don't get.
- Mahatma Gandhi

] ﬂ'l_’.FnE]_ﬂEFnE]EE ﬁﬁﬁi%ﬂﬁl@% ﬂ'l_’.;FFnﬁ_ﬂﬂFnﬁEEﬂb%ZEE_ﬂE
Chinese | {&@ski&E,

Proverb He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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Test 1
Post Mortem
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Test 1 — Results

a0 N :
> N »
‘B L]
! ey

Missed Q28 = 19 Missed Q3 = 9 _
Missed Q4 = 16 Missed Q26 = 9 Extra Credit
Missed Q25 = 16 Missed Q23 = 9 Missed Q31 = 21
Missed Q12 = 15 Missed Q22 = 9 Missed Q32 = 16
Missed Q30 = 14 Missed Q29 = 8 Missed Q33 = 19
Missed Q16 = 14 Missed Q19 = 7
Missed Q6 = 13 Missed Q9 = 6
Missed Q20 = 13 Missed Q8 = 6 P
Missed Q11 = 13 Missed Q17 = 6 «_ / ™ f&;@
Missed Q27 = 12 Missed Q15 =5
Missed Q24 = 12 Missed Q5 = 4
Missed Q2 = 12 Missed Q21 = 4
Missed Q13 = 11 Missed Q14 = 4
Missed Q10 = 10 Missed Q18 = 3
Missed Q7 = 9 Missed Q1 = 3
22 tests @ 4 tests not @
submitted submitted

22

See test01.graded in your home directory for correct answers
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Q17) On sun-hwa-vii, there is a file named passwd which resides in the /etc
directory. Cat this file and look at it. Both the file and this question should ring
a bell. What is the ABSOLUTE pathname of this file?

Correct answer: /etc/passwd

http://kids.britannica.com/comptons/art-
55428/General-George-Washington-and-his-
staff-welcoming-a-provision-train

3 e CIS 90 - Lesson 4 b 4 N l I Iw
est. 1959~y =

Heads up on a future test question

Question: What is the absolute pathname of /etc/passwd?

Answer: /etc/passwd

What is the color of Washington's white horse?

19

: .
= ol ,

http://www.sodahead.com/united- http://www.mountvernon.org/content/revol
states/what-color-was-george-washingtons- utionary-war-princeton-white-horse

white-horse/question-636725/ S/ide fFOm LeSSOn 4

23
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More questions?

On any part of Test 1 or lab 5?

Ask them now as the most missed
questions could appear on the next test!

Chinese
Proverb

ﬂi’. FI:IE] _ﬂﬁl Fl:lE]I?:E iﬁﬁ%ﬂﬂ 1%% ﬂi’.;F FI:IE] _ﬂﬁl FDIE]EE% %%‘E_ﬂﬁl
BNk,

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

24
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Want some help working the labs?

P - B¢ |@rich's cabriio ... x| | s

.
e@ \; http://simms-teach.com/
T

Rich's Cabrillo College CIS Classes

Home Page

[

If you would like some additional
come over to the CIS Lab. There are
student lab assistants and
instructors there to help you.

Nick, Sean, and Geoff are
CIS 90 Alumni.

Tess and Mike F. are in our
class!

Michael M. is the other
Linux instructor.

I'm in there Wednesdays
3:00-5:30pm.

v

CIS Lab & Datacenter

Aptos Campus

|__Home | Resources | NETLAB

Announcements
We've moved to the newly refurbished Building 800.
Use the entrance to the MESA STEM Center on the second floor.
Come by and chesk it out!
CIS Lab - Room 830
[Tosey) M IEI Feb 8 14,2015 ~ GPrint Week Month Agenda (=]
Sun 28 Mon 2/8 Tue 210 Wed 211 Thu 212 Fri2n3 Sat 214

WAL S WaC s,

25
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CIS 90 Tutoring Available

http://www.cabrillo.edu/services/tutorials/

s \jWww.(abrillo.edu/serv'\ces/tutor'\a\s/‘ Qe =

-
M Campus Life Learning Resources Student Services Directories A-Z _
Breakthroughs happen here.’>

ABOUT ~ACADEMICS/CAREERS ADMISSIONS ~CLASS SCHEDULES ~REGISTRATION ~WEBADVISOR

TUTORIALS ANNOUNCEMENTS & DEADLINES

New subjects for Spring 2014:
American Sign Language

Computer Applications/Business Technology
(CABT)

Computer and Information Systems (CIS)

History 17A

Geoffrey Montague

Welcome to the Tutorials Center!
CONTACT INFORMATION

We offer FREE peer tutoring to Cabrillo students
whao are enrolled in the course/s for which they

need help. Tutorials Center

ocaton o 050 Lo All students interested in tutoring need to

_ _ / come directly to the Tutorials Center to
waweecocofl | sChedule, register and fill out some

+ Tutoring sessions are scheduled in small groups. Sessions last 1-2 hours Coordinator Lori Chavez

depending on the class. Occasionally, sessions may be one to one but that is not paperwo rk. Thi s is J ust a one-time visit.

guaranteed. Phone 831.479.6126
+ Come directly to the TC office to schedule (second floor of library).

+ Tutoring is by appointment. The days and
times of tutoring sessions are established by the ¢
office.

Email lochavez@cabrillo.edu

The following classes are being tutored for Spring 2014: Hours ;A::#sxp;;hmdw ! The tuto r| n g W| | I ta ke p I a Ce at the STE M

@ Accounting 1A, 1B, 6, 54A, 1514, 159, 163 Friday: 9am - 1pm

American Sign Language (ASL) 1, 2 Ce nte r-

[ - maP DIRECTIONS, & PARKING

]
© Biology 4, 5, 6
]

§7] v DEPARTMENT STAFF &
Computer Applications/Business Technology (CABT) 31, 38, 41, 101, - FACULTY DIRECTORY

157, 160

[ @ Computer and Information Systems (CIS) 81, 90, 172 ]

°

Chemistry 1A, 1B, 2, 30A, 308, 32

“ meeting (2)jnlp § e €is90lab01.pdf " =l RobertLle..JpG | *J Credit-Re..PDF ¥ Show all downloads... *

26



o Co\Xeg CIS 90 - Lesson 7 » . F@ l ' IW

Managind
Files
(review)
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ﬁ Tools to manage files:

touch to make a file (or update the timestamp)
mkdir to make a directory

Ccp to copy a file

myv to mv or rename a file

rmdir to remove a directory

m to remove a file
In to create a link
tree to visual list a directory

Redirecting stdout:

> filename redirecting stdout to create/empty a file

28
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Common mistakes on Lab 5

1) Not using a relative or absolute pathname as
an argument on the myv, cp touch, rm, mkdir, rmdir

etc. commands
The ESP method of specifying a file or

directory does not work!

2) Not distinguishing system directories like /bin and
/etc from local directories with the same names.

A pathname that starts with a / is absolute and
starts from the top of the UNIX file tree not your
home directory!

3) Not using . to refer to the current working

director
y Short and sweet!

29
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Copying Files
more practice &
review
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Practice Tasks
For use on Opus

Task la: Create a new directory named birds in your home directory. In
that new directory create a sub-directory named Antarctica. Copy the
penguin file from the /home/cis90/depot directory to the new Antarctica
directory. View the last line of the penguin file. Recursively remove the
birds directory when finished.

/home/cis90/simben
/home/cis90/simben
/home/cis90/simben
/home/cis90/simben
and envy your plumed
/home/cis90/simben S
/home/cis90/simben $

Uy Uy U Ur

cd

mkdir -p birds/Antarctica

cp ../depot/penguin birds/Antarctica/
tail -nl birds/Antarctica/penguin
pride.

rm -rf birds/

Performing the Task 1 copy from the home directory using relative pathnames.

31
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Practice Tasks @

For use on Opus

Task 1b: Create a new directory named birds in your home directory. In that
new directory create a sub-directory named Antarctica. Copy the penguin file
from the /home/cis90/depot directory to the new Antarctica directory. View the
last line of the penguin file. Recursively remove the birds directory when finished.

/home/cis90/simben $ cd

/home/cis90/simben $ mkdir birds

/home/cis90/simben $ cd birds

/home/cis90/simben/birds $ mkdir Antarctica
/home/cis90/simben/birds $ cd Antarctica
/home/cis90/simben/birds/Antarctica $ cp /home/cis90/depot/penguin .
/home/cis90/simben/birds/Antarctica $ tail -nl penguin
and envy your plumed pride.
/home/cis90/simben/birds/Antarctica $ cd
/home/cis90/simben $ rm -rf /home/cis90/simben/birds/
/home/cis90/simben $

Performing the Task 1 copy from the new birds/Antarctica directory

using an absolute pathname and the . directory. 2
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Practice Tasks
For use on Opus

Task 1c: Create a new directory named birds in your home directory. In
that new directory create a sub-directory named Antarctica. Copy the
penguin file from the /home/cis90/depot directory to the new Antarctica
directory. View the last line of the penguin file. Recursively remove the birds
directory when finished.

/home/cis90/depot
/home/cis90/depot
penguin

/home/cis90/depot
/home/cis90/depot
/home/cis90/depot

S
S

S
S
S

cd /home/cis90/depot/
ls penguin

mkdir -p ~/birds/Antarctica
cp penguin ~/birds/Antarctica/
tail -nl ~/birds/Antarctica/penguin

and envy your plumed pride.
/home/cis90/depot $ rm -rf ~/birds

/home/cis90/depot

$

Performing the Task 1 copy from the depot directory using a relative

pathname and the ~ directory.

33
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Practice Tasks
For use on Opus

Task 1d: Create a new directory named birds in your home directory. In that
new directory create a sub-directory named Antarctica. Copy the penguin file

from the /home/cis90/depot directory to the new Antarctica directory. View the
last line of the penguin file. Recursively remove the birds directory when finished.

/home/cis90/depot
/home/cis90/depot
penguin

/home/cis90/depot
/home/cis90/depot
/home/cis90/depot

S
S

S
S
S

cd /home/cis90/depot/
1ls penguin

mkdir -p ../simben/birds/Antarctica
cp penguin ../simben/birds/Antarctica/
tail -nl /home/cis90/simben/birds/Antarctica/penguin

and envy your plumed pride.
/home/cis90/depot $ rm -rf /home/cis90/simben/birds/

/home/cis90/depot

S

Performing the Task 1 copy from the depot directory using two relative

pathnames.

34
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Housekeeping
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1) Lab 5 is due tonight at 11:59PM.

2) A check5 script is available (see forum).

3) Don't forget to use the submit command to
submit your Lab 5 work for grading.

4) Finished Lab 5 already? Please monitor the
forum and help anyone with questions.

5) Next week five forum posts are due!

41
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Perkins/VTEA Survey

Carl D. Perkins Vocational and Technical Education Act ThIS is an important
POSTREPLY i | @ Search this topic... 2 posts » Page 1 of 1 source Of funding fOr
Carl D. Perkins Vocational and Technical Education Act CabrI//O CO//ege.

[by Rich Simms = Wed Sep 24, 2014 7:24 am

The Carl D. Perkins Yocational and Technical Education Act was originally authorized by Congress
in 1984. It was reauthorized in 1998 and again in 2006. This act provides federal funding for

improving career technical education (CTE) within the United States in order to help the Tl Send me an emai/

economy.

Posts: .1401 ) - I d
For Cabrillo College to receive a portion of this funding students in technical classes must fill out ;%ned. st s s s Sta tlng you Comp ete

a survey. The more surveys completed the more funds the college will receive. The survey only h H f h
needs to be completed once per term by each student. e t IS Survey Or t ree
- -
points extra credit!

This survey can be completed online using web advisor:

Log on to WEBADVISOR at https://wave.cabrillo.edu

Select “STUDENTS: Click Here” (navy blue bar) (e Ven If yOU ﬁl/ed OUt
» Under “Academic Profile” Click on “Student Update Form” .
« Use drop down list under “Select the earliest term for which you are registered™ and click on the Survey In anoth er

the current term.

* Select “SUBMIT” C/aSS)

Scroll down to the “Career Technical Information”

« Answer questions by clicking on the circle to the left of your “Yes” or “No™ answers S:L?i:!::,’;"m:;?,ﬂ:;‘::swm help qualify Cabrillo College for Perkins/VTEA grant funds
* You can get details about a question by clicking on blue underlined phrase Are you currently receiving benefits from:

« After answering all questions Select “SUBMIT"” TANFICALNORIS
SSI (Supplemental Security Income)
Then “LOG OUT”

GA (General Assistance)

Does your income qualify you for a fee waiver?

Thank you for taking a few minutes to help Cabrillo College C5/CIS programs!

Are you a single parent with custody of one or more minor children?

- Rich

Are you a displaced attending Gabrillo to develop job skills?

Have you moved in the preceding 36 months to obtain, or to accompany parents or spouses fo obtain,
temporary or seasonal employment in agricuture, dairy, or fishing?

http://oslab.cis.cabrillo.edu/forum/viewtopic.php?f=101&t=3191 1
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Monitoring your grades

Points that could have been earned:
4 quizzes: 12 points
4 |abs: 120 points
1 test: 30 points
1 forum quarter: 20 points
Total: 182 points
The CIS 90 website Or on Opus

checkgrades codename
(where codename is your LOR codename)

Send me your e g
% survey to get your SRR é‘* L
4 LOR code name. S -- '{i e
}i ‘ ,:-: Y ; v \ { LS i
4 bl O el |

in | {urm\ VA N

yeorg

S o oo Vs SR

S B e

http://S|mms-teach.com/cis90grades.php The checkgrades script was written by

Jessie a past CIS 90 Alumnus

Percentage | Total Points |Letter Grade|Pass/Mo Pass

80% or higher|504 or higher A Pass

80% to 89.9%/| 448 to 503 B Pass

70% to 79.9%)| 392 to 447 C Pass At the end of the term I'll add up all

60% to 69.9%| 336 to 391 D No pass your points and assign you a grade

0% to 59.9% | 0 to 335 F No pass using this table 44
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Spring 2015 CyberSession Online Classes

Need units?

Register Now »

http://www.cabrillo.edu/services/disted/online.html

45
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Permissions

R=Read
W=Write
X=EXxecute
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File Permissions

File permissions are used to control access to files and
directories

There are three basic permissions: read, write and execute

Which can be applied to:

1) a user - the owner of the file

2) a group of users
3) others - everyone else

47



Use a long listing to see file
permissions, user and group information

CIS 90 - Lesson 7

!
? Il IL"IIIHW

B ot —— ==~

Shome/ciss0,/simben % 15 -1

total 472
—IW-IW-L——.
—-IrW-r——r——.

drwzr-xr-x=.
drwxrwxr-x.

o [ —
S
S
S
—IW-I——TL——
—TW-L——L——
—-IWAL-XI-X
—IW-ITW—I——

—IW—ILW—ILC——.

Shome/ciss0,/zimben % I

N

1
1

2imbenS0
rsimms

2imbeni90
2imbenS0
2imbenS0
2imbeni90
2imbenS0
2imbeniS0
2imbeni90
2imbeni90
2imbenS0
2imbenS0
2imbeni90
2imbenS0
2imbeniS0
2imbeni90
2imbenS0
2imbenS0
2imbenS0
2imbeni90

Use the - (little letter |) option to get a long listing

| S
ci=%0 4008
ci=80 10576
ci=a0 4096
ci=20 4094
ci=a0 1594
ci=a0 4096
ci=90 4095
ci=g0 40598
ci=g0 4096
staff 2780
staff 1312
staff 814
ci=a90 10549
ci=90 208
ci=80 375252
ci=a0 3766
ci=90 4095
ci=%0 4096
staff 5899
ci=g90 17341

Sep
Anag
Cct
Cct
Sep
Oct
Cct
Cct
Feb
Sep
Sep
Sep
Oct
Cct
Cct
Sep
Cct
Cct
Cct
Sep

11
1
5
&

20

o = nonoin

13
27

n

12

n

15

22
1&8:
10:
10:
06:
10:
10:
10:

23
49
25
21
23
25
30
41

2002

13:
12:
13:
14:
10:
14:
18:
10:
10:
11:
19:

47
27
08
41
45
05
23
30
)
04
31

archives
bigfile

bin

class
dead.lecter
docs

edits

etc

Hidden
lab0l.graded
lab02.graded
labh04.graded
letter

log

mbox

misc

poems
testll.graded
uhi=story

1 [

Use long listings to

view file permissions
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The permissions

total 472
TW—TW—T—-
IW—IT——I—-
rwxr—xr—j

I'W—TW—IC—
rwxr—xr—j

—IW-I-

archives
bigfile

bin

class
dead.letter
docs

edits

etc

Hidden
lab0l.graded
lab02 .graded
lab04.graded
letcter

log

mbox

misc

poems
te=zt0l.graded
uhistory

/home/ciz90/zimben §

F — ~—— —— —
B e ot ——————— "=

lfhnmefcisﬁﬂfsimben £ 1=z -1

-

Columns 2-10 of a long listing show the permissions

r (read), w (write), x (execute) or = (no permission)
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The user that owns a file

- = — — — ——
P simber 0 ———— =

l/home/ci=90/simben & 1= -1 -
total 472 |

(=imbenS0) archives

rsimms bigfile

2imbeni90 bin

2imbenS0 class

2imbenS0 dead.lecter

2imbeni90 docs

2imbenS0 edits

2imbeniS0 etc

2imbeni90 Hidden

2imbeni90 lab0l.graded

2imbenS0 lab02.graded

2imbenS0 labh04.graded

2imbeni90 letter

2imbenS0 log

2imbeniS0

2imbeni90 mbox

2imbenS0 misc

2imbenS0 poemns

2imbenS0 testll.graded

simben30 uhistory [j
fhumefcisﬁﬂfs;EEEﬁ_ﬁ_I‘ -

This column shows the username that owns the file
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The group a file belongs to

- — — - — ——
I simbenS0ont e ————————— 1
l/home/ci=90/simben & 1= -1 -
total 472 |
cisg0 archives
cisg0 bigfile
ci=9%0 bin
ci=g0 class
cisg0 dead.lecter
ci=9%0 docs
ci=S0 edits
ci=sg0 etc
cisso Hidden |
astaff 1lab0l.graded ]
staff lab02.graded
staff labh04.graded
ci=9%0 letter
ci=S0 log
ci=sg0
ci=9%0 mbox
ci=S0 misc
cisg0 poemns
staff testll.graded
\cis890) 173471 Sep 19 15:371 uhistory [j
Jfhome/ci=20/simben & I -

This column shows the group each file belong to 51
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The file permissions are broken down into permissions
for the user, the group and others

2 s'mbeﬂﬂ@ﬂﬂﬂ_u—lg
fl/home/ci=90/simben £ 1= -1
total 472
IW—IwW—Ir——. lrchlves
IWEr-Xr—-x bin
LWEIWELD—X
P e e user
TWATWEI-X (Owner) group others
IAXIWET—X
IWETWET—X rFrliwll|- r - - r - -
————————— I
= T U O T O O T O O |
o 2 ¥ o 2 ¥ o 2 ¥
L= QO = 3 QO = 3 QO = S
— =sg Ss5§ =58
TW-r--r-- X X X
IW-Ir——Ir—-— v v v
e The permissions on bidfile:
PWET—XT—X The user rsimms has read and write permission
IWKr-XT-X The group cis90 has read permission
TommTTTTo All others have read permission i
TW-IrW-r—-— (
Jfhome/ci=20/simben & I
b

The permissions on bigfile are shown in columns 2-10 of the long listing
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Three users on Opus

/home/cis90/simben $ id simben90
uid=1201 (simben90) gid=190(cis90) groups=190(cis90),100 (users)

/home/cis90/simben $ id bincam90
uid=1244 (bincam90) gid=190(cis90) groups=190(cis90),100 (users)

/home/cis90/simben $ id bincaml72
uid=1425(bincaml72) gid=172(cisl72) groups=172(cisl72),100 (users)

Group Membership

cis90 cisl72 users
simben90 bincam172 simben90
bincam90 bincam90
bincam172
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Activity

@ simben90@oslab;~ LI:' = Li&

/home/cis%0/simben $ id simben90

uid=1201 (simben%0) gid=190(cis%0) groups=19%0(cisS%0),100 (users)

/home/cis%0/simben $ id bincam90

uid=1244 (bincam90) gid=190(cis%0) groups=19%0(cisS%0),100 (users)

/home/cis%0/simben $ id bincaml72

uid=1425 (bincaml72) gid=172(cisl72) groups=172(cisl72),100 (users)
/home/cis%0/simben S

/home/cis%90/simben $ 1s -1d . .. .bash profile bin dead.letter lab0l.graded letter
drwxr-xr-x. 12 simben9%0 cis90 409%& Oct 13 09:39

__________________________________________________________________________________________________

__________________________________________________________________________________________________

—rW-—————- . 1 simben9%0 cis80 354 Sep 17 2003 .bash profile
drwxr-xr-x. 2 simben90 cis90 4096 Oct 6 14:33 bin
—rW-—————- . 1 simben9%0 cis90 575 S5ep 21 21:27 dead.letter
e . 1 simben%0 staff 7512 Sep 10 15:19 1lab0l.graded
-rw-r--r--. 1 simben%0 cis%0 1044 Jul 20 2001 letter

/home/cis90/simben S I

a4 |

Which user owns the .. directory above?

Write your answer in the chat window
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Activity

@ simben90@oslab;~ LI:' = Li&

/home/cis%0/simben $ id simben90

uid=1201 (simben%0) gid=190(cis%0) groups=19%0(cisS%0),100 (users)

/home/cis%0/simben $ id bincam90

uid=1244 (bincam90) gid=190(cis%0) groups=19%0(cisS%0),100 (users)

/home/cis%0/simben $ id bincaml72

uid=1425 (bincaml72) gid=172(cisl72) groups=172(cisl72),100 (users)
/home/cis%0/simben S

/home/cis%90/simben $ 1s -1d . .. .bash profile bin dead.letter lab0l.graded letter
drwxr-xr-x. 12 simben9%0 cis90 409%& Oct 13 09:39

drwxr-xr-x. 56 rsimms cis90 4096 Sep 22 09:22

—rW-—————- . 1 simben9%0 cis80 354 Sep 17 2003 .bash profile
drwxr—xr-x. 2 simbenS0 cis90 4056 Oct 6 14:33 bin

—rw-—-==zz. 1 simben90 cis90 575 Sep 21 21:27 dead.letter|

e . 1 simben%0 staff 7512 Sep 10 15:19 1lab0l.graded

-rw-r—-r--. 1 simben90 cis9%0 1044 Jul 20 2001 letter

/home/cis90/simben S I

a4 |

Which group does the dead.letter file belong to?

Write your answer in the chat window

55



CIS 90 - Lesson 7

Activity

Pl

@ simben90@oslab:~

=X

drwxr-xr-x. 12

drwxr-xr-x. 56
=liimeme=—= 1
drwxr-xr-x 2
=liilime=—= 1
—rw——————- 1
=li=mmee=—= 1
—rw-r—-r—- 1

simben90
rsimms
simben90

simben %0
simben90
simben %0

/home/cis90/simben S I

cis9n
cis90
cis9n

/home/cis%0/simben $ id simben90
nid=1201 {simben90)
/home/cis%0/simben $ id bincam90
nid=1244 (bincam90)
/home/cis%0/simben $ id bincaml72
uid=1425 (bincaml72)
/home/cis%0/simben § 1s -1d .

gid=190(cis%0) groups=190(cis90),100 (users)
gid=190(cis%0) groups=190(cis90),100 (users)

gid=172(cisl172) groups=172(cisl72),100 (users)
.bash profile bin dead.letter lab0l.graded letter cruz

4096 Oct 13 10:11
4096 Sep 22 05:22 ..
354 Sep 17 2003 .bash profile

__________________________________________________________________________________________________

__________________________________________________________________________________________________

5375 Sep 21 21:27 dead.letter
7512 Sep 10 15:15 1lab0l.graded
1044 Jul 20 2001 letter

a4 |

What are the permissions for the user simben90 on the cruz file

Write your answer in the chat window
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Activity

Pl

@ simben90@oslab:~

=X

drwxr-xr-x. 12

drwxr-xr-x. 56
=liimeme=—= 1
drwxr-xr-x 2
=liilime=—= 1
—rw——————- 1
=li=mmee=—= 1
—rw-r—-r—- 1

simben90
rsimms
simben90

simben %0
simben90
simben %0

/home/cis90/simben S I

cis9n
cis90
cis9n

/home/cis%0/simben $ id simben90
nid=1201 {simben90)
/home/cis%0/simben $ id bincam90
nid=1244 (bincam90)
/home/cis%0/simben $ id bincaml72
uid=1425 (bincaml72)
/home/cis%0/simben § 1s -1d .

gid=190(cis%0) groups=190(cis90),100 (users)
gid=190(cis%0) groups=190(cis90),100 (users)

gid=172(cisl172) groups=172(cisl72),100 (users)
.bash profile bin dead.letter lab0l.graded letter cruz

4096 Oct 13 10:11
4096 Sep 22 05:22 ..
354 Sep 17 2003 .bash profile

__________________________________________________________________________________________________

__________________________________________________________________________________________________

5375 Sep 21 21:27 dead.letter
7512 Sep 10 15:15 1lab0l.graded
1044 Jul 20 2001 letter

a4 |

What are the permissions for the user bincam90 on the cruz file

Write your answer in the chat window
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Activity

Pl

@ simben90@oslab:~

=X

drwxr-xr-x. 12

drwxr-xr-x. 56
=liimeme=—= 1
drwxr-xr-x 2
=liilime=—= 1
—rw——————- 1
=li=mmee=—= 1
—rw-r—-r—- 1

simben90
rsimms
simben90

simben %0
simben90
simben %0

/home/cis90/simben S I

cis9n
cis90
cis9n

/home/cis%0/simben $ id simben90
nid=1201 {simben90)
/home/cis%0/simben $ id bincam90
nid=1244 (bincam90)
/home/cis%0/simben $ id bincaml72
uid=1425 (bincaml72)
/home/cis%0/simben § 1s -1d .

gid=190(cis%0) groups=190(cis90),100 (users)
gid=190(cis%0) groups=190(cis90),100 (users)

gid=172(cisl172) groups=172(cisl72),100 (users)
.bash profile bin dead.letter lab0l.graded letter cruz

4096 Oct 13 10:11
4096 Sep 22 05:22 ..
354 Sep 17 2003 .bash profile

__________________________________________________________________________________________________

__________________________________________________________________________________________________

5375 Sep 21 21:27 dead.letter
7512 Sep 10 15:15 1lab0l.graded
1044 Jul 20 2001 letter

a4 |

What are the permissions for the user bincam172 on the cruz file

Write your answer in the chat window
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Activity

=

Bl=x=)

L

/home/cis%0/simben S

&8 simbeng0@oslabie

/home/cis%0/simben S 1s -1d bigfile
-rw-r—-r——. 21 rsimms cis90 10576
—rwXr-xr-x. 1 simben9%0 cisS80 519
drwxrwxr-x. 2 simben%0 cis90 4096
-rw-r——-r-—. 1 simben%0 cis%0 1382
-rw-r-—-r——. 1 simben%0 cis90 1580
-rw-r——-r-—-. 1 simben9%0 cisS0 485
-rw-r——-r——. 1 simben%0 cis90 250
-rw-r——-r-—-. 1 simben9%0 cisS0 231
-rw-r-—-r——. 1 simben%0 cis90 1044
drwxr-xr-x. 9 simben9%0 cis%0 4096

letter bin/datecal edits/* poems docs

Aug
Aug
Ooct
Feb
Now
Aug
Jul
Jul
Jul
oct

1

on Oy B Oy Ohy

[

20

=

o]

2012
11:53
14:33

2002

2004

2003

2001

2001

2001
14:4¢

bigfile

docs
edits/better town
edits/small town
edits/spellk
edits/text.err
edits/text.fxd
letter

pPOEMS

o

11

When a regular file has execute permissions what color is used by
the Is command to show the filename?

Write your answer in the chat window

o
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Read Permission

Read permission is necessary ...

to read the data contents of a file.

The following example commands would require
read permission on the file named myfile

cat myfile

head myfile

tail myfile

xxd myfile

less myfile

more myfile

cp myfile myfile.bak
mail -f myfile
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Read Permission

/home/cis90/simben $ 1ls -1 /etc/passwd /etc/shadow
-rw-r—--r--. 1 root root 7990 Oct 4 08:02 /etc/passwd
—————————— . 1 root root 11944 Oct 3 11:48 /etc/shadow

/home/cis90/simben $ head -n3 /etc/passwd
D .
Can the simben90 user

R A : , :
(@) | print the first three lines
~ of the /etc/passwd file?
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Read Permission

/home/cis90/simben $ 1ls -1 /etc/passwd /etc/shadow
—-rw-r-—-r~-. 1 root root 7990 Oct 4 08:02 /etc/passwd
—————————— . 1 root root 11944 Oct 3 11:48 /etc/shadow

/home/cis90/simben $ head -n3 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin

Yes, the simben90 user would fall under the "Other"
category which has read permission on /etc/passwd.
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Read Permission

/home/cis90/simben $ 1ls -1 /etc/passwd /etc/shadow
-rw-r—--r—--. 1 root root 7990 Oct 4 08:02 /etc/passwd
—————————— . 1 root root 11944 Oct 3 11:48 /etc/shadow

/home/ci1s90/simben $ cat /etc/shadow

X Can the simben90
®

/\.
®)®) | user cat the
~ /etc/shadow file?
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Read Permission

/home/cis90/simben $ 1ls -1 /etc/passwd /etc/shadow
-rw-r—--r--. 1 root root 7990 Oct 4 08:02 /etc/passwd
——————— ——-. 1 root root 11944 Oct 3 11:48 /etc/shadow

/home/cis90/simben $ cat /etc/shadow
cat: /etc/shadow: Permission denied

No, the simben90 user would fall under the
"Other" category which does not have read
permission on /etc/shadow.
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Permissions
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Write Permission

Write permission is necessary ...

to write the contents of a file

The following example commands would require
write permission on the file named myfile

echo "I Love Linux" > myfile
cp myfile.bak myfile
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Write Permission

/home/cis90/simben $ 1ls -1 letter ../milhom/letter
—-rw—r——r—-—. 1 simben90 c¢i1s90 1059 Oct 7 15:05 letter
—rw-r—--r—-—. 1 milhom90 cis90 1044 Jul 20 2001 ../milhom/letter

/home/cis90/simben $ echo "Benji was here" >> letter

<O Can the simben90
@) | user write to his own
~ letter file?
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Write Permission

/home/cis90/simben $ 1ls -1 letter ../milhom/letter
—rw-r—--r—--. 1 simben90 cis90 1059 Oct 7 15:05 letter
—rw-r—--r—-—. 1 milhom90 cis90 1044 Jul 20 2001 ../milhom/letter

/home/cis90/simben $ echo "Benji was here" >> letter
/home/cis90/simben $ tail -n2 letter

Alan Sherman
Benji was here

Yes, Benji S. has write access to his letter file
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Write Permission

/home/cis90/simben $ 1ls -1 letter ../milhom/letter
—-rw—r——r—-—. 1 simben90 c¢i1s90 1059 Oct 7 15:05 letter
—rw-r—--r—-—. 1 milhom90 cis90 1044 Jul 20 2001 ../milhom/letter

/home/cis90/simben $ echo "Benji was here" >> ../milhom/letter

<O Can the simben90
®)6) ) user write to Homer's
~ letter file?
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Write Permission

/home/cis90/simben $ 1ls -1 letter ../milhom/letter
—rw—r——r—-——. 1 simben90 c¢i1is90 1059 Oct 7 15:05 letter
—rw-ri=-r--. 1 milhom90 cis90 1044 Jul 20 2001 ../milhom/letter

/home/cis90/simben $ echo "Benji was here" >> ../milhom/letter
-bash: ../milhom/letter: Permission denied

No, Benji S. does not have write access to Homer's letter file
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Permissions
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Execute Permission

Both read and execute permissions are necessary ...

to run a file (i.e. a program, command or script)

The following example command would require read and
execute permission on the file named myfile

myfile
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Execute Permission

/home/cis90/simben $ 1ls -1 bin/tryme ../bin/check?7
-rwxrw—----. 1 rsimms staff 8718 Aug 1 18:37 ../bin/check?
-rwxr-xr-x. 1 simben90 cis90 174 Mar 4 2004 bin/tryme

/home/cis90/simben S check?

~ex\ Can the simben90 execute
@) | the check? file in the
~ /cis90/bin directory?
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Execute Permission

/home/cis90/simben $ 1ls -1 bin/tryme ../bin/check?7

-rwxr-x——-i. 1 rsimms staff 8718 Apr 15 2013 ../bin/check?

------

-rwxr-xr-x. 1 simben90 cis90 174 Mar 4 2004 bin/tryme

/home/cis90/simben $ check?
-bash: /home/cis90/simben/../bin/check7: Permission denied

No, simben90 falls under the "other" category which
does not have read or execute permission on check’7
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Execute Permission

/home/cis90/simben $ 1ls -1 bin/tryme ../bin/check?7
-rwxr-x---. 1 rsimms staff 8718 Apr 15 2013 ../bin/check?
-rwxr-xr-x. 1 simben90 cis90 174 Mar 4 2004 bin/tryme

/home/cis90/simben $ tryme

/\?,\ Can the simben90 execute
@ the tryme file in his own
~

bin directory?
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Execute Permission

/home/cis90/simben $ 1ls -1 bin/tryme ../bin/check?7
-rwxr-x---. 1 rsimms staff 8718 Apr 15 2013 ../bin/check?

........

—-rivxr-xr-x. 1 simben90 cis90 174 Mar 4 2004 bin/tryme

------

/home/cis90/simben $ tryme

My name is "tryme"

I am pleased to make your acquaintance, Benji Simms
/tmp

Yes, simben90 has both read and execute permissions on tryme

7
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More tools for your toolbox

groups - displays file inode information (status) and more

id - displays information about a user
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Group Membership

Use either id or groups command to
determine what groups a user belongs to

/home/cis90/simben $ id simben90
uid=1001 (simben90) gid=190(cis90) groups=190(cis90),100 (users)

simben 90'SJ
primary

group (GID) is
cis90

/home/cis90/simben $ groups simben90

simben90 : cis90 users ‘\\\\\\\\\ﬁ____—/////shnbenQOS

secondary
group Is
users
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Groups

/home/cis90/simben $ touch mydogs
/home/cis90/simben $ 1ls -1 mydogs
—-rw—-rw-r—-—-. 1 simben90 c1s90 0 Oct 7 15:12 mydogs

When a new file is created:
» the user is set to the user creating the file
» the group is set to the user's primary group

81
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Primary group recorded in /etc/passwd

The user's primary group is stored in the 4t field of /etc/passwd

Excerpt from /etc/passwd

cis90:x:1000:190:CIS 90 Student:/home/cis90/cis:/bin/bash
simben90:x:1001:190:Benji Simms:/home/cis90/simben:/bin/bash
milhom90:x:1002:190:Homer Miller:/home/cis90/milhom:/bin/bash
rodduk90:x:1003:190:Duke Roddy:/home/cis90/rodduk:/bin/bash

\she// program to use
home directory
comment
primary group
user ID
used for the password in the past

username
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Secondary groups recorded in /etc/group

Secondary group membership is recorded in /etc/group

Excerpts from /etc/group

audio:x:63:

nobody:x:99:

users:x:100:guest, jimg, rsimms, gerlinde,cis90, simben90,milhom90, rodduk90, calsea90, davd
on90,ellcar90, frocar90, hendaj90, kanbry90, kenrit90, 1ibkel 90, 1yoben90,marray90, menfid90
,mesmic90, noreva90,potjos90, ramgus90,wiljac90, zamhum90, fyosea90, verevi90, rawjes90, mes
cha90, evaand90, ahrmat98, calsea98, capchr98, colabd98,dinchr98, doucor98, drybry98, flamat9
8,goothe98, lewzar98,mccmic98, roclea98, shidev98, sonely98, srelau98, syljos98, thepat98, va
rana98,veleli98,wildan98,alvdes98, musdav98, luztas98,visgab98, fareli98, ramcar90, chiand
98, farsha90,arcmatl72,balcorl772,bodianl72,deddill72,dusaarl172,evaandl72,shal72,galgwy
172,gilgabl72,hilscol72, juarubl772,micl72,lemryal72,maradrl72,matmarl72,melalel72,menf
idl172,monluil72,mordavl72,pallarl772,perstel’72,rodchrl72,rutsaml72,schjonl72,weltodl72
ywiltyrl72,wismarl72,bramarl72,172,acctesl72,bermicl72,1lejmicl72, farshal772,ianbodl72
dbus:x:81:

utmp:x:22:

< snipped >

guest:x:506:

staff:x:503:rsimms,gerlinde, jimg, rick

cis90:x:190:guest, rsimms, jimg

ci1is98:x:130:7jimg, rsimms

cisl72:x:172:gerlinde

cisl191:x:191:rsimms, jimg

cisl192:x:192:rsimms, jimg
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Activity

What is your primary group?

(Write your answer in the chat window)
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Activity

What other groups do you
belong to?

(Write your answer in the chat window)
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File Permissions
Binary and Decimal

Permissions are stored internally using binary numbers
and they can be specified using decimal numbers

__rwx__|_Binary | Convert | Decimal

000 0+0+0 0
X 001 0+0+1 1
W 010 0+2+0 2
W X 011 0O+2+1 3
r 100 4+0+0 4
r x 101 4+0+1 5
r B 110 4+2+0 6
r w X 111 4+2+1 7/

4's cqumn—J J
2's column o7
1's column



CIS 90 - Lesson 7 o2 o RF

File Permissions
Example: rw-

__rwx__|_Binary | Convert | Decimal

000 0O0+0+0 0
. x 001 0O+0+1 1
W 010 0+2+0 2
W X 011 O+2+1 3
r 100 4+0+0 4
r X 101 4+0+1 5
rw 110 4+2+0 6
r w X 111 4 +2+1 7

Example: xw= (read, write, no execute)
=110 or 4+2+0 = 6

binary decimal decimal a8
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File Permissions
Example: -wx

__rwx__|_Binary | Convert | Decimal _

000 0O0+0+0 0
X 001 O+0+1 1
W 010 0O+2+0 2
W X 011 O+2+1 3
r 100 4+0+0 4
r X 101 4+0+1 5
rw 110 4+2+0 6
r w X 111 4 +2+1 7/

Example: =WX (no read, write, execute)
=011 or 0+2+1 = 3

binary decimal decimal 89
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File Permissions

Use long Listings to show permissions

: S __ _
P simbenSOornb e —————————— o, 1 -

Shome/ci=sg30,/zimben £ 13 -1

total 472
—rW-TW—-Fr——.
—rWH-r——r——.

drwxr-xr-x.
drwxrwirr-x.

S
S

S

—-IW-I——-I——.
-IW-I—-L--—.
-IWXT-XKI-X.
—IW-IW-Ir——.

drwXxr-xr-x.
drwxr-xr-x.
—r——————— .
—I'W—IW—I——.

1 R

1
1

2imbenS0
raimms

2imbenS0
2imbeniS0
2imbeni90
2imbenS0
2imbenS0
2imbenS0
2imbeni90
2imbenS0
2imbenS0
2imbeni90
2imbenS0
2imbeniS0
2imbeni90
2imbeni90
2imbenS0
2imbenS0
2imbeni90
2imbenS0

Shome/ci=zs0,/zimben % I

cisg0
ci=9%0
ci=S0
ci=sg0
ci=9%0
ci=S0
cisg0
cisg0
ci=9%0
staff
staff
staff
ci=S0
ci=sg0
ci=S0
ci=9%0
ci=g0
cisg0
ataff
ci=S0

4008

10576

40394
40394
18594
40394
40396
4096
4096
2780
1312

814
1055

208

375252

3766
40396
4096
58595

17341

Sep
Dug
Cct
Cct
Sep
Cct
Cct
Oct
FEE
Sep
Sep
Sep
Cct
Cct
Oct
Sep
Cct
Cct
Oct
Sep

11

o

20

o = nonon

13
27

n

12

o

15

22:
18:
10:
10:
06:
10:
10:
104

23
493
25
21
23
25
30
41

2002

13:
12:
13:
14:
10:
14:
18:
10:
10:
11:
159:

47
27
08
41
45
05
S
30
S
04
21

archives
bigfile

bin

class
dead.letter
docs

edits

etc

Hidden
lab0l.graded
labh02.graded
lab04.graded
letter

log

mbox

misc

poems
te=tll.graded
uhistory

-
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Example 1
Converting mnemonic permissions to numeric

o im0t ——— =~
fhome/cis90/simben $ 1s -1
total 472

Note, the d in the first column is the file
type and is NOT part of the permissions

ArwxrwWwixr-x. 4 =imbenfS0 ci=s0

4096 Cct 5 10:21 class

What are the numerical permissions on class? .
FWXTWXT —X

|fhﬂmefcisﬁﬂfsimben E> l

1 [

92
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Example 1
Converting mnemonic permissions to numeric

o im0t ———— =~

Shome/cisS0/simben £ 1s -1
total 472

ArwxrwWwixr-x. 4 =imbenfS0 ci=s0 4096 Cct 5 10:21 class

What are the numerical perm|SS|ons on class?
rwxrwxr X

11151115101
7 7 5

|fhﬂmefcisﬁﬂfsimben E> l

1 [

simben90's class (directory) permissions are 775

A A |
2008 \
" -
"I N _

93
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Example 2
Converting mnemonic permissions to numeric

o im0t ——— =~
fhome/cis90/simben $ 1s -1
total 472

« 1 =2imbenS0 cisgd 1894 S5ep 20 06:23 dead.letter

What are the numerical permissions on dead.letter? '

Jhome/fci=z90/=zimben & l

1 [

simben90’s dead.letter (regular file) 94
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Example 2
Converting mnemonic permissions to numeric

o im0t ———— =~
fhome/cis90/simben $ 1s -1
total 472

« 1 =2imbenS0 cisgd 1894 S5ep 20 06:23 dead.letter

:
|
What are the numerical: permissions on dead.letter?
rw—i—————-
110000000
6 0 O

Jhome/fci=z90/=zimben & l

1

simben90’s dead.letter (regular file) permissions are 600 95
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Example 3
Converting mnemonic permissions to numeric

o im0t ——— =~

Shome/cisS0/simben £ 1s -1
total 472

What are the numerical permissions on testO1.graded?
r ________
:
|
—F———————— . 1 =2imbenS0 staff 5899 Oct 4 11:04 testll.graded

1

JShome/cis90/zimben £ I

simben90’s test01.graded (regular file) 96



CIS 90 - Lesson 7 o2 o RF

Example 3
Converting mnemonic permissions to numeric

o im0t ———— =~

Shome/cisS0/simben £ 1s -1
total 472

What are the numerical permissions on testO1.graded?
r——i———-—- |
IOOOOOOOO !
4 0 O
—F———————— . 1 =2imbenS0 staff 5899 Oct 4 11:04 testll.graded

1 [

JShome/cis90/zimben £ I

simben90’s test01.graded permissions are 400 o7
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Example 4
Converting mnemonic permissions to numeric

r@ simbenf0@oslab;~ . l = Iﬂ1
Jhome/ciss30/simben % 15 -1 /home -
Tots

What are the numerical permissions on rsimms?
FWXE—X+-——
drwxr-x---. 12 rsimms ci=sal 4096 Oct & 15:33 r=imms

| ]
Shome/ci=s90/sinmben 2 -

e . —

/home/rsimms (Rich’s home directory)

98
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Example 4
Converting mnemonic permissions to numeric

Shome/ci=s90/sinmben 2

r@ simbenf0@oslab;~ . l = Iﬂ1
Jhome/ciss30/simben % 15 -1 /home -
Tots

What are the numerical permissions on rsimms?
rWXY—X——-
1111101000
7 5 0
drwxr-x---. 12 rsimms ci=sal 4096 Oct & 15:33 r=imms

e . . _i—

/home/rsimms permissions are 750

99
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Example 5
Converting mnemonic permissions to numeric

i %
@' simben20@oslab;~ . E‘E‘g
fhome/fcisS0/simben £ 13 -1 fdewv/pts -
total 0
€
€
€
CIw——W————. 1 =simbenf90 tty 13&, 7 Oct 7T 16:32 H
I

What are the numerical permissions on /dev/pts/7?
rW——W—=——

/dev/pts/7 (character special device file) 100
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Example 5
Converting mnemonic permissions to numeric

i %
@' simben20@oslab;~ . E‘E‘ﬂ
fhome/fcisS0/simben £ 13 -1 fdewv/pts -
total 0
€
€
€
CIw——W————. 1 =simbenf90 tty 13&, 7 Oct 7T 16:32 H
I

What are the numerical permissions on /dev/pts/7?

rw——W———-
110010000
6 2 0

/dev/pts/7 permissions are 620 101
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File Permissions
Summary

How do we control access to files and directories?

103
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How do we control access to files and directories?

Answer: file permissions

104
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File Permissions
Summary

What permissions are there?

105
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File Permissions
Summary

What permissions are there?

Answer: read, write and execute

106
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File Permissions
Summary

Who do permissions apply to?

107
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File Permissions
Summary

Who do permissions apply to?
Answer:
The user (owner) of the file

The group the file belongs to
and everyone else (others)

- -
:
3 .

A

108
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Tools for your toolbox

Is -I - produces a “long listing” showing some of the inode
information

Bl
;.
e
-
w

stat - file “status” which displays additional inode information
and more

110



CIS 90 - Lesson 7 | ﬂ l l Iw

File Permissions
Relevant fields from the inode

/home/cis90/simmsben $ 1ls -1

total 176 FYI:
total 472 v/ In newer distros, GNU Is

-rw-rw-r—-. 1 simben90 cis90 4008 Sep 11 22:23 archives .

—rw-r--r—-. 6 rsimms cis90 10576 Aug 1 18:49 bigfile uses a '.” character to
drwxr-xr-x. 2 simben90 cis90 4096 Oct 5 10:25 bin indicate a file with an
drwxrwxr-x. 4 simben90 cis90 4096 Oct 5 10:21 class SELinux security context,
—rw-—————-— 1 simben90 cis90 1894 Sep 20 06:23 dead.letter but no other alternate
drwxrwxr-x. 2 simben90 cis90 4096 Oct 5 10:25 docs access method.
drwxrwxr-x. 2 simben90 cis90 4096 Oct 5 10:30 edits

drwxrwxr-x. 2 simben90 cis90 4096 Oct 5 10:41 etc http://www.gnu.org/software/coreutils/manua
fol—======== . 2 simben90 cis90 4096 Feb 1 2002 Hidden I/htmlI_node/What-information-is-
T . 1 simben90 staff 2780 Sep 6 13:47 lab0l.graded  'sted-ntmi#What-information-is-listed
— e . 1 simben90 staff 1312 Sep 13 12:27 lab02.graded

— e . 1 simben90 staff 814 Sep 27 13:08 lab04.graded

-rw-r--r--. 1 simben90 cis90 1059 Oct 7 15:05 letter

-rw-r—--r--. 1 simben90 cis90 208 Oct 5 10:45 log

-rwxr-xr-x. 1 simben90 cis90 375252 Oct 7 14:05 mail

-rw-rw-r--. 1 simben90 cis90 3766 Sep 12 18:53 mbox

drwxr-xr-x. 2 simben90 cis90 4096 Oct 5 10:30 misc

-rw-rw-r--. 1 simben90 cis90 0 Oct 7 15:12 mydogs

drwxr-xr-x. 7 simben90 cis90 4096 Oct 5 10:35 poems

— e . 1 simben90 staff 5899 Oct 4 11:04 testOl.graded

-rw-rw-r--. 1 simben90 cis90 17341 Sep 19 19:31 uhistory

Permissions — Owner — 2 Group
111
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File Permissions
Relevant fields from the inode

/home/cis90/simmsben $ 1ls -1

total 176
total 472

The owner of letter
~rw-r--r--. 1 simben90 cis90 1059 Oct 7 15:05 letter is simben90 and

the group is cis90

Permissions — Owner — 2 Group

The permissions on letter are rw-r--r-- or 110 100 100 or 644 112
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The filename is kept in the directory Permissions, owner, group,
etc. are kept in the inode

P . inode
bigfile 12687 J/ 10574
bin 12067 : / number
ext2 file system K
letter 10574 - Tvpe
Superblock P
™~ I~ —1 4 ’/ . .
rw-r—r-- Permissions
Hello Mother! Hello Father! \\ l
H I tC G da. Thi \
g, CoTP Gronese: Tine are ver . Inode Table \ ) Number of
and they say we'll have some fun when it stops raining. ‘\ \ ||n kS
All the counselors hate the waiters, and the lake has |
alligators. You remember Leonard Skinner? He got \ ‘\
ptomaine poisoning last night after dinner. X v Sim ben90 User
Now I don't want this to scare you, but my bunk mate N ‘\
h \\ \
maaslar!a. You rem_ember Jeffrey Hardy? Their about to \\ ‘\
organize a searching party. \ \‘ Cisgo GrOUp
Take me home, oh Mother, Father, take me home! I A !
hate Granada. Data BIOCkS -
Don't leave me out in the forest where I might get ‘\
eaten bN P
by a bear! Take me home, I promise that I won't make X “\ 1059 Slze
noise, \ \
or mess the house with other boys, oh please don't \\ \\
make me . .
stay -- I've been here one whole day. 20 12_ 10_07 MOdtI'ﬁcatlon
Dearest Father, darling Mother, how's my precious little \\ Ime
brother? I will come home if you miss me. I will even ‘\
let Aunt Bertha hug and kiss me! \ ACCESS
- , . \ 2012-10-07 .
Wait tel It's st d hailing! G \
sm?ilm?ninr:g;u e s stopped hailing! Guys are ) Tlme
Guys are sailing! Playing baseball, gee that's better! ‘\
Mother, Father, kindly disregard this letter. \\ Cha nge
Alan Sherman - ‘\ 2012_10_07 tlme
_ ‘ ) Pointer(s)
The actual content is kept POIntet:|(S)kt0 data | "0 4ata
: OCKS
in a data block Pod blocks
/home/cis90/simmsben $ 1ls -il letter 113

10574 -rw-r—--r——-. 1 simben90 cis90 1059 Oct 7 15:05 letter
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File Permissions
Example: letter file

The stat command shows permissions in both formats

/home/ci1s90/simben $ stat letter
File: “letter'

Size: 1059 Blocks: 8 IO Block:
4096 regular file
Device: 805h/2053d Inode: 10574 Links: 1
Access: (0644/-rw-r—--r—-) Uid: ( 1001/simben90) Gid:

( 190/ ci1s90)
Access: 2012-10-07 15:06:09.922703386 -0700
Modify: 2012-10-07 15:05:57.856733896 -0700
Change: 2012-10-07 15:05:57.856733896 -0700 )
/home/cis90/simben $ <:/7unneru:fbrnn

o 110100100
The permissions on letter are rw-r--r-- or 644

owner has read and write j /
group has only read
others have only read

114
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File Permissions

What is the numeric form of r--r—--——-—- ?

116
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File Permissions

What is the numeric form of r--r-----2?

1001100000
4 4 0

Answer: 440

Owner has read
Group has read
Others have no permissions

117



CIS 90 - Lesson 7
File Permissions

What is the mnemonic form of 7557

118
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File Permissions

What is the mnemonic form of 7557

755
111101101
rwxir-xr-x

ANswer: rwxr-xr—-x

Owner has read, write and execute
Group has read and execute
Others have read and execute

119
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File Permissions

What is the numeric form of rwxrw-r--7

120
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File Permissions

What is the numeric form of rwxrw-r--?
111110100
/ 6 4

Answer: /764

Owner has read, write and execute
Group has read and write
Others have read only

121
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File Permissions

What are the mnemonic permissions are 6447

122
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File Permissions

What are the mnemonic permissions are 6447

110100100
rWw-r-—r—-

Answer: rw-r--r—-

owner has read and write
group has read
others have read

123
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File Permissions

Does the simben90 user have read
access to /etc/samba/smb.conf?

124
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File Permissions

Does the simben90 user have read
access to /etc/samba/smb.conf?
Answer: yes

/home/cis90/simben $ 1ls -1 /etc/samba/smb.conf
-rw-r--r——-. 1 root root 9778 Apr 30 11:35 /etc/samba/smb.conf

root has read & write
root group has read
all other users, including simben90, have read

125
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Tools for your toolbox

“NE' ‘f? chown - Changes the ownership of a file. (Only the superuser has
i this privilege)

f:B'J‘J; Chg FP - Changes the group of a file. (Only groups that you
- belong to)

J:j,y, chmod - changes the file mode “permission” bits of a file.

"“W” * Numeric: chmod 640 letter (sets the permissions)
« Mnemonic: chmod ug+rw letter (changes the permissions)

u=user(owner), g=group, o=other
r=read, w=write, x=execute

i:l_i‘;/« umask - Alows you to fully control the permissions new files and
- directories are created with
127
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chown

128
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chown - change owner

Syntax:
chown newowner pathname(s)

Examples:
* chown rsimms letter

* chown simben90 lab*.graded
e chown rsimms /home/cis90/bin/*

129
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chown - change owner

/home/cis90/milhom $ touch myfile _

/home/cis90/milhom § ls -1 myfile Make a test file

—rw-rw-r—-—. 1 milhom90 cis90 0 Oct 9 10:23 myfile and try to change
the owner

/home/cis90/milhom $ chown simben90 myfile

chown: changing ownership of myfile': Operation not permitted

Only root can use the chown command

/home/cis90/milhom $ su -

Password:

[root@oslab ~]# chown simben90 /home/cis90/milhom/myfile

[root@oslab ~]# 1ls -1 /home/cis90/milhom/myfile

-rw-rw-r—-—. 1 simben90 cis90 0 Oct 9 10:23 /home/cis90/milhom/myfile

130
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chgrp

131
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chgrp — change group

Syntax:
chgrp group pathname(s)

Examples:
* chgrp users letter

* chgrp cis90 /home/cis90/bin/*

132
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chgrp — change group

/home/cis90/milhom $ 1ls -1 myfile
-rw-rw-r—-—-. 1 milhom90 cis90 0 Oct 9 10:23 myfile

F\ change group to users

/home/cis90/milhom $ chgrp users myfile
/home/cis90/milhom $ 1ls -1 myfile
-rw-rw-r—-—. 1 milhom90 users 0 Oct 9 10:23 myfile

F\ change group back to cis90

/home/cis90/milhom $ chgrp cis90 myfile
/home/cis90/milhom $ 1ls -1 myfile
-rw-rw-r—-—. 1 milhom90 cis90 0 Oct 9 10:23 myfile

You can only change the group to one you belong to
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chmod
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chmod - change permissions

Syntax:
chmod permissions pathname(s)

C/ may be specified numerically
or mnemonically

Examples:
e chmod 750 check5 checka} |
numeric

* chmod 644 poems/*/*

 chmod +x myscript } |
mnemonic
* chmod g+rw share/*

135
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Mnemonic permission specifications
Relative changes to existing permissions

Examples:

u+w = add write permission to user
u-w = remove write permission from user
u+wx = add write and execute permission to user

g+r = add read permission to group
g-rwx - remove read, write, execute permissions
from group

o+rw = add read, write permissions to others
o-r = remove read permission from others

+Xx = add execute permission to user, group and
others

+rw = add read & write permissions to user, group
and others

uo+w = add write permission to user and others

u+rwx,0-rwx = add read, write, execute
permissions to user but remove them from others

Definitions:

u=user (owner)

g=group
o=other

r=read permission
w=write permission
X=execute permission

combinations allowed
but no blanks around
the commas!

137
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Using chmod to change permissions
(mnemonic)

The file does not currently have execute

/home/cis90/milhom $ 1ls -1 myfile permission for the user or group

—-rw-rw-r-—-. 1 milhom90 cis90 0 Oct 9 10:23 myfile
(I
With chmod command use “u” for user (owner), “g” for group and “o” for others
/home/cis90/milhom $ chmod u+x myfile add execute
/home/cis90/milhom $ 1ls -1 myfile permission for
~rwxrw-r--. 1 milhom90 cis90 0 Oct 9 10:23 myfile user (owner)
t
/home/cis90/milhom $ chmod g+x myfile add execute
/home/cis90/milhom $ 1ls -1 myfile permission for
—rwxrwxr-—. 1 milhom90 cis90 0 Oct 9 10:23 myfile group

138



Clils (R CIS 90 - Lesson 7 2 R

Using chmod to change permissions
(mnemonic)

/home/cis90/milhom $ 1ls -1 myfile
Hrwxrwxr—--|. 1 milhom90 cis90 0 Oct 9 10:23 myfile

/home/cis90/milhom $ chmod -x myfile remove execute from all
/home/cis90/milhom $ 1ls -1 myfile
“rw-rw-r—-—-L 1 milhom90 cis90 0 Oct 9 10:23 myfile

/home/cis90/milhom $ chmod go+x myfile add execute to others and group
/home/cis90/milhom $ 1s -1 myfile
Arw-rwxr-x. 1 milhom90 cis90 0 Oct 9 10:23 myfile

/home/cis90/milhom $ chmod go-rwx myfile remove read, write, execute
/home/cis90/milhom $ 1ls -1 myfile from groups and others
rw-—-————--—- . 1 milhom90 cis90 0 Oct 9 10:23 myfile
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chmod using numerical method

/home/cis90/milhom $ 1s -1 myfile
1rw——————— |- 1 milhom90 c1is90 0 Oct 9 10:23 myfile

/home/cis90/milhom $ chmod 664 myfile
/home/cis90/milhom $ 1ls -1 myfile
“rw-rw-r—-—-. 1 milhom90 cis90 0 Oct 9 10:23 myfile

You can also specify each permission directly
using the numeric mode of the command
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chmod using numerical method

/home/cis90/milhom $ chmod 777 myfile
/home/cis90/milhom $ 1ls -1 myfile
rwxrwxrwx|. 1 milhom90 cis90 0 Oct 9 10:23 myfile

/home/cis90/milhom $ chmod 640 myfile
/home/cis90/milhom $ 1ls -1 myfile
TW—r————— . 1 milhom90 cis90 0 Oct 9 10:23 myfile

/home/cis90/milhom $ chmod 000 myfile
/home/cis90/milhom $ 1ls -1 myfile
————————— 1 milhom90 cis90 0 Oct 9 10:23 myfile

/home/cis90/milhom $ chmod 644 myfile
/home/cis90/milhom $ 1ls -1 myfile
tw-r-—-r--1 1 milhom90 cis90 0 Oct 9 10:23 myfile

More examples using the numeric mode of the chmod command 142
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File Permissions
Commands that use file permissions

— inodeNum1 fileNamel
i inodeNum?2 fileName2

Read (4) cat, more, head, 1S
tail, cp (from)

Write (2) cp (into), vi, saving cp (into), myv, rm,
mail In
Execute (1) $ command cd, Is -l, find

read permission is required whenever file contents must be accessed
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Read Permission

Make a directory named Directory3, cd into it, and create myfile:

/home/cis90/simmsben $ mkdir Directory3
/home/cis90/simmsben $ cd Directory3/
/home/cis90/simmsben/Directory3 $ touch myfile
/home/cis90/simmsben/Directory3 $ Is =l myfile
—gEnr ol s — S S el Bie e catS OO0 RO £ ISEE e g b may Tak] e

Add some data to myfile and try reading with and without read permission:

/home/cis90/simmsben/Directory3 $ echo Blah Blah Blah > myfile
/home/cis90/simmsben/Directory3 $ cat myfile

Blah Blah Blah s AL LS
/home/cis90/simmsben/Directory3 $ chmod u-r myfile permission for user
/home/cis90/simmsben/Directory3 $ Is -1 myfile ovping thedfile

——w-r—--r—-- 1 simmsben cis90 15 Oct 13 08:50 myfile
/home/cis90/simmsben/Directory3 $ cat myfile
cat: myfile: Permission denied

Can you fix this so you can read your own file again?
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File Permissions
Commands that use file permissions

— inodeNum1 fileNamel
i inodeNum?2 fileName2

Read (4) cat, more, head, |s
tail, cp (from)

Write (2) cp (into), vi, saving| cp (into), mv, rm,
mail In
Execute (1) $ command cd, Is -l, find

write permission is required whenever file contents are written
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Write Permission

Start with a fresh version of myfile:

Add

/home/cis90/simmsben/Directory3 $ rm myfile
/home/cis90/simmsben/Directory3 $ touch myfile
/home/cis90/simmsben/Directory3 $ Is =l myfile
—rw-rw-r—-—- 1 simmsben cis90 0 Oct 13 08:58 myfile

some data to myfile :

/home/cis90/simmsben/Directory3 $ echo Blah Blah Blah > myfile
/home/cis90/simmsben/Directory3 $ chmod 444 myfile write permission
/home/cis90/simmsben/Directory3 $ Is -1 myfile ¢ il

e 000 1y e et 08 4H 04153, 61 Y M = SR ah 8105 L )i S (i (A0 11745 T
/home/cis90/simmsben/Directory3 $ echo Blah Blah Blah > myfile
—-bash: myfile: Permission denied

Can you fix this so you can write to your own file again?
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File Permissions
Commands that use file permissions

— inodeNum1 fileNamel
i inodeNum?2 fileName2

Read (4) cat, more, head, |s
tail, cp (from)

Write (2) cp (into), vi, saving cp (into), myv, rm,
mail In
Execute (1) $ command cd, Is -l, find

execute permission is required to load and run a file
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Execute Permission
Start with a fresh version of myfile:

/home/cis90/simmsben/Directory3 $ rm myfile

rm: remove write-protected regular file myfile'? yes
/home/cis90/simmsben/Directory3 $ touch myfile
/home/cis90/simmsben/Directory3 $ Is =l myfile
-rw-rw-r—-- 1 simmsben cis90 0 Oct 13 09:12 myfile

Make a little script and give it execute permission:

/home/cis90/simmsben/Directory3 $ echo 'banner $LOGNAME is cool' > myfile
/home/cis90/simmsben/Directory3 $ cat myfile
banner SLOGNAME is cool
/home/cis90/simmsben/Directory3 $ myfile

-bash: ./myfile: Permission denied
/home/cis90/simmsben/Directory3 $ chmod +x myfile
/home/cis90/simmsben/Directory3 $ Is =1 myfile
-rwxXrwxr-x 1 simmsben cis90 24 Oct 13 09:27 myfile
/home/cis90/simmsben/Directory3 $ myfile

add execute permission
for all users

What happens now when you type myfile?
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| u u u
principle of least privilege (POLP)
e e e o

S A

Posted by
Margaret Rouse
Whatls.com

¥ 2 in X

The principle of least privilege (POLP) is the
practice of limiting access to the minimal level
that will allow normal functioning. Applied to
employees, the principle of least privilege
translates to giving people the lowest level of
user rights that they can have and still do their
jobs.

http://searchsecurity.techtarget.com/definition/principle-of-least-privilege-POLP
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Permissions Exercise
Find the hidden treasure trove

* Find the buried treasure in your
Hidden folder.

 Beware! - once you find it, make
sure you set permissions to protect
your treasure from everyone!
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umask

Used for setting the default
permissions on new files
and directories

153
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umask — user file-creation mask

Syntax:
umask [mask]

L/ a bitmask used to strip
permission bits off newly

created files and directories

Examples:
* umask T~ If the mask is not specified,
e umask 002 the current umask setting is

displayed
* umask 777
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File Permissions
Default Permissions

Default system permissions
« Default permissions for an ordinary file: rw-rw-rw- 666
« Default permissions for directories: YrwXrwxrwx /777

When new files or directories are created they start with the default
permissions above, then the current setting of the umask is applied to
strip away any unwanted permissions.

For example, if the umask setting is:

777 - then all permissions are stripped off the default
000 - then no permissions are stripped off the default

022 - strips off just the write permissions from group and other users
from the default
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File Permissions
umask - examples

With no argument, the current
[simmsben@opus Directory3]S$S umask umask setting is shown
0002

" this umask setting will strip write permission from Others

[simmsben@opus Directory3]$ rm myfile
[simmsben@opus Directory3]$ touch myfile
[simmsben@opus Directory3]$ 1ls -1

total 4

-rw-rw-r—-—- 1 simmsben cis90 0 Oct 15 14:59 myfile

666 rw-rw-rw—- default system permissions for a file

002 -—-—-—-- w—- umask setting (strips these permissions from default)
664 rw-rw-r-— result after masking
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File Permissions
umask - examples

[simmsben@opus Directory3
[simmsben@opus Directory3
[simmsben@opus Directory3
[simmsben@opus Directory3
total 4

—-rw—-rw-rw— 1 simmsben cis90 0 Oct 15 15:00 myfile

umask 000 Change umask to 000
rm myfile
touch myfile

18
18
18
1$ 1s -1

666 rw-rw-rw-— default system permissions for a file

000 —-————————- umask setting (strips these permissions from default)
666 rw-rw-rw- result after masking
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File Permissions
umask - examples

[simmsben@opus Directory3]$ umask 022 Change umask to 022
[simmsben@opus Directory3]$ rm myfile

[simmsben@opus Directory3]$ touch myfile

[simmsben@opus Directory3]$ 1ls -1

total 4

-rw-r--r-- 1 simmsben cis90 0 Oct 15 15:00 myfile

666 rw-rw-rw- default system permissions for a file
022 -—----w—--w- umask setting (strips these permissions from default)
644 rw-r—--r-- result after masking
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When new files are created

/home/cis90/roddyduk $ touch mydogs
/home/cis90/roddyduk $ 1ls -1 mydogs
—rw—rw-r—-— 1 roddyduk cis90 0 Oct 19 13:16 mydogs

When a new file is created:
- the permissions are based on the umask value
- the owner is set to the user creating the file
« the group is set to the user's primary group
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Directory Write Permission

— inodeNum1 fileNamel
- inodeNum?2 fileName?2

Read (4) cat, more, file, |s
head, tail, cp

Write (2) vi, saving mail cp, mv,|rm,|In

Execute (1) $ command cd, Is -, find

Removing a file requires write permission
on the directory that contains the file. The

permissions on the file itself do not apply. 161
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Directory with no write permission
example 1

[simbenRopus ~]1$ Is =ld Directory3
dr-xrwxr-x 2 simmsben cis90 4096 Oct 15 15:00 Directory3

[simmsbenCopus ~]S$ cd Directory3

[simmsben@Ropus Directory3]s Is =1 myfile Benji has read and

~rw-r--r-— 1 simmsben cis90 0 Oct 15 15:00 myfile Write permission
on myfile

[simmsben@opus Directory3]s rm myfile

rm: cannot remove myfile': |Permission denied

[simmsben@opus Directory3]s chmod 777 myfile Benji (and

[simmsben@opus Directory3]$ Is -1 myfile everyone else) has

—rwxrwxrwx 1 simmsben cis30 0 Oct 15 15:00 myfile g// permissions.

[simmsben@opus Directory3]$ rm myfile
rm: cannot remove myfile': |[Permission denied

So why can't Benji remove his own file? \ 162
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Answer:

Removing a file requires write permission on the directory containing the file.

This is so you can write the revised file contents (with the file removed) to the

directory. Remember that directories are like phone books and only contain
file names and inode numbers.

The permissions on the file being removed do not apply!

[simmsben@opus ~]$ Is -ld Directory3
dr-xrwxr-x 2 simmsben cis90 4096 Oct 15 15:00 Directory3

\

Without write permission, Benji cannot remove any files
from this directory

296597 myfile

> Permission
I L}
. _ denied

Owner tries to write

revised file contents to 163
Directory3

Directory 3

Yr—Xrwxr—x
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Directory with write permission
example 2

[simmsben@opus ~]$ 1ls -1d Directory3
drwxr-xr-x 2 simmsben cis90 4096 Oct 15 15:00 Directory3

[simmsben@opus ~]$ cd Directory3

[simmsben@opus Directory3]$ chmod 000 myfile Now Benji has
[simmsben@opus Directory3]$ 1ls -1 myfile no permissions
—————————— 1 simmsben cis90 0 Oct 15 15:00 myfile on this file

[simmsben@opus Directory3]$ rm myfile

rm: remove write-protected regular empty file myfile'? yes
[simmsben@opus Directory3]$

So how come he can delete it? @)“}
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Answer: Removing a file requires write
permission on the directory that contains

the file. The permissions on the file itself
do not apply.

[simmsben@opus ~]$ 1ls -1d Directory3
drwxr-xr-x 2 simmsben cis90 4096 Oct 15 15:00 Directory3

With write permission, Benji can remove any of the files

from this directory ... even the ones he does not have read
& write permission for.

296597 myfile

| D
Owner write revised file

Directory 3 contents to Directory3 Directory 3

IwXr—Xr—x
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inodeNum1 fileName1l
inodeNum?2 fileName?2

Read (4) cat, more, file, 1S
head, tail, cp [ ]
(from)
Write (2) cp (into), vi, saving cp (into), mv, rm,
mail In
Execute (1) $ command cd, Is -, find

Removing directory READ permission
« can't list files in directory 167
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Directory Read Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ - . 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/

2525532 birds 2525533 dogs
examples

If read permission is removed from the
directory ... can we still list the directory
contents?
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Directory Read Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Remove read permission and confirm it's gone
2525532 birds

/home/cis90/roddyduk $ chmod u-r examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
d-wxrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples

examples

Can we still list the directory contents?

/home/cis90/roddyduk $ Is -l examples/
ls: examples/: Permission denied NO I
/home/cis90/roddyduk $
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Directory Read Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ - . 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/

2525532 birds 2525533 dogs
examples

If read permission is removed from
the directory ... can we still ed into
the directory?
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Directory Read Permission

r A" X r w X r w X
read write execute read write execute read write execute
user group others

Remove read permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-r examples 2525533 dogs

/home/cis90/roddyduk $ Is -ld examples
d-wxrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples

examples
Can we still ed into the directory?
/home/cis90/roddyduk $ cd examples/ YeS, bUt N
/home/cis90/roddyduk/examples $ Is . e -
ls: .+ Permission denied « we still can't /_/st the contents,
/home/cis90/roddyduk/examples $ Is birds © yet we can still access anyth/ng
abby nibbie in the directory!

It's like walking into a pitch black room. You can't see anything,
but if you know where things are you can still use them. 171
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Directory Write Permission

inodeNum1 fileNamel
inodeNum?2 fileName?2

rwX
Read (4) cat, more, file, |s
head, tail, cp
Write (2) vi, saving mail [ cp, mv, rm, In ]
Execute (1) $ command cd, Is -, find

Removing directory WRITE permission
« can't copy files to it
« can't remove files from it
« can't move files out of it

« can't add links to it 173
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Directory Write Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ - . 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/

2525532 birds 2525533 dogs
examples

If write permission is removed
from the directory ... can we
remove files from the directory?
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Directory Write Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Remove write permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-w examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
dr-xrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can we remove files from the directory?
/home/cis90/roddyduk/examples $ rmdir dogs ,
rmdir: dogs: Permission denied o
/home/cis90/roddyduk $ cd examples/ Yet we can still cd

/home/cis90/roddyduk/examples $ Is

birds dogs into and list

directory contents
175
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Directory Write Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ - . 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/
2525532 birds 2525533 dogs
examples

If write permission is removed from
the directory ... can we create new
files or copy/move files into the
directory?
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Directory Write Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Remove write permission and confirm it's gone
2525532 birds

/home/cis90/roddyduk $ chmod u-w examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
dr-xrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples

Can we create new files or copy/move files into the directory?

/home/cis90/roddyduk $ cp letter examples/
cp: cannot create regular file “examples/letter': Permission denied
/home/cis90/roddyduk $ mv letter examples/

mv: cannot move " letter' to ‘examples/letter': Permission denied ,
/home/cis90/roddyduk $ touch examples/newfile .
touch: cannot touch “examples/newfile': Permission denied
/home/cis90/roddyduk $

To change the contents of a directory (either add or remove
files) requires write permission 177
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Directory Write Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ - . 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/

2525532 birds 2525533 dogs
examples

If write permission is removed from
the directory ... can we move files
out of the directory?
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Directory Write Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Remove write permission and confirm it's gone
2525532 birds

/home/cis90/roddyduk $ chmod u-w examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
dr-xrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples

Can we move files out of the directory?

/home/cis90/roddyduk $ mv examples/birds .

mv: cannot move “examples/birds' to °./birds': Permission denied NOI

To change the contents of a directory (either add or remove
files) requires write permission 179
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Directory Execute Permission

inodeNum1 fileNamel

— inodeNum?2 fileName?2

Read (4) cat, more, file, |s
head, tail, cp

Write (2) vi, saving mail cp, mv, rm, In

Execute (1) $ command [ cd, Is I, find ]

Removing directory EXECUTE permission
» can’t retrieve inode information (long listing)
or data (content)
« can't cd into directory 181
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Directory Execute Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ - . 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/

2525532 birds 2525533 dogs
examples

If execute permission is removed
from the directory ... can we change
into (cd) the directory?
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Directory Execute Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Remove execute permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-x examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
drw-rwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can we change into (cd) the directory?

/home/cis90/roddyduk $ cd examples/

-bash: cd: examples/: Permission denied NOI
/home/cis90/roddyduk $ "

Execute permission is required to change into a directory or to
get inode based information for any of the files in the directory.

Note, without inode information you can't get to a file's data.
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Directory Execute Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : . 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/

2525532 birds 2525533 dogs
examples

If execute permission is removed from
the directory ... can we list directory
contents?

184



CIS 90 - Lesson 7 W F el

Directory Execute Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Remove execute permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-x examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
drw-rwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can list directory contents?

/home/cis90/roddyduk $ Is examples/ Y
birds dogs eS
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Directory Execute Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ - . 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/

2525532 birds 2525533 dogs
examples

If execute permission is removed from
the directory ... can we do a long listing of
the directory?
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Directory Execute Permission

r A" X r w X r w X
read write execute read write execute read write execute
user (owner) group others

Remove execute permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-x examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
drw-rwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can we do a long listing (show inode information) of the directory?

/home/cis90/roddyduk $ 1ls -1 examples/
total O

S — Incomp/ete’
Only file names. No information
kept in the file's inode is shown!

We can read the filenames, but without execute permission we
can't retrieve information from the inode
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In this lab you will
assign permissions
to your files to
provide a measure
of security

Be sure and finish

Lab 5 before
starting Lab 6!
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New commands:

chgrp change file's group

chmod change file permissions

chown change file owner (superuser only)
groups show group membership

stat show all file inode information
umask change permission mask

New Files and Directories:
/etc/group
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Next Class
Assignment: Check Calendar Page on web o
site to see what is due next week. ?og"
@

Quiz questions for next class: \?vq'\“

« With a umask of 002 what permissions would a
newly created file have?

« What is the numeric permission equivalent of
YWXr—Xr—— ?

« Does chmod o+w give write permission to the
owner or to other users?
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