CIS 90 - Lesson 2

Lesson Module Checklist

Slides
WB converted fro PowerPoint

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Lab tested (check Q1 kernel release number and finger user account)
Opus - submit windows locked at 00:00:00 deadline

Bring Add Codes
Bring printed roster

Backup slides, whiteboard slides, handouts on flash drive
9V backup battery for microphone
Key card for door
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Shell
commands .
Permissions Secure logins
Navigate
Processes file tree
Welcome to CIS 90 B
Scheduling 2 Files an
tasks Introd I..ICt‘IOI‘\ to directories
UNIX/Linux
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes

Student Learner Outcomes

1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.

2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.

3. With the aid of online manual pages, execute UNIX system commands
from either a keyboard or a shell script using correct command syntax. 2
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Introductions and Credits

Jim Griffin

* Created this Linux course

» Created Opus and the CIS VLab

« Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

e HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First
Minute quizzes, the online forum, and the point grading

system (http://teacherjohn.com/)
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Student checklist
(How to attend from home or in the classroom)

1) Browse to the CIS 90 website Calendar page
http://simms-teach.com

Click CIS 90 link on left panel

Click Calendar link near top of content area
Locate today's lesson on the Calendar

2) Download the presentation slides for today's lesson
for easier viewing

3) Click Enter virtual classroom to join CCC Confer
session

4) Connect to Opus using Putty or ssh command
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T
Student checklist

(How to layout your screen when attending class)

Google CCC Confer Downloaded PDF of Lesson Slides

@ Blackboard Co x Y H Google %) & Rich's Cabrillo x \@&simms-
€« c

] simms-teach.com/cis90calendar.php

Gt Gte oo iessons B HRERY

The CIS 90 System Playground

Vol I

© CCC Confer 2RICH SIMMS VIRTUAL CLASSROOM .
File Edit View Tools Window Help

~ AUDIO & VIDEO

Rich's Caby
CIS 90 Calend|

Graphics and Command Line

3
ubuntu

CIS 90 (Spring
Course Home G4 2 1 , CIS 90 - Lesson 1

Lesson Date]

Class Activity - Where are you now?

CIS 90
Previous Classes [

—

{p
Talk | [ video [SQ ]|

| Google  cummcamn somom s cr =5

B3

v PARTICIPANTS = | 3¢ -
O Benji Simms &, g
- e .
CR‘\blKUO College @ ‘E @ @ E 9,
J /
MAIN ROOM (2] m) 7 Edu's password:
2 Rich-Simms & 2 f14:21 2015 from c-71-204-162-14
1 1/28 D
® genji Simms et
] \ c)
G

IC15 90 VLab VM
Assignments

i .:,% : : ] ==l 3

N o 2 ledu's password:
17:10 2015 from c-71-204-162-141.h

RIP Dennis Ritchie

i

v CHAT

Opus Status: UP Benji Simms 2:48 PM : e
Where is a good place to get - et 280 iy
a used version of the - - - l e
optional textbooks? I . \ Uy

Welcome to Opus

= cis90lesso....pdf Rich-Simms 2:48PM S L
rving Cabrillo College

Amazon has some good
prices right now

« L

- One or more login
CIS 90 website sessions to Opus

Calendar page 5
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Student checklist
(To share your desktop with the class)

1) Instructor gives you sharing privileges

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help Hevated privieae T~ =

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

 AUDIO & VIDEO

Select your desktop or an open application you would like to share.

Start 5 h ar‘ing Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application 5 127€ desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) CI i Ck Ove rl a p p i n g re Cta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W Microsoft Word (winword.exe) 'Virtual dassroom (Jocked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.pphbx - Mic

application sharing session to terminate. Also, without elevated

ico n . If W h ite n Sta rt S h a ri n g " privileges, sharing of applications will require more host CPU

time than sharing the desktop (all of it or a region).

teXt i S p rese n t th e n Cl ic k it a S If you are hosting an application sharing session with elevated g C:\Program Files (x86)\putty.exe 'simben30@oslab:~"

privileges and you perform an action that requires elevated

privileges, Vista will not prompt you for consent. Instead, the
We I I . action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

b

Cancel Share

3) Click OK button. «

4) Select "Share desktop”
and click Share button.
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

| TE _ﬂ.rl(a;-c’;x- 7 ; W

Y 2o 2% AW
e
e

cabri//b‘. edu) a relativel

"k Y,

Email me (risimms@ y current photo of your face for 3 points extra credit
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[ ] Preload White Board

(1) CCC Confer - 0 - RICH SIMMS l ™

3 B ( ;\li Edit View Tools Window Help'—
@ [ Load Content ] | Remrd | ?9 ‘I‘ » AUDIO & VIDEO 4 = lm| H m

Audio Setup Wizard...

Microphone Settings...
Speaker Settings...

n
Maximum Simultaneous Talkers... !
Adjust Microphane Level Up
Adjust Microphane Level Down

[ ] Connect session to Teleconference =

[ Tak || widea [ S| AdjustSpeaker Level Down

Configure Telephane Conference...

]
b
]
L~ = 1 .9 X3 M ~ PARTICIPANTS |
ﬁ =) ¥) (" Connect Session To Teleconference.. IS

& mhom

MAIN ROGM (2)

tO te/econference Moderator [YDIJ} S ooy o Make Video Follow Moderator Focus g
—\> % Teleconference _{J P = — = © V| Make Video Follow Speaker . B
Dl | & oo Send Camera Snapshot To Whiteboard

[ ] Is recording on?

@ [ Load Content ] [ Recording (@) 1 @
X
telephone handset

Red dot means recording_)
icon and the

[ ] Use teleconferencing, not mic e - Teleconferencing ...

U

I Talk Video message displayed
Should be greyed out ————— [ | TMFLLWM I E=Y

Maximum Simultaneous Cameras...

v AUDIO & VIDEO 2% =

9

Should show as
this live "off hook"

11
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cce(E) Confer Rich's CCC Confer checklist - app layout §€§§/§3

= | @ B T 2 - D lci I =] | 33
&3 cis90lesson07.pdf * - Foxit Reader y V 4 ( v v Vv Y v v ¥ X
(Y 4 \ < \E vl . Ne i s () = e @ ‘ \
v | ¢ Fle Edt Vew Toos C Forms SharePoint  Helh 8 & = ~ a8 ORI - A
syl : — i — N = G C' | [1 simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf =
- wHEB g B F -
[ -
o» P Y Part 1 - Flashcards questions (1 point each)
- = =
® CCC Confer-0-RIC.. [ B[] || 9 =
: [Q1] What command shows the other users logged in to the computer?
File Edit View Tools Window Help = 2
2 = | [A1]
w AUDIO & VIDEO D @ = =j 0 0 (€
e
/ [Q2] What environment variable is used by the shell to\determine which directories to
search when locating a command?
“ boot bin c sbin [A2] \
: simben90
{ ‘—A) mail i slab.cabrillo.edu's password:
w PARTICIPANTS -= jed
E simbeng0@os =
(O Rich Simms £@ % # Current directory Last login:
g File Edit View Inventory Administration Plugdins W
o d.com
i A —:soiirce
pmmmmm——— N s %
MAIN ROOM (3) S0y - | SRR 1 destination
. B [ vCenter
O Rich Simms FO] = [y c1sviab _ .
8 oo (vou Welcome to Op| B OS2 ok
2 : B [ Pod 01 L
Tele fel ¢ SeNying Cabrillo ( ~ Clear
. & cecomerEn What command copies th @ pot-any h li e
S == Terminal type? [xterm] i vsp ere C Ient @ rﬂ
g = Terminal type is xterm %ﬁ::“"as e ey [
v CHAT = /home/cis90/simben § [| (D : LI—I
AM) - - Recent Tasks Name, Target or Status contains: = [ C X
- Telaconference joined the Main Room. { ==
GisLAM) - o Name: | Target | Status | Details | nitiated by
Rl | ol
[79 Tasks @ Mlarms | |License Period: 331 days remaining [CISLABrsimms
o ;
> et R . N\ r
Wi O i i o 6:52 AM
@ g D : = = R o 07202 i

[ 1 layout and share apps | () 12
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Rich's CCC Confer checklist - video s
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-
{i) CCC Confer— 0 - RICH SIMMS

File Edit View [Tocrls

| Window Help

* AUDIO &

Application Sharing
Audic

Breakout Rooms
Chat

Graphing Calculator

In-5ession Invite

4 Mew Page Delete Page

Interaction L .
Moderator ¢ [ ] Vldeo (Webcam)
) — Polling v
ntiy)  Prone ' [ ] Make Video Follow Moderator Focus
ecorder
¥ PARTICIPA Session Plan r
Rich Sin| Telephony »
e Tirmer »
E Video ' Camera Settings...
Whiteboard ! Maximum Simultaneous Cameras...
MATN ROOM (1} T = = i =

Rich Simms

Moderator (You)

03

v Make Video Follow Moderator Focus
Make Video Follow Speaker

Send Camera Snapshot To Whiteboard

17—

13



CIS 90 - Lesson 2

P

= - - X /<\
Lee(E)bonter . Rich's CCC Confer checklist - EImo Qoﬁg%
v\‘ @
r =]

Image Mate e The "rotate image"”
button is necessary

. . . . . if you use both the

e el ond e
‘ e white board.

Elmo rotated down to view side table

LIVE image - Image Mate

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Rotate
image
button

Recording setting
Video quality

© High @ Middie O Low QUite interesting
| - that they consider
e | you to be an

Expert mode 5

"expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate - (B3] [ 3¢

TeecHma W
Rotate
image
button

P = 14
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cce@eoner — Rich's CCC Confer checklist - universal fix Qéigfo

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
[ () sava Control Panel (=] i) (T s i =] [Deicte files and Applications |

General | Java | Security | Advanced
fl\ lete the foll fi
About Delete the following files?
Locatin Loy

View version information about Java Control Panel.

Select the location where temporary fles are kept:

i Fia
<\Rich Simms\AppData\Locallow\Sun\Java\Deployment cache Change... 0q Flles

Network Settings o
ll Cached Applications and Applets

Network settings are used when making Internet connections. By defaut, Javawil || M Diskcspace
|| use the network settings in your web browser. Only advanced users shouid modify = . f [] installed Applications and Applets

Select the compression level for JAR files: None -

fl Set the amount of disk space for storing temporary files:
|| Temporary Intemet Files fl U 00~ M8

| Fies you use n Java appications are stored i  special folder for quick execution
later. Only advanced users should delete files or modify these settings.

- Delete Fies... | [ Restore Defaults |
i |

n
these settings.

Google Java download

Free Java Download

Download Java for your desktop computer now!

Free Java Download
Whatls Jaia? » Dolhae Jawa? » Nesaheip?

Version 7 Update 13

Why download Java?

15
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First Minute Quiz

Please answer these questions in the order
shown:

Use CCC Wihite

email answers to: risimmsdcabrillo.edu

(answers must be emailed within the first few minutes of class for credit)

16
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Commands

Understand how the UNIX login » Quiz
operation works. . Questions
Meet John the Ripper and learn how .
vulnerable a poor password is. * Logging in
Understand basic command syntax < Passwords
and operation. . Housekeeping
Understand program files and what
happens when they are run.
Understand how the shell works * Programs & inputs
and environment variables. e« Command line syntax & parsing
Understand how to get . Variables
documentation when online.

» Shell six steps

» Metacharacters
 Path

* Docs

 Wrap up

« New commands & locations

17
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Questions
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Questions

How this course works?

Past lesson material?

Previous labs?

Chinese
Proverb

11".7. FEIE] _ﬂﬁl ﬁ:ﬁ%ﬁ iﬁﬁ%ﬂﬂ 1%% 1112;[: FEIE] _ﬂﬁl Fcﬁ%ﬁﬂb %ZEE_HE
BIMKI=E,

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

19
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FY]I

A [
Y
A .

20



CIS 90 - Lesson 2 b | N ‘ I

CIS 90 and Smartphones (Android)

Blackboard Y . :
)> Collaborate App JuiceSSH - SSH Client app

91% Ml 3:37 PM
— £ 3

11:37 AM

('v')
[ /-==\\
(\_=_1
Welcome to Opus
Serving Cabrillo College

Main Room

[rsimms@oslab ~]$ who
i pts/0 2014-02-04 11:36 (2001:470:1f05:9b3:c988:687:385

pts/1 2014-02-04 08:01 (ec2-54-215-232-67.us-west-1.com

pute.amazonaws.com)
schrya98 pts/2 2014-02-04 11:19 (nssc.scratchspace.com)
[rsimms@oslab ~1%

Esc /

Tab Ctrl

Login to to Opus

Join CCC Confer
virtual classroom 21
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CIS 90 and Smartphones (Android)

Microsoft RDP App

Fie Edit View Inventory Administration|
A & Home »

u0_al191@d2vmu:/ $ cat /proc/version

Linux version 3.0.31-2045665 (se.infra@SEP-120) (gcc version
4.7 (GCC) ) #1 SMP PREEMPT Mon Nov 11 21:11:31 KST 2013
uo_at9i@davmu:/ $ |j

0y 80 GEe QR

Running Arya VM in VLab

4 8 9 0

q1wze3rt5y6u7iop

)

al's.diflgh|j k!l

T Z ke iap ol €<

B English(US)
Sym \?) el . ‘J

Viewing kernel version on

smartphone 22
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Who goes there?

What's the password?

http://www.gutenberg.org/files/15064/15064-h/images/269.png

23
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Logging in

f ™
#R PUTTY Configuration M
Category:
=} Session | Basic options for your PuTTY session
~Logging Specify the destination you want to connectto
- Terminal
Keyboard HostName (or IP address) Port
- Bell oslab.cis.cabrillo.edu 2220
[_}w--‘-r:;eoaﬁjres Connection type: B - B
(JRaw ([ )Telnet (JRlogin (@ SSH () Seral
- Appearance
~Behaviour Load, save or delete a stored session
- Translation
- Selection Saved Sessions
- Calours MNew Opus
B--Cog:;tlcn Default Settings - E Load i
m-_:
Rlogin Poke Son-of-Opus -
.8SH Son-of-Opus
=]
- Serial Son-of-Opus-STC il
C_Iose window on exit B
(Aways () Mever (@) Only on clean exit
o) [ o]

Use Putty to login from Windows PCs

Putty is a terminal emulator for

ssh

Use the ssh command to login from Macs or UNIX/Linux systems

-p 2220 simben90@oslab.cis.cabrillo.edu

protocol standard

Windows that supports the SSH

24
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A username and password are required for login

Logging into Opus , — username

login as:'simbenQO l

simben90@oslab.cis.cabrillo.edu's password: [:‘f For security reasons
Last login: Mon Sep 8 16:56:04 2014 from 2601:9:6680:530:4d09:¢ the password is not

echoed as you type

("v')
\/-==\/
(\_= /)

~~ A~

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $

Logging into Excalibur L username
/home/cis90/simben $ ssh -p 2226lsimben90Eexcalibur For security
simben90@excalibur's password: <:\t:::> reasons the
Last login: Tue Sep 9 08:29:57 2014 from opus.cis.cabrillo.edu passm«wtfk;not
- echoed as you

\_ /_ | | l_\_ |_ . type

l Sy NN/ NN N N N N

l \> <N N/ N NN N N
/ / /N \\ > / /1 / /|

\/ \/ \/ \/ \/

[simben90@excalibur ~]1$ 25
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The /etc/passwd file stores all user accounts

cat /etc/passwd

SN

/N < 1 I\
/T N TN TN\
N A I ( /
\/ \/ \/

Winter is coming

Last login: Sun Sep 7 17:20:31 2014 from opus.cis.cabrillo.edu
cis%0@rrya-35:~5 cat /etc/passwd

root:x:0:0:root:/root:/bin/bash ‘—_——____“‘\\\\\\\\§§___—
daemon:x:1:1:daemon: /usr/sbin:/usr/sbin/nologin The SUPER user

bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin

1p:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
nucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin

snipped
whoopsie:x:109:116: : /nonexistent:/bin/false

sh

avahi:x:111:117:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false
lightdm:x:112:118:Light Display Manager:/var/lib/lightdm:/bin/false
colord:x:113:121:colord colour management daemon,,,:/var/lib/colord:/bin/false
hplip:x:114:7:HPLIP system user,,,:/var/run/hplip:/bin/false
pulse:x:115:122:Pulsefudio daemon,,,:/var/run/pulse:/bin/false
sshd:x:116:65534: :/var/run/sshd: /usr/sbin/nologin

cis%90:x:1000:15%0:CI5 90 Student:/home/cis%0:/bin/bash 4————”’///

cis%0@arya-35:~5 J§

CIS 90 user

speech-dispatcher:x:110:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/

1

Your username
must match one of
the accounts in the
/etc/passwd file

Note: this file no

longer contains the
passwords!

26
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The /etc/shadow file stores the encrypted passwords

cat /etc/shadow

2B Cis90@Arya-35: ~ » _— EE

cis90@nrrya-35:~5 cat /etc/shadow
cat: /etc/shadow: Permission denied /“ use sudo to run as
cis90@Arya-35:~5 sudo cat /etc/shadow superuser (FOOt)

r[qudn] nassword for cis90-

Your password must
match the account
password kept in

S

root:565pvVdCsve2ssYEEec2kIqgyXordPx17aEZCYR7 98 kWXLulmUD2Wr 60KnLUzVgV0cGece5CAW4WE
\m3AhPE3XXkaV4DpDkquqD:16299:0:99999:?::: w_

] the /etc/shadow file

daemon: I Llel /70995890001

bin:*:16177:0:99999:7::: The SUPER user
s5ys:*:16177:0:99999:7:::

sync:*:16177:0:99999:7:::

games:*:16177:0:99999:7:::

man:*:16177:0:99899:7:::

lp:*:16177:0:9999%:7:::

mail:*:16177:0:95999:7:::

B o s e T N ]

snipped

kernoops:*:lel//:UiY99Y9:/1::
rtkit:*:16177:0:99999:7:::
saned:*:16177:0:99899:7:::
whoopsie:*:16177:0:99999:7:::
speech-dispatcher:!:16177:0:99999:7:::
avahi:*:16177:0:99999:7:::
lightdm:*:16177:0:95999:7:::
colord:*:16177:0:999909:7:::
hplip:*:16177:0:99999:7:::

pulse:*:16177:0:99999:7:: / CIS 90 user
sshd:*:16230:0:99598%9:7:::

Only the root user
can view this file
and the passwords
are encrypted!

m

c1590:565TndkDOEVSEMHSEBCORKCOrwAPXVEPXEMmMolRpaBecEFrPknxpv/ 9XALYL1rZzJCO. 6NL1dzVX/
bdl15X1Qyds]j3spd6L5CcFS.0.:162585:0:595895:7:::

cis90@Arya-35:~5 I

l

27
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Viewing your account in /etc/passwd

This command, which we will learn how to do later, outputs
ﬁ just one line of the /etc/passwd file on Opus

/home/cis90/simben $ grep simben90 /etc/passwd
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

usernameVB C_ Comment Q Home directory k Shell

Group ID (GID)

User ID (UID)

Note the fields in /etc/passwd
password (just a placeholder now) are delimited with a “:”

/home/cis90/simben $ id
uid=1201 (simben90) gid=190(cis90) groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.cl1023

Now you know where the id command get some of its information!
28
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Class Activity

/home/cis90/simben $ grep simben90 /etc/passwd
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

usernamb L Comment Q Home directory L Shell

Group ID (GID)

Note the field separator used

ID (UID
User (UID) in /etc/passwd is a “:”

password (just a placeholder now)

1) Find your record in /etc/passwd
« Paste your UID (User ID) number in the chat window

« Paste you home directory in the chat window
« Paste your shell in the chat window

2) cat /etc/shadow B

Give me a green check v if you can vamroom (0 | ¥ Yes [
view this file otherwise give me a red x X No -
Moderator None

29
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Passwords

30
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Your password

« Strong passwords are critical!

« Botnets and malicious ne-er-do-wells are constantly
attempting to break into computers attached to the
Internet! (Even my little Frodo VM at home)

AAAAAAAAAAAAAAA

http://mac-internet-security-software-
review.toptenreviews.com/how-do-i-know-if-
my-computer-is-a-botnet-zombie-.html 31

http://map.ipviking.com/
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They never stop trying

The ne'er-do-wells trying to break in ...
this is why you need strong passwords

Disconnecting after too many authentication failures for user:

Failed logins from:
76.254.22.196 (adsl-76-254-22-196.dsl.pltnl3.sbcglobal.net): 2 times
201.7.115.194 (201-7-115-194.spopa302.ipd.brasiltelecom.net.br): 2135 times
210.240.12.14: 20 times

Illegal users from:
201.7.115.194 (201-7-115-194.spopa302.ipd.brasiltelecom.net.br): 564 times
210.240.12.14: 42 times

From a logwatch report showing malicious attempts to break into Opus
32
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/var/log/wtmp and var/log/btmp

[root@opus logl# lastb | sort | cut -fl1 -d' ' | grep -v °$ | unig -c > bad
[root@opus logl# sort —-g bad > bad.sort
[root@opus logl# cat bad.sort | tail -50

471 ftp
472 public
490 test
490 tomcat 610 test
498 user 656 noc 1138 webadmin
506 service 686 wwu . 1298 nagios
508 mike 690 postfix 1332 web
508 username 723 jOhn. 1374 a
524 cyrus 734 testing 1384 student
530 pgsqgl 738 adam 1416 postgres
532 testl 746 élex 1690 user
544 master 754 1nfo 1858 oracle
554 1linux 798 tester 1944 mysql
554 toor 832 library 2086 webmaste
576 paul 935 guest 5324 test

990 admin

584 support . 10803 root
590 testuser 1002 office 10824 admin

£04 ire 1022 temp 18679 root
1070 ftpuser 24064 root

[root@opus log]#

Top 50 usernames used by the ne'er-do-wells when attacking Opus 34
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How to make a strong password

10

« The longer the better (8 or more characters)

* Not in any dictionary

« Use upper case, lowercase, punctuation, digits
« Something you can remember

» Keep it secret

« Change when compromised

WhOle#!! (Whole sh’bang)
KuKu4 (co) 2 (Cuckoo for Cocoa Puffs)
#0p&s@ve (shop and save)

I1d102$da (I do laundry on Tuesday)
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passwd command
Change user's password

Syntax:

passwd [username]

Example:

/home/cis90/simmsben $ passwd
Changing password for user simben90.
Changing password for simben90 Note, the passwords
(current) UNIX passwoi;/ are not echoed as
New UNIX password: ¢”////’//,/////////youtypethenm
Retype new UNIX password:

passwd: all authentication tokens updated successfully.
/home/cis90/simmsben $

This changes your password on Opus only (not
other VMs, the forum or BlackBoard)
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John the Ripper

An open source cracker that tries common passwords first
followed by a brute force dictionary attack

0 (2 unread) - richsim: = ", g Rich's Cabrillo Colle: ' g Configuring the app * Cabrille College: Co: Cabrille College: Cor =/ Yl John the Ripper pas

€ 2 C M © www.openwall.com/john/

y;
{topenwall

bringing security into
\ open environments

John the Ripper password cracker

m

John the Ripper is a fast password cracker, currently available for many flavors of Unix, Windows, DOS, BeOS, and OpenVMS. Its primary purpose is to detect weak Unix
passwords. Besides several crypt(3) password hash types most commonly found on various Unix systems, supported out of the box are Windows LM hashes, phis lots of
other hashes and ciphers in the commmumnity-enhanced version.

Ads le Audio CD Ripper Windows Linux Crack in Wall Password Cracker

0 sHARE WO

Password Recovery John the Ripper is free and Open Source software. distributed primarnily in source code form_ If you would rather use a commercial product
passwords.openwall net tailored for your specific operating system. please consider John the Ripper Pro, which is distributed primarily in the form of "native” packages
for the target operating systems and in general is meant to be easier to install and use while delivering optimal performance.

Proceed to John the Ripper Pro homepage for your OS:

Windows
NT/2000/XP/2003/Vista/7  John the Ripper Pro for Linux
‘Windows NTFS (EFS) * John the Ripper Pro for Mac OS X S
Windows 95/98ME * On Windows, consider Hash Suite (developed by a contributor to John the Ripper) G L
. o e
Unix Download one of the latest official free versions (release notes): 8
Microsoft Office * John the Ripper 1.7.9 (Unix - sources. tar.gz. 848 KB) and its signature
MS Word * John the Ripper 1.7.9 (Unix - sources. tar bz2. 701 KB) and its signature
Excel + John the Ripper 1.7.9 (Windows - binaries, ZIP, 2029 KB) and its signature
Access Download the latest community-enhanced version (release notes):
Project
e G T R 1 7S e (U5 = s, i, 108 TR =~ s dimrires
VBA

* John the Ripper 1.7.9-jumbo-5 (Unix - sources, tar.bz2, 1186 KB) and its signature
[ Y P —— * John the Ripper 1.7.9-jumbo-5 (Windows - binaries, ZIP, 3845 KB) and its signature

Internet Explorer This version integrates lots of contributed patches adding support for tens of additional hash and cipher types (including popular ones such as NTLM, raw MD3,
etc_and even things such as encrypted OpenSSH private keys. ZIP and RAR archives and PDF files) as well as some optimizations and features. Unf
Outlook Express, Outlook, jts overall aualitv is lower than the official version's. Reauires OpenSSL 0.9.7 or newer. There are unofficial binarv builds (bv John the Riboer user community 2

L john-178-linux-x.targz  ~ | | john-178targz - ¥ Show all downloads... X

Instructor: Use daughter and john-demo aliases to demo. Cat password.1st for
common passwords.
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For Supplemental Study

https://www.grc.com/haystack.htm

{IWebAll x ' @ Guide! * Cabrill: * = s
G G e o : https://www.youtube.com/watch?v=1ExUsGIfCrU
How Big is Your Haystack? I - - laJ =
T M/ Cex(GC (@Ccelel YV (ec C
: o [ C' [ https//mww.youtube.com/watch?v=1ExUsGIfCrU s Nk =
If every possible password is tried, sooner or later yours will be fc\mo
’ The question is: Will that be too soon . . . or enough later? 3 | 'fl)ll qQ Upload Q &
Why Passwords Fail

_——— e * Unless people are using 10 character,
2 completely random passwords, then their
password isn’t really good
* Example:
—pEI\NI{i8m
* If you make them use a password like that,
L0004 recnds they’Ill write it down '
- Ml — Which also isn’t good

3.43 hours

IMPORTANTI!

CMPS 485: Password Complexity

- Ryan Riley

[ ] = 88views

Password strength
calculator for random - - ’
passwords Excellent presentation on making

strong passwords
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1.

2.

3.

CIS 90 - Lesson 2

Housekeeping

Send me your student survey
Lab 1 due by 11:59PM (Opus time) tonight

Use submit to turn in your work

Grading Rubric (30 points)
5 points for each correct scavenger hunt item

3 points - optional extra credit questions (1 point each).

Use verify to see what your turned in

Last day to drop/add is Saturday Feb 7th

40
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Roll Call

If you are watching the archived
video please send me an email to
let me know your were here.

41
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Turn off recording

42
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Do roll call using
both rosters
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Turn on recording
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Lab Assignments

Pearls of Wisdom:
* Don't wait till the last minute to start.
» The slower you go the sooner you will be finished.

« A few minutes reading the forum can save you hour(s).

« Line up materials, references, equipment and software ahead of time.

« It's best if you fully understand each step as you do it. Use Google or
refer back to lesson slides to understand the commands you are using.

» Use Google when trouble-shooting

» Keep a growing cheat sheet of commands and examples.

» Study groups are very productive and beneficial.

—_— - » Use the forum to collaborate, ask questions, get clarifications and share
tips you learned while doing a lab.

« Plan for things to go wrong and give yourself time to ask questions and
get answers.

 Late work is not accepted so submit what you have for partial credit.
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Grading Code Names
Lord of the Rings Characters

I'll start sending out LOR code names this week for
everyone who sends or has sent me their survey.

Student Survey

Student Information

s Date: Email address:

Intreduction to UNIX/Linux {CIS 90)

+  Preferred first name: Last name:

+  Web site, if any:

Computer Background

+ Previous computer classes or training taken:

+ Grading choice: ppass/no-pass @grade (chaose one, you may change your mind later)

+ Work or other experience using computers:

Home aquipment

o Do you have a working computer? Oyes @no

o Internet connection? @none oOdial-up ©dsl/cable
Course Objectives

+ What are you hoping te lzarm in this class?

> Operating system? 1 Windows QMac Qlinux 0 Other

+ Other comments or special learning needs?

{picase save & email completed survey to risimms(@ cabrillo.edu]
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2) Go to the CIS 90 forum

3) Click the "Subscribe"
link at the bottom so that it
changes to "Unsubscribe”.

CIS 90 - Lesson 2

E|Use x| (1Ind = { (1 1Inc
€ 9 @ [} oslabaiscabrilloedu/forum

Cabrillo College: Computer and

Information Systems
Forum for students in the Computer Networking and System
for Computer Support Specialist programs

£ Notifications [2] [=] Private messages [0] [l Rich simms v

3 Board index < Cabrillo College Spring 2015 Courses < CIS 90 - Spring 2015

CIS 90 - Spring 2015
New Topic% | Search this forum... Q| & Mark topics read « 9 topics » Pags 1 of 1

LAST POST

The morning quiz by Chris Copus

by Ahmad Allulu » Thu Jan 29, 2015 4:11 pm 4 Bl Sun Feb 01, 2015 12:21 pm
Lab 1 Bonus Question 2 clarification ° i3 by Rich Simms [

by Rich Simms » Sat Jan 31, 2015 5:33 pm Sat Jan 31, 2015 5:33 pm

Bonus Question 5 - by Eduardo Fernandez [

by Eduardo Fernandez » Thu Jan 29, 2015 2:02 pm Fri Jan 30, 2015 9:21 pm
Lab 1 @ 18 by Ryan Logan [

by Ryan Logan » Thu Jan 29, 2015 5:15 pm Thu Jan 29, 2015 5:15 pm

Test Test n e by Michael Fegela G

by Ahmad Allulu » Wed Jan 28, 2015 11:04 pm Thu Jan 29, 2015 9:59 am
% Hello everyone 1 19 by Michael Fegela G

by Chris Copus » Wed Jan 28, 2015 8:57 pm Thu Jan 29, 2015 9:58 am
CCC Conference on Ubuntu 1 2 by Rich Simms [

by Tim Converse » Wed Jan 28, 2015 6:05 pm Wed Jan 28, 2015 9:12 pm

Hawknet wifi Login and Password 3 33 by Gerlinde Brady [

=) by Ryan Logan » Wed Jan 28, 2015 4:02 pm ; Wed Jan 28, 2015 8:21 pm

e Assignment turn in 7 3 34 by mario perez [

by mario perez » Wed Jan 28, 2015 3:46 pm Wed Jan 28, 2015 3:58 pm

Display topics from previous: [All Topics ] Sort by [Post time v | [Descending +] [Ga]

New Topic % Mark topics read « 9 topics « Page 1 of 1
< Return to Board Index

Jump to -
WHO IS ONLINE
Users browsing this forum: Rich SImms and 0 guests

FORUM PERMIS SIONS

You can pest new topics in this forum
You can reply to topics in this forum
You can edit your posts in this forum
You can delete your posts in this forum
You can post attachments in this forum

IQ Board index [¥| Unsubscribe forum I [=JContact us £ The team T Members [ Delete all board cookies  All imes are UTC-08:00

Powered by phpBB® Forum Software © phpB8 Limited
Administration Control Panel

¢" Board index [x] Unsubscribe forum

1) Login to the forum
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Help Available in the CIS Lab

Instructors, lab assistants and equipment are available for CIS
students to work on assignments.

CIS 90 Student Lab Assistants:

Tess Nick

LR
Inside the STEM Center

Rich's Cabrillo College CIS Classes

CIS 90 Grades

t/\ Look for Tess, Leandro, Nick, Rich or
Mike on the schedule found here 48

Rich Simms Mike Matera
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CIS 90 Tutoring Available

http://www.cabrillo.edu/services/tutorials/

| €' [1 www.cabrillo.edu/services/tutoria s‘ Qe =

-
M Campus Life Learning Resources Student Services Directories A-Z _
Breakthroughs happen here.’>

ABOUT ~ACADEMICS/CAREERS ADMISSIONS ~CLASS SCHEDULES ~REGISTRATION ~WEBADVISOR

TUTORIALS ANNOUNCEMENTS & DEADLINES

New subjects for Spring 2014:

ot st - Matt Smithe
Computer Applications/Business Technology - y
(CABT) b

‘Computer and Information Systems (CIS)

History 17A

All students interested in tutoring in CIS 90,

CONTACT INFORMATION 172, and 81 classes need to come directly
to the Tutorials Center to schedule, register

and fill out some paperwork. This is just a

office. E E € Phone 31.479.6470 One'tlme V|S|t.

* Sessions are weekly and for the duration of
the semester. Email tutorialscenter@cabrillo.edy

Welcome to the Tutorials Center!

We offer FREE peer tutoring to Cabrilo students i
who are enrolled in the course/s for which they E

need help. Tutorials Center

k Location Room 1080A - Learning

+ Tutoring sessions are scheduled in small groups. Sessions last 1-2 hours

depending on the class. Occasionally, sessions may be one to one but that is not Goordinator Lort Chave: Th e tu to r| n g W | | I ta ke p I a Ce at th e STE M

guaranteed. Phone 831.479.6126
« Come directly to the TC office to schedule (second floor of library). Email lochavez@cabrillo.edu Ce nte r a n d th ey WI I I Iog I n a n d |Og o u t O n a
The following classes are being tutored for Spring 2014: Hours Monday - Thursday: !

computer you have designated (I will figure

@ Accounting 1A, 1B, 6, 54A, 1514, 159, 163 Friday: 9am - 1pm

© American Sign Language (ASL) 1, 2 Out eXactly What that meanS).

[ - maP DIRECTIONS, & PARKING
© Biology 4, 5, 6
o §7] v DEPARTMENT STAFF &
© Computer Applications/Business Technology (CABT) 31, 38, 41, 101, "~ FACULTY DIRECTORY
157, 160

[ @ Computer and Information Systems (CIS) 81, 90, 172 ]

© Chemistry 1A, 1B, 2, 30A, 308, 32

&)

meeting (2).jnlp I E €is90lab01.pdf " =l RobertLle..JpG | *J Credit-Re..PDF ¥ Show all downloads... x

Don't wait too long to sign up! Tutoring hours are limited! 49
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Commands



echo
banner

Is

cat

file
type
apropos
whatis
man

info

bc
passwd

set
env

CIS 90 - Lesson 2 R l I lw

Lesson 2 commands for your toolbox

Print text and variables
Make a banner

List directory contents

View file (name comes from concatenate)
Show additional information about a file
Shows where a command resides on the path
Searches the whatis database for strings
Searches the whatis database for commands
Show the manual page for a command

Alternate online documentation tool

Binary calculator
Change password

List all shell variables
List all environment variables 51
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echo command
Print text and variables

Syntax:
echo [string]

/home/cis90/simben $ echo hello rich
hello rich

/home/cis90/simben $ echo joy to the world
joy to the world

52



Syntax:

banner [string]

CIS 90 - Lesson 2

banner command
Output a banner

banner [string] [string] ... [string]

/home/cis90/simben

#HEHH

#

#

#

#

#
ik aa
# HHAFSHE # #
# # # # #
# # # # #
# # # # #
# # t # #
# # # # #
HHAHHASE HHAEESA #
# tH#HE A #
# # ## #
# # i #
# # o+ A
# # # t#
# # # i
#HASHAHE HEEHE H #

S banner I Love Linux

FEEEEEE Similar to echo command

; but outputs banner sized

FhahE letters instead
#

#

Ta—_——

# #
# #
##

#
##

# #
#H#EE # #

T
S oS e e e e
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Is command
List files or directory contents

Syntax:

Is [pathname]
Is [pathname] [pathname] ... [pathname]

/home/cis90/simben $ 1ls

bigfile Lab2.0 mission proposal3 text.fxd Listing the contents of
bin Lab2.1 Poems small town timecal the current directory
empty letter proposall spellk what am 1

Hidden Miscellaneous proposal?2 text.err

/home/cis90/simben $ l1ls Poems/

Angelou Blake Neruda  Shakespeare Yeats Listing the contents of
ant Dickenson nursery twister the Poems directory
/home/cis90/simben $ 1ls mission /bin/ps /usr/local/bin/banner Listing three files

/bin/ps mission /usr/local/bin/banner

Regular files show as black, directories show as blue and
executable programs/scripts show as green
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cat command
Concatenate and view file contents

Syntax:
cat [pathname]
cat [pathname] [pathname] ... [pathname]

/home/ci1s90/simben $ cat letter
Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.

< snipped >

Wait a minute! It's stopped hailing! Guys are swimming!
Guys are sailing! Playing baseball, gee that's better!
Mother, Father, kindly disregard this letter.

Alan Sherman
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type command
Locate a command on your path

Syntax:
type [command]

type [command] [command] ... [command]

[rsimms@opus run]$ type cal The cal command is located in the
cal is /usr/bin/cal /usr/bin directory

/home/cis90/simben $ type bogus

~bash: type: bogus: not found The bogus command is

not on the user’s path

[rsimms@opus run]$ type uname cal

uname is /bin/uname The uname command is in the /bin directory
cal is /usr/bin/cal The cal command is in the /usr/bin directory

\ Y J \
« name of the file (command/program)

name of the directory where file is found
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Class Activity

1) Where is the ssh command?

Type your answer in the chat window.

ol
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file command
Show additional file information

Syntax:
file [pathname]
file [pathname] [pathname] ... [pathname]

/home/c1s90/simben $ file letter
letter: ASCII English text

/home/cis90/simben $ file Miscellaneous/
Miscellaneous/: directory

/home/cis90/simben $ file timecal mission /usr/bin/cal

timecal: Bourne-Again shell script text executable
mission: ASCIT English text

/usr/bin/cal: ELF 32-bit LSB executable, Intel 80386, version 1
(SYSV), dynamically linked (uses shared libs), for GNU/Linux
2.6.18, stripped
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Class Activity

1) Where is the cat command?

2) What kind of file is the cat command?

Type your answers in the chat window.

P
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apropos command
search the whatis database for strings

Syntax:

apropos string

/home/cis90/simben $ apropos echo
echo (1) - display a line of text

echo (lp) - write arguments to standard output
echo [builtins] (1) - bash built-in commands, see bash (1)
lessecho (1) - expand metacharacters

pam_echo (8) - PAM module for printing text messages
ping (8) - send ICMP ECHO REQUEST to network hosts
ping6 [ping] (8) - send ICMP ECHO REQUEST to network hosts
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whatis command
search the whatis database for commands

Syntax:
whatis command

/home/ci1s90/simben $ whatis echo

echo (1) - display a line of text
echo (lp) - write arguments to standard output
echo [builtins] (1) - bash built-in commands, see bash (1)
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man command
Show the manual page (documentation) for a command

Syntax:

man command

/home/cis90/simben $ man cat
22 simben90@oslab:~ | [ [

CAT (1) User Commands CAT (1) -

NAME
cat - concatenate files and print on the standard output

SYNOPSIS
cat [QOPTION]... [FILE]...

DESCRIPTION
Concatenate FILE(s), or standard input, to standard output.

Use these keys

-R, --show-all
equivalent to -vET ] tO SCFO//
The man page is a
-b, —-—number-nonblank . .
number nonempty output lines qUICk Way tO f/nd What
I e a command does and
how to use it
-E, —--show-ends

display $ at end of each line

-n, —-—-number
number all output lines

Use g key to
] quit

« [
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Pl ek
info command

Alternate documentation tool for commands

Similar to man but has has

Syntax: links to additional pages

info command

/home/ci1s90/simben $ info echo

2 simben90@oslab:~

= |10

Some of the shells that Bash has

following menu
one of these otl

This manual ]
Bash. The Bash
on shell behavi

Builtin
Shell Variablg
Bash Features
Job Control::

* Command Line H

Ifeatures that only appear in Bash.
lborrowed concepts from are the Bourne Shell (°sh'), the Korn Shell
(*ksh'), and the C-shell (*csh' and its successor, ‘tcsh'). The

-

E® simben90@oslab:~

™

Iile: bash.info,

Features, Up: Top

ﬂ[Shell Builtin Commandsl
LS R R e e e R

<

* Menu:
* Bourne Shell Builtins::

* Bash Builtins::
* Modifying Shell Behavior::

* Special Builtins::

Node: Shell Builtin Commands,

Builtin commands are contained within the shell itself.

Next: Shell Variables,

Builtin commands inherited from the Bourne
Shell.

Table of builtins specific to Bash.
Builtins to modify shell attributes and
opticnal behavior.

Builtin commands classified specially by
POSIX.

When the

name of a builtin command is used as the first word of a simple command
(*note Simple Commands::), the shell executes the command directly,

! [without invoking another program. Builtin commands are necessary to
implement functionality impossible or inconvenient to obtain with
separate utilities.

Usi

This section briefly describes the builtins which Bash inherits from
--zz-Info: (bash.info 11

Prev: Basic Shell\ =~

=11 Builtin Commands, 46 lines --Top————————————————————————]

4 [m]

e

Move cursor over an * and press Enter to follow link

Use these
keys to
scroll

Use g key to
quit

Use Enter
to follow a
link (*)

Use L to go
back to last

page
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Class Activity

1) Is red a UNIX command?

Hint: use the man or whatis commands with red as the argument.

2) Is blue a UNIX command?

Type your answers in the chat window

P
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Use quit to
end program

bc command
A binary calculator

Syntax:
bc

/home/cis90/simben $ bec

bc 1.06.95

Copyright 1991-1994, 1997, 1998, 2000, 2004, 2006
Free Software Foundation, Inc.

This 1s free software with ABSOLUTELY NO WARRANTY.

For details type "warranty'.
2+2 *

4
Enter mathematical

3*%30 « )
90 / expressions for bc to solve

(3*31)+251*1.5

469.5

quit
/home/cis90/simben $
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Class Activity

1) What does the following mathematical expression reduce to?

5342*56-2/15-299100+(2*35)

Type your answer in the chat window
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Where are the
UNIX/Linux
commands?
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UNIX/Linux Architecture

System Commands

"56\ @ « 100’s of system commands and
utilities.

« Commands like Is (list directories), cat
Shell (print a file), rm (remove a file), ... etc.

« Utilities like vi (text editor), sort (sorts

System file contents), find (searches), ... etc.

Commands Applications

« Larger utilities like sendmail (email),
tar (backup), tecpdump (sniffer), ...
etc.

Kernel

« Administrative utilities like useradd,
groupadd, passwd (change
password), ... etc.
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Commands and Utilities
Executable binary code (programs) or scripts

/usr/bin

|E=mEEN=x=)

Most commands reside in these four directories. They
can reside in other places as well.
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The /bin directory

1ls /bin
e
fhome/cis90/zimben £ 12 /bin -\
e >
cgexec
umount|

1 [

JShome/cis90/zimben £ I

/bin has essential
commands used
by everyone.

Can you find the
Lesson 1 date,
hostname, ps
and uname
commands?

Can you find the
bash shell?

Commands are either program or script files that can be executed
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The /usr/bin directory

ls /usr/bin

JShome/ci=90/simben 5 13 /usr/bin Thel‘e are a "ton 7]
of additional
commands
(programs) in
this directory.

You will need to
scroll through a
lot of pages to
see them all!

snipped
Can you find the

Lesson 1 cal,
clear, id, ssh,
tty, and who
commands we
| usedin lLab 1?

fhome/cis90/simben $ I i
— —

71



CIS 90 - Lesson 2 !I 'W

The /sbin directory

ls /sbin
@ simbengﬂ@cslab:‘ Lo | 5 s These are
fhome,/cis80/simben § l= /sbin - essent[a/
netreport commands and
utilities used by
| system
administrators.

This is where the
chkconfig,
ifconfig and
iptables
commands are
found.

snipped

I You will learn how
to use these

| commands in CIS
= : 191 and CIS 192.

m |

1

/home/ciz90/simben £ [J
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The /usr/sbin directory

ls /usr/sbin

G N R W e
Jhome,/ci=z90/sinben % 1= fusr/sbin
|
|
|
I
snipped
postdrop
usernetctl |
|
|
|
postqueue

Jhome/ciss0/simben 5 I i

0
I
]
S
v

These are
additional
commands and
utilities are
typically used by
system
administrators.

This is where
commands like
useradd,
userdel,
tcpdump are
located.

You will learn how
to use these

commands in CIS
191 and CIS 192.
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type command
Locate a command on your path

Syntax:
type [command]

type [command] [command] ... [command]

[rsimms@opus run]$ type cal The cal command is located in the
cal is /usr/bin/cal /usr/bin directory

/home/cis90/simben $ type bogus

~bash: type: bogus: not found The bogus command is

not on the user’s path

[rsimms@opus run]$ type uname cal

uname is /bin/uname The uname command is in the /bin directory
cal is /usr/bin/cal The cal command is in the /usr/bin directory

\ Y J \
« name of the file (command/program)

name of the directory where file is found
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Class Activity

Draw a line connecting the command to the directory where it resides

bc /bin
tty /usr/bin
echo /sbin
ifconfig /usr/sbin
useradd Built into the shell

You will learn more about useradd in CIS 191 and ifconfig in CIS 192 75
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Class Activity

Draw a line connecting the command to the directory where it resides

tty /bin
hosthname /usr/bin
echo /sbin
ifconfig /usr/sbin
useradd Built into the shell
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Programs

Binary code
vs text scripts
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UNIX commands & utilities are executable programs

A program can be binary code:

« Binary machine code is unprintable. A programmer must use hex
dumps to examine it.

« Binary machine code executes very quickly and is targeted for a
specific CPU instruction set.

« The binaries are produced by compiling source code written in a higher
level language such as C, or C++.

A program can be a text-based script:

« A script can be directly viewed and printed.

« A script does not need to be compiled. It is interpreted on the fly and
because of that doesn't run as fast as binary code.

« Common scripting languages include bash, perl and python.
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Two example programs: apropos and cal

Lets take a deep dive on two random commands:
apropos - searches the whatis database for a string of text
cal - prints a calendar
I'll be using this graphic to indicate

a program that has been loaded
into memory to be executed
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What do they do?

YIS I IS IANNNNNNNN

S/ NN\

apropos cal

The apropos command searches the whatis database.

/home/cis90/simben $ apropos uname

oldolduname [obsolete] (2) - obsolete system calls

olduname [obsolete] (2) - obsolete system calls

uname (1) - print system information

uname (lp) - return system name
(2) - get name and information about current kernel
(3p) - get the name of the current system

uname
uname

The cal command prints a calendar

/home/cis90/simben $ cal
February 2012
Su Mo Tu We Th Fr Sa
1 2 3 4
5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29
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Where are the programs located?

LSS/ NNNNNNN\N YIS LI IIIANNNNNNNN

apropos cal
/home/cis90/simben $ type apropos cal The apropos and cal
apropos is hashed (/usr/bin/apropos) commands are both in
cal is /usr/bin/cal the /usr/bin directory.

Note: Sometimes you will see "Hashed" which means the command has been run previously and
its location on the path has been temporarily “remembered”. This is to speed up subsequent
path searches for the same command.
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Listing the program files

LSS/ NNNNNNN\N YIS LI IIIANNNNNNNN

apropos cal

/home/cis90/simben $ ls /usr/bin/apropos /usr/bin/cal
/usr/bin/apropos /usr/bin/cal
Both files show as green

because they are
executables

/home/cis90/simben $ ls -F /usr/bin/apropos /usr/bin/cal
/usr/bin/apropos* /usr/bin/cal*

FYI, use the -F option if
color blind. Executables
have a * suffix.
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Getting additional information on the program files

LSS/ NNNNNNN\N

apropos
/usr/bin $ file apropos apropos is a
apropos: Bourne shell script text executable shell script

/usr/bin $ file cal
cal: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV),
for GNU/Linux 2.6.9, dynamically linked (uses shared libs),

for GNU/Li 2.6.9, stri d . .
ot /Linux S-r1PPe cal is binary code (has been compiled

from higher level source code)
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Viewing the contents of the
program files

|

¥ (binary code)

cat /usr/bin/apropos cat /usr/bin/cal
(48 simbengo@oslab:~ EENE) [ simbengo@oslab:~ e Sl e |

/home/cis90/simben § cat /usr/bin/apropos - EP:‘:l%?'/home/cisQD/simben S PUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTT -
#!/bin/sh TYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPU
# TTYPUITYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTITYP
# apropos -- search the whatis database for keywords. UTTYPUTTYPuTTYPUTTYPUTTY PUTTYPUTTYPUTTYPUTTYPUTTY PUTTYPuTTYPUTTYPUTTYPUTTYPUTTY
# whatis -- idem, but match only commands (as whole words). PUTTYPUTTYPUTTY PUTTYPUTTYPUTTY PUTTYPUTTYPUTTY PUTTYPUTTY PUTTYPUTTYPUTTYPUTTYPUTT
# YPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTY
# Copyright (c) 19%0, 1991, John W. Eaton. —bash: PuTTYPuTTYPuTTYPuTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPu
# Copyright (c) 1994-1999, Andries E. Brouwer. TTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYP
# UTTYPuTTYPUuTTYPuTTYPUuTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUuTTYPUTTYPUTTYPUTTYPUTTYPUTTY
# You may distribute under the terms of the GNU General Public PUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTT
# License as specified in the REARDME file that comes with the man YPUTTYPUTTYPuTTYPUTTYPUTTYPUTTYPUTTYPUuTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPuT
# distribution. TYPUTTYPUTTYPUuTTYPUTTY: command not found
# /home/cis90/simben S I
# apropos/whatis-1.5m aeb 2003-08-01 (from man-1.6f)
#
# keep old PATH - 000323 - Bryan Henderson
# also look in /wvar/cache/man - 030801 - aeb
program="basename $0°
# When man pages in your favorite locale look to grep like binary files
# (and you use GNU grep) you may want to add the 'a' option to *grepoptl.
aproposgrepoptl="ai’
aproposgrepopt2="" i
whatisgrepoptl="aiw’ El =
whatisgrepopt2=""" - -
. . n n H H
The cat command can print the apropos file The cat command "chokes" trying to print the
because it is a readable (and editable) ASCII binary cal file because it is full of unprintable
text script machine code.
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How binary programs are created

VIZZ LI GFANNNNNNNN

From: gcal-3.01.tar.gz

cal

— T T ——T—
@ rsimms@nosme:~/depot/geal-3.01/src T T IRRN——— @@u
—
[rzimm=@nosmo src]$ head -50 gcal.c -
I

# gecal.c: Main part which controls the extended calendar program.

Copyright (c) 1994, 95, 96, 1997, 2000 Thomas Esken

This software doesn't claim completeness, correctness or usability.
On principle I will not be liable for ANY damages or losses (implicit

or explicit), which result from using or handling my software. . h l b H d

If you use this software, you agree without any exception to this NOte' T e Ca Inary CO e

agreement, which binds you LEGALLY !! af=
resulted from compiling the

This program is free software; you can redistribute it and/or modify . .

it under the terms of the ‘GNU General Public License' as published by Orlglna/ gca/'C Source Code.

the "Free Software Foundation'; either wersion 2, or (at vour option)
any later version. 0l

You should have received a copy of the "GNU General Public License’
along with this program; if not, write to the:

Free Software Foundation, Inc.
59 Temple Place - Suite 33

———
, Boston, MA 02111-1307, Us@ rsimms@nosmo:~/depot/gcal-3.01/src o — — o — " E@g

I O

[rsimms@nosmo srcl]$ file /usr/bin/cal s
static char zesid(1="s1d: seel | M5 /bin/cal: ELF 32-bit LSE executable, Intel 8038¢, wversion 1
(5Ysv), for GNU/Linux 2.2.5, dynamically linked (uses shared lib
- s), stripped

= Include header files.
l’; -

finclude *cailor.n” [rsimms@nosmo srcl$ [
#if HAVE_ASSERT H

# include <assert.h>
$endif

#if HAVE CIYPE H D

== Because GNU Linux software is licensed under the GPL you can make your >
own custom version of the commands or the kernel!
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FYI

See this forum post from a previous class for an example of
obtaining the source code for a Linux command and modifying it:

http://oslab.cabrillo.edu/forum/viewtopic.php?f=31&t=683&p=2774

Lab #2...even though "info uname’ output states...

Dby Dan McNamara » Fri Feb 18, 2011 12:53 pm

Hi Folks,

Does anyone happen to know if there are ways to manipulate output from uname such that it is listed in the order that | want it to be? Dan McNamara

Under "Commands’ in Lab #2, question 11, we are asked what options would we use to display just the operating system, it's kernel Posts: 28 It // t t d h
release numbers and the machine’s network node hostname. | got that okay. However, what if | wanted the output to display following Joined: Fri Feb 04, 2011 5:21 pm a S ar e W en

e Dan did Lab 2 and
opus.cabrillo.edu 2.6.18-164.el5 GNU/Linux (the default)

GHNU/Linux 2.6.18-164.el5 apus.cabrillo.edu (what I'd like it to be) Wanted to Change
Doing 3 man uname’ doesr: cover this butfnfo uname'state: the way uname

If multiple options or *-a' are given, the selected information is O["de["ed [ts Output’

printed in this order:

KERNEL-MAME NODENAME KERNEL-RELEASE KERNEL-VERSION
MACHINE PROCESSOR HARDWARE-PLATFORM OPERATING-SYSTEM

I can live with the default output as it does answer the question...it just kind of bugs me that it's not in the order that | would prefer.
Mixing the order of the options has no effect on the default output.

Just wondering....
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Class Activity

Where is the scavenge program?
Hint: use the type command with scavenge as the argument.
Type your answer in the chat window.

Is the scavenge command a binary executable or a shell
script?

Hint: use the file command with the location of scavenge as the argument.
Type your answer in the chat window.

Can you cat the scavenge command?
Paste a line of output in the chat window.

Is scavenge a UNIX command?
Hint: use the man or whatis commands with scavenge as the argument.

Type your answer in the chat window.
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You will get these questions when you submit Lab 2

1) Name a UNIX command that gets its input only from

the command line?

2) Name an interactive command that reads its input

from the keyboard?

3) Name a UNIX command that gets its input from the

Operating System?
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console
Program screen
(a file on drive) (default)
{o
60'@ ) 1) Command line
//71‘0 (Options &
arguments)

2) Terminal
keyboard

3) Operating system console
information such as screen
(default)

file contents and
session properties
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Name a UNIX command that gets its input only
from the command line?

/home/cis90/simmen $ echo hello world

hello world
/home/cis90/simben $ banner hello world

# oAttt A # FHAFEHA
# ## # # # #
# ## # # # #
A dHd HHHHE # # #
# ## # # # #
# ## # # # #
# oAt FAEAAE A ER A AR
# oAt AAE FHAAESE H A
t # # # # & # # # #
t # # # # & # # # #
t # # # # oHEttAE A # #
t # # # 4+ #  # # #
t # # # # & + # # #
i #4 HEHEAEE A # oA AEERAS

The echo and banner commands are examples of commands
that get their input from the command line
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echo command

/home/cis90/simmsben $ echo hello world
hello world

Options: NA
Args: hello world

stdin

stderr

The echo command is an example of a command
that gets its input from the command line 92
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Name an interactive command that reads its

input from the keyboard?

/home/cis90/simmsben $ bc
bc 1.06

Copyright 1991-1994, 1997, 1998, 2000 Free

Software Foundation, Inc.
This is free software with ABSOLUTELY NO
WARRANTY.

For details type “warranty'.
2+2

4

500-200+3

303

sgrt (64)

8

quit

/home/cis90/simmsben $ passwd

Changing password for user simmsben.
Changing password for simmsben

(current) UNIX password:

New UNIX password:

BAD PASSWORD: is too similar to the old
one

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated
successfully.

The bc (binary calculator) and passwd commands are examples of
interactive commands that read their input from the keyboard

2l YN h
o
3 L4

)

93



CIS 90 - Lesson 2
bc command

[rsimms@nosmo ~]S$ bc
<snipped>

2+2

4

quit

Options: NA
Args: NA

r:] I/

’Vn
/n

stdin

stderr

The bc (binary calculator) command is an example of an
interactive command that reads its input from the keyboard 94
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Name a UNIX command that gets its input from

the Operating System?

/home/cis90/simmen $ who

dycktim
root
velasoli
guest90
rsimms
guest90
watsohar
swansgre
guest90
abbenste

pts/1
:0

pts/2
pts/3
pts/4
pts/5
pts/6
pts/7
pts/8
pts/9

2010-09-07
2009-12-18
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07

/home/cis90/simben $ uname

Linux

The who and uname commands are examples of commands

17:
17:
17:
16:
15:
16:
17:
17:
17:
17:

07
30
08
56
54
59
03
10
10
11

(nosmo-nat.cabrillo.edu)

(
(
(
(
(
(
(
(

cabrillo.
cabrillo.
cabrillo.
cabrillo.
cabrillo.

that get their input from the Operating System

ads1-35-201-114-102.dsl.net)
nosmo-nat.cabrillo.edu)
dsl-45-78-13-81.dhcp.com)
nosmo-nat.
nosmo-nat.
nosmo-nat.
nosmo-nat.
nosmo-nat.

edu)
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who command

/home/cis90/simmsben $ who

dycktim pts/1 2010-09-07 17:07 (nosmo-nat.cabrillo.edu)

root :0 2009-12-18 17:30

velasoli pts/2 2010-09-07 17:08 (adsl-35-201-114-102.dsl.net) StdOUt

guest90 pts/3 2010-09-07 16:56 (nosmo-nat.cabrillo.edu) r
Options: NA ."
Args: NA /'

y '
r:) 105 ‘éi =

‘: DDV DRIDDIDDDD ‘ ﬁ
\/
| OHX

\/
"‘ a read t
' User, terminal,
stderr

hostname information

date, time and
stdin

The who command is an example of a command
that gets its input from the Operating System
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Class Activity

Where is this ps command getting its
input from?

/home/cis90/simben $ ps

PLD- S TY TIME CMD
26981 pts/2 00:00:00 bash
28587 pts/2 00:00:00 ps

/home/cis90/simben $

Type your answer in the chat window

B
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from Dictionary.com

Parse [pahrs, pahrz] verb, parsed, pars-ing.
verb (used with object)

1. to analyze (a sentence) in terms of grammatical constituents,
identifying the parts of speech, syntactic relations, etc.

2. to describe (a word in a sentence) grammatically, identifying the part
of speech, inflectional form, syntactic function, etc.

3. Computers . to analyze (a string of characters) in order to associate

groups of characters with the syntactic units of the underlying
grammar.

One of the things the shell does is parse what is typed by the user. This
results in the command line being analyzed to identify the command, the
options, the arguments and any redirection.
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Command Syntax

Command Options Arguments Redirection

Command - is the name of an executable program file.

Options - a special type of argument that is used to control
how the program operate operates.

Arguments - the objects the command is directed to work
upon. Multiple arguments are separated by spaces.

Redirection - The default input stream (stdin) is from the
console keyboard, the default output (stdout) and error (stderr)
streams go to the console screen. Redirection can modify these
streams to other files or devices.
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Command Syntax Rules

Command Options Arguments Redirection

Command - usually at the beginning of the line

Options - follow the command, usually starts with a dash, may

be combined after a single “-" or separated by spaces. Note
that -iad is the same as -i -a -d

Arguments - follow the options. Multiple arguments must be
separated by spaces.

Redirection - Will be a <, >, >>, 2> or | followed by the I/O

redirection.

Spaces are required between Multiple spaces are treated
commands, options, arguments and as a single space (unless
any redirection inside quotes)
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Command Syntax Example

Options Arguments

==

ls -1t proposall proposa12 > /dev/null

L —

spaces

Don't worry now about what the example command above
does, for now we just want to be able to parse it into the
command, options, arguments and any redirection
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est.

More Command Syntax Examples

The command syntax is the underlying grammar used
to parse the command line

/home/cis90/simben S -

opus.cabrillo.edu

/home/cis90/simben $ - -0

GNU/Linux

/home/cis90/simben S . -1d Poems/
drwxr-xr-x 5 simben90 cis90 4096 Jan 18 2004 Poems/

/home/cis90/simben S . -11 letter _

More on redirection in later lessons 103



: _—
S :

:

]

Parsing
Practice



CIS 90 - Lesson 2 i ri ‘ ’ |w

Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ echo I love Linux
T lewve Linux

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
105
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Command Syntax

Command Options Arguments Redirection

/home/ci1s90/simben S echo I love Linux
I love Linux

Please parse the command line above

Command: echo
Options:

How many: NA

What are they: NA
Arguments:

How many: 3

What are they: I, Love, Linux

Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ 1ls -1d /bin /usr/bin
AW IX e ot e el B0 L MO © Lt 20 P0mNON T2 1 150 20 ke/dam 1]
W= Rl w2 POO T L0 Tkt Gek 44 BN O 22:34 - 468 249 UE T /B

Use the chat window to type your answers
Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they: , _...,, __., ...

Redirection:
How many:
What is redirected: 107
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Command Syntax

Command Options Arguments Redirection

/home/ci1s90/simben $ 1ls -1d /bin /usr/bin
drwxr-xr-x 2 root root 4096 Nov 23 13:49 /bin
drwxr-xr-x 2 root root 61440 Nov 23 13:49 /usr/bin

Please parse the command line above

Command: Is

Options:
How many: 2
What are they: |, d

Arguments:
How many: 2
What are they: /bin, /usr/bin

Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ ls-1d/bin/usr/bin
-bash: 1ls-1d/bin/usr/bin: No such file or directory

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
109
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ ls-1d/bin/usr/bin
-bash: 1ls-1d/bin/usr/bin: No such file or directory

Please parse the command line above

Command: Is-ld/bin/usr/bin

Options:
How many: NA

What are they: NA
Spaces are required between

Arguments: commands, options,
How many: NA arguments and any
What are they: NA redirection
Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ file proposall timecal
proposall: ASCII English text
timecal: shell archive or script for antique kernel text

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
111
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ file proposall timecal

proposall: ASCII English text
timecal: shell archive or script for antique kernel text

Please parse the command line above

Command: file
Options:

How many: NA

What are they: NA
Arguments:

How many: 2

What are they: proposall, timecal

Redirection:
How many: NA
What is redirected: NA
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Variables

117
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Shell Variables

» A shell variable gives a name to a location in memory where data can
be kept during the session. This data value is lost when a session ends.

« The shell variables used to customize the users environment are called
Environment variables.

« When parsing, the shell will look for a $ followed by a variable name
and replace it with the value of the variable.

To show the value of a variable use the echo command and precede the
variable name with a $

echo $PS1 shows the current value of the PS1 variable
To change the value of a variable, use an = sign with no surrounding
blanks and no $

PS1="Enter next command: " sets the PS1 prompt variable
118



CIS 90 - Lesson 2 N ' ' |w

Shell Environment Variables

These variables are automatically set for you when you log in

HOME Users home directory (starts here after
logging in and returns with a cd command
(with no arguments)

LOGNAME User's username for logging in with.

PATH List of directories, separated by :'s, for the
Shell to search for commands (which are
program files) .

PS1 The prompt string.

PWD Current working directory

SHELL Name of the Shell program being used.
TERM Type of terminal device , e.g. dumb, vt100,

xterm, ansi, linux, etc.
119
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Showing environment variable values

/home/cis90/simben $ echo $TERM Shows your terminal type
xterm

/home/cis90/simben $ echo $PWD Shows your current working directory
/home/cis90/simben

/home/cis90/simben $ echo $PS1 Shows your level 1 prompt string
SPWD S
/home/cis90/simben $ echo SHOME Shows your home directory

/home/cis90/simben

/home/cis90/simben $ echo $SHELL Shows your shell
/bin/bash

/home/cis90/simben $ echo S$PATH Shows the directories making up your path

/usr/1lib/gqt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:
/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.
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Terminal type # Terminal device

The TERM variable holds the terminal type which
is different than the terminal device

£® simben90@oslab:~ EE—

s5imben90@oslab.cabrillo.edu's password:

Last login: Tue Feb 4 18:56:49 2014 from ec2-54-215-232-67.us-west-1.compute.am
2Z0onaws . com

S

(‘v')
/F===\\
(\ = /)
Welcome to Opus
Use tty to see Serving Cabrillo College
terminal device Terminal type? [xterm] _
1 Terminal type is xterm. Note the TERM variable

/home/cis90/simben 5 tty .
Jdev/utafl gets set every time we log
/home/cis90/simben 5 echo STERM into OpUS
Xterm

A m |

Use echo $TERMI /home/cis90/simben S I
to see terminal type
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Setting Variable Values

To change the value of a variable, use an = sign
with no surrounding blanks and no $

/home/ci1s90/simben $ echo S$TERM Show the current
xterm terminal type
/home/ci1s90/simben $ TERM=dumb Change the terminal
/home/cis90/simben $ echo $TERM type and display the
dumb new value
/home/cis90/simben $ TERM=xterm tChange 1;/:? t?;mina/
/home/cis90/simben $ echo STERM ype back to the

original value
xterm

In Lab 2 you will see what happens when the terminal type is changed
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The SHELL variable

The SHELL variable will be set to

/home/cis90/simben $ echo $SHELL the name of the shell your are
/bin/bash running. Benji is running the bash
shell.

/home/ci1s90/simben $ ps
P In Lesson 1 we used the ps

PID TTY TIME CMD

; the shell bei
7364 pts/1 00:00:00 bash ﬁLOHTma”d 0 see the shell being
7745 pts/1 00:00:00 ps

/home/cis90/simben $ cat /etc/passwd | grep simben
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

The shell that is run is determined
by the entry in /etc/passwd
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The PS1 variable

/home/cis90/simben $ PS1="By your command > "
By your command > date

Mon Sep 3 17:25:32 PDT 2012

By your command >

By your command > PSl='What can I do for you $SLOGNAME?
What can I do for you simben90? date

Mon Sep 3 17:26:10 PDT 2012

What can I do for you simben907?

What can I do for you simben90? PS1='SPWD $

/home/cis90/simben $ date
Mon Feb 3 18:00:30 PST 2014

The PS1 variable determines your shell prompt
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Class Exercise
PS1 "Prompt" variable

Change your prompt to "What is your command master? "

Include a space after the "?"

] H -
1 X X
successful and a red x if stuck on MAINROOM (1) |/

I No
CCC Confer None -
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Need a fresh start -- just log out
and back in again and your prompt
will be back to normal!
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Changing the prompt

There are some special \codes you can insert when setting the prompt

\h gets replaced by \W gets replaced by the
the hostname base working directory

\u gets replaced by
the username ﬁ, (

/home/cis90/simben $ PS1="[\u@\h \W]\$
[simben90@oslab ~]S$ date \$ gets replaced by a $ for regular

# if th t
Mon Sep 3 ]_7‘38-54 PDT 2012 users or # 1 e root user
[81mben90@oslab ~

user name indicates regular user

hostname

working directory
(~ is shorthand for the
home directory)
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\!
\#
\d
\h
\n
\s
\t
\u
\w
\W
\$

CIS 90 - Lesson 2

Changing the prompt

history command number
session command number

date

hostname

new line

shell name

time

user name

entire path of working directory
only working directory

$ or # (for root user)

n
!
y
A A

The PS1 variable
(defines the prompt)
can be set to any
combination of text,
variables and these
special codes.
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Changing the prompt

PS1="'SPWD S ' /home/cis90/simmsben/Poems $

PS1="\w $ " ~/Poems $

PS1="\W s " Poems $

PS1="\u@\h $ " simmsben@opus $

PS1='\u@\h SPWD $ ' simmsben@opus /home/cis90/simmsben/Poems $
PS1="\u@\S$SHOSTNAME S$PWD $ ' simmsben@opus.cabrillo.edu /home/cis90/simmsben/Poems $
PS1='\u \! SPWD $ ' simmsben 825 /home/cis90/simmsben/Poems $

PS1="[\u@\h \Ww] $ " [simmsben@opus Poems] $

Important: Use single quotes around variables that change. For example if
you use $PWD with double quotes, the prompt will not changes as you change
directories! More on this later ... 131
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Need a fresh start -- just log out
and back in again and your prompt
will be back to normal!
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Shell Variables

set command

/home/cis90/simben $ Set

BASH=/bin/bash
BASHOPTS=checkwinsize:cmdhist:expand aliases:extquote:force fignore:hostco
mplete:interactive comments:login shell:progcomp:promptvars:sourcepath
BASH ALIASES=()

BASH_ARGC= ()

BASH ARGV= ()

BASH_CMDS= ()
BASH_ENV=/home/cis90/simben/.bashrc

BASH LINENO= ()

BASH SOURCE= ()

BASH VERSINFO=([0]="4" [1]="1" [2]="2" [3]="1" [4]="release" [5]="1i386-
redhat-linux-gnu")
BASH_VERSION='4.1.2(1)-release'
COLORS=/etc/DIR COLORS

COLUMNS=123

CVS_RSH=ssh

DIRSTACK= ()

EUID=1001

GROUPS= ()

G_BROKEN_FILENAMES=1
HISTCONTROL=ignoredups
HISTFILE=/home/cis90/simben/.bash history
HISTFILESIZE=1000

HISTSIZE=1000

HOME=/home/cis90/simben
HOSTNAME=oslab.cabrillo.edu

HOSTTYPE=1386

ID=1001

IFS=$' \t\n'

IGNOREEOF=10

LANG=en_US.UTF-8
LESSOPEN="'|/usr/bin/lesspipe.sh %s'
LINES=38

LOGNAME=simben90

The set command shows all shell
variables including the special
environment variables.

LS_COLORS='"'rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:0bd=40;3
3;01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:s5u=37;41:59=30;43:ca=30;41:tw=
30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz
=01;31:*.1zh=01;31:*.1zma=01;31:*.t1z=01;31:*.txz=01;31:*.2zip=01;31:*.2z=01
;31:%.2=01;31:*.dz=01;31:*.92z=01;31:*.12=01;31:*.x2=01;31:*.bz2=01;31:*.tb
z=01;31:*.tbz2=01;31:*.bz=01;31:*.tz=01;31:*.deb=01;31:*.rpm=01;31:*.jar=0
1;31l:*.rar=01;31:*.ace=01;31:*.2z00=01;31:*.cpio=01;31:*.72=01;31:*.rz=01;3
1:*.Jpg=01;35:*.3peg=01;35:*.gif=01;35:*.bmp=01;35:*.pbm=01;35:*.pgm=01; 35
:*.ppm=01;35:*.tga=01;35:*.xbm=01;35:*.xpm=01;35:*.tif=01;35:*.tiff=01;35:
*.png=01;35:*.svg=01;35:*.svgz=01;35:*.mng=01;35:*.pcx=01;35:*.mov=01;35:*
.mpg=01;35:*.mpeg=01;35:*.m2v=01;35:*.mkv=01;35:*.0ogm=01;35:*.mp4=01;35:*.
m4v=01;35:* .mp4v=01;35:*.vob=01;35:*.gt=01;35:*.nuv=01;35:*.wnv=01;35:*.as
f=01;35:*.rm=01;35:*.rmvb=01;35:*.f1c=01;35:*.avi=01;35:*.£f11i=01;35:*.flv=
01;35:*.g91=01;35:*.d1=01;35:*.xcf=01;35:*.xwd=01;35:*.yuv=01;35:*.cgm=01;3
5:*%.emf=01;35:*.axv=01;35:*.anx=01;35:*.0gv=01;35:*.0gx=01;35:*.aac=01;36:
*.au=01;36:*.flac=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*
.mpc=01;36:*.099=01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*.0ga=01;36:*.sp
x=01;36:*.xspf=01;36:"

MACHTYPE=1i386-redhat-linux-gnu

MAIL=/var/spool/mail/simben90

MAILCHECK=60

OLDPWD=/bin

OPTERR=1

OPTIND=1

OSTYPE=linux-gnu

PATH=/usr/lib/qt-
3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home
/cis90/simben/../bin:/home/cis90/simben/bin: .

PIPESTATUS=([0]="127")

PPID=17309

PROMPT COMMAND='printf "\033]0;%s@%s:%s\007" "${USER}" "${HOSTNAME%%.*}"
"S$S{PWD/#SHOME/~}""'

PS1='"SPWD $ '

p32="> "'

PS4="+ "

PWD=/home/cis90/simben

QTDIR=/usr/lib/qt-3.3

QTINC=/usr/lib/qt-3.3/include

QTLIB=/usr/lib/qt-3.3/1ib

SELINUX LEVEL_REQUESTED=

SELINUX ROLE_REQUESTED=

SELINUX USE_CURRENT_ RANGE=

SHELL=/bin/bash
SHELLOPTS=braceexpand:emacs:hashall:histexpand:history:ignoreeof:interacti
ve-comments:monitor

SHLVL=1

SSH _CLIENT='50.0.68.235 51849 2220'

SSH_CONNECTION='50.0.68.235 51849 172.30.5.20 2220"'

SSH_TTY=/dev/pts/2

TERM=xterm

UID=1001

USER=simben90

USERNAME=

_=ser

colors=/etc/DIR_COLORS

/home/cis90/simben $ 134
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Shell (Environment) Variables
env command

/home/cis90/simben $ €NV

HOSTNAME=o0slab.cabrillo.edu
SELINUX ROLE_REQUESTED=

TERM=xterm

Srmu s The env command shows just the
2Eizﬁéifﬁiéféaiéﬁiiiluiéi‘*9 2220 enwronment. variables (a subset of
gg?;i;;ﬁiijiiﬁjgt:ii/lnclude the She// Varla/beS)

SSH_TTY=/dev/pts/2

USER=simben90

LS _COLORS=rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:0d=40;33;01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:su=37;41:s9g=30;43:ca=
30;41:tw=30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.1zh=01;31:*.1zma=01;31:*.t1z=01;31:*.txz=01;31
:*.zip=01;31:*.2=01;31:*.2=01;31:*.dz=01;31:*.9z=01;31:*.12z=01;31:*.x2=01;31:*.bz2=01;31:*.tbz=01;31:*.tbz2=01;31:*.bz=01;31:*.tz=01;31:*.
deb=01;31:*.rpm=01;31:*.jar=01;31:*.rar=01;31:*.ace=01;31:*.2z00=01;31:*.cpio=01;31:*.72z=01;31:*.rz=01;31:*.jpg=01;35:*.jpeg=01;35:*.gif=01
;35:*.bmp=01;35:*.pbm=01;35:*.pgm=01;35:*.ppm=01;35:*.tga=01;35:*.xbm=01;35:*.xpm=01;35:*.tif=01;35:*.tiff=01;35:*.png=01;35:*.svg=01;35:*
.svgz=01;35:*.mng=01;35:*.pcx=01;35:*.mov=01;35:*.mpg=01;35:* .mpeg=01;35:*.m2v=01;35:*.mkv=01;35:*.0ogm=01;35:*.mp4=01;35:*.m4v=01;35:*.mp4
v=01;35:*.vob=01;35:*.gt=01;35:*.nuv=01;35:*.wmv=01;35:*.asf=01;35:*.rm=01;35:*.rmvb=01;35:*.f1c=01;35:*.avi=01;35:*.£f11=01;35:*.£f1v=01;35
:*.gl=01;35:*%.d1=01;35:*.xcf=01;35:*.xwd=01;35:*.yuv=01;35:*.cgm=01;35:*.emf=01;35:*.axv=01;35:*.anx=01;35:*.0gv=01;35:*.0gx=01;35:*.aac=0
1;36:*.au=01;36:*.flac=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*.mpc=01;36:*.0gg=01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*
.0ga=01;36:*.spx=01;36:*.xspf=01;36:

USERNAME=

MAIL=/var/spool/mail/simben90
PATH=/usr/lib/qt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.
PWD=/home/cis90/simben

LANG=en_US.UTF-8

SELINUX LEVEL REQUESTED=

HISTCONTROL=ignoredups

SHLVL=1

HOME=/home/cis90/simben

BASH ENV=/home/cis90/simben/.bashrc

LOGNAME=simben90

QTLIB=/usr/lib/qt-3.3/1ib

CVS_RSH=ssh

SSH_CONNECTION=50.0.68.235 51849 172.30.5.20 2220

LESSOPEN=| /usr/bin/lesspipe.sh $%s

G_BROKEN_FILENAMES=1

_=/bin/env

OLDPWD=/bin

/home/cis90/simben $
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Class Exercise
PS1 "Prompt" variable

Change your prompt to "What is your command master? "

Include a space after the ?

] H -
1 X X
successful and a red x if stuck on MAINROOM (1) |/

I No
CCC Confer None -

136



o Co\Xeg CIS 90 - Lesson 2 : rﬁ l l lw

The Shell
(Deep Dive)



CIS 90 - Lesson 2 . F ‘ ' lw

Shell

System

Commands Applications

Kernel

The Shell

Allows users to interact with the
computer via a “command line”.

Prompts for a command, parses the
command, finds the right program and
gets that program executed.

Is called a “shell” because it hides the @U
underlying operating system. et

Multiple shell programs are available:
sh (Bourne shell), bash (Bourne Again
shell), ecsh (C shell), ksh (Korn shell).

The shell is a user interface and a
programming language (scripts).

GNOME and KDE desktops could be
called graphical shells
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Life of the Shell

2
==\ R)

Shell

System

Commands

Applications

Kernel

1) Prompt
2) Parse
3) Search
4) Execute
5) Nap

6) Repeat

A i
Y
A A
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Life of the Shell

Example:
/home/cis90/simben $ 1ls -1t proposall proposal2
—-rw-r—--r--. 1 simben90 cis90 1074 Aug 26 2003 proposall
—-rw-r—--r--. 1 simben90 cis90 2175 Jul 20 2001 proposal?

/home/cis90/simben $

f;‘i'r'oﬁfgfs Lets take a deep dive into how a command
2) Parse gets executed.

3) Search

o) paocte Note it is always a team effort by both the
6) Repeat shell and the command.
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Life of the Shell
) Prompt

1) Prompt user for a command 2) parse

Search
4) Execute
5) Nap
6) Repeat

The shell begins by outputting the prompt
Example: K (which is based on the PS1 variable)
/home/cis90/simben $ 1ls -1t proposall proposal2

\ Then you type the command

FYI, you can mimic outputting the prompt yourself with these commands:

/home/cis90/simben $ echo $PS1 toshow value of PS1 variable
REWD S 1 echo the output of the
/home/cis90/simben $ echo $PWD $ previous command
/home/cis90/simben § was output by the echo command above

/home/cis90/simben $ was output by the shell (the same output)
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Life of the Shell

Shell Steps
1) Prompt

2) Parse command user typed 3) Search

4) Execute
5) Nap
6) Repeat

Example:

During the parse step the shell
identifies all options & arguments,
handles any metacharacters and
redirection

1s -1t proposall proposal2

Command = Is

2 Options =1, t

2 Arguments = proposall, proposal2
1 Redirection = NA
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Life of the Shell
D) Promet

3) Search path for the program to run 2=,

4) Execute
5) Nap

1s -1t proposall proposal2 6) Repeat

Use this command to see the path directories (separated by :’s) on your path
/home/cis90/simben $ echo $PATH
/usr/1ib/qt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin
:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.

The shell will search each directory in order for an Is command
/usr/lib/qt-3.3/bin no Is command found here

/usr/local/bin no Is command found here

/bin YES! - an Is command is in the /bin directory

/usr/bin

/usr/local/sbin

/usr/sbin

/sbin Try mimicking what the shell does to search for Is:
/home/cis90/simben/. . /bin /home/cis90/simben $ 1ls /usr/lib/gt-3.3/bin/ls

. . . ls: cannot access /usr/lib/gt-3.3/bin/ls: No
/home/cis90/simben/bin such file or directory

/home/cis90/simben $ 1ls /usr/local/bin/ls
1s: cannot access /usr/local/bin/ls: No such

Note: If the shell cannot find the file or directory
command on the path it will output Fhemeer s00 emnten & e Mhimiie
"command not found" /bin/ls
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Life of the Shell s

2) Parse
3) Search
4) Execute

4) Execute the command O e

1ls -1t proposall proposal2

Invokes the kernel to load the program into memory (which ‘x ;‘?f‘&;;’;ﬁ%;w
. \ Au
becomes a process), passes along any parsed options & expanded 5005 propos*
T A

arguments, hooks up any redirection requests then goes to sleep till
the new process has finished

Options: -t
Args: proposall, proposal 2

XHe
—,

file information
Read file type, permissions,
owner, size, links, etc.
information from the kernel
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Life of the Shell
2 Prompt

5) Nap while the command (process) 2@

Search
4) Execute

runs to completion S) Nop

6) Repeat
(The shell, itself a loaded process, goes into the sleep state
and waits till the command process is finished)

/home/cis90/simben $ 1ls -1t proposall proposal2
-rw-r--r--. 1 simben90 cis90 1074 Aug 26 2003 proposall
-rw-r--r--. 1 simben90 cis90 2175 Jul 20 2001 proposal2

The shell sleeps while the Is process outputs these two lines
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Life of the Shell
) Prompt

6) And do it all over again 2) Paree

3) Search
..go tostep 1 ) Bxeaute

6) Repeat
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Life of the Shell

A /home/cis90/simben $ Ls -1t proposall proposal2 What's wrong?
~bash: Ls: command not found Who output the error?

B /home/cis90/simben $ ls -1t proposall proposalb
ls: cannot access proposal5: No such file or directory
-rw-r—-r—-—. 1 simben90 cis90 1074 Aug 26 2003 proposall

What’s wrong?
Who output the error?

C /home/cis90/simben $ 1ls -lw proposall proposal2

. . ; : What’s wrong?
ls: invalid line width: proposall

Who output the error?

D /home/cis90/simben $ 1ls -1t proposallproposal2

ls: cannot access proposallproposal2: No such file or directory What’s wrong?
Who output the error?

E /home/cis90/simben $ ls-1t proposall proposal2

What’s wrong?
-bash: 1ls-1t: command not found

Who output the error?
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Metacharacters

When parsing, the shell gives special meaning to metacharacters

" - use double quotes to preserve blanks and allow variable expansion

' - use single quotes to preserve blanks and block variable expansion

$ - use to show the value rather than the name of a variable

; - allows multiple commands on one line

<enter key> - The invisible newline control character marking the end of a command
= - use to set variables to new values

\ - removes (escapes) the special powers of a metacharacter

Other metacharacters we will learn about later include:
?/ >|</ </ >/ >>/ !/ |/ []/ {}/ &/ && and ||
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Metacharacters - quotes

« Double " quotes allow variable expansion
« Single ' quotes block variable expansion
« Both double and single quotes preserve blanks

/home/cis90/simben $ echo I am SLOGNAME (3 arguments)
I am simben90 Extra blanks ignored, variable expanded

/home/cis90/simben $ echo "I am SLOGNAME" (1 argument)
I am simben90 Extra blanks preserved, variable expanded to show value

/home/cis90/simben $ echo 'I am SLOGNAME' (1 argument)
I am SLOGNAME Extra blanks preserved, variable expansion blocked

Double guotes called weak quotes because they allow the shell to expand
variables. Single quotes are called strong quotes because they block the shell
from expanding variables. 150
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Metacharacters - quotes

/home/cis90/simben $ echo '"double quotes"'
"double quotes"

/home/cis90/simben $ echo "'single quotes'"
'single quotes'

Tip: single quotes can be used to output double gquotes and vice-versa
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Metacharacters - <enter key>

<enter key> - The invisible newline control character marking

the end of a command

[rsimms@opus ~]$ ps +

PID TTY TIME CMD
19015 pts/0 00:00:00 bash
19378 pts/0 00:00:00 ps
[rsimms@opus ~]S$ hostname

opus.cabrillo.edu

<

Pressing the Enter key
here generates an invisible
<newline> character

[rsimms@opus ~]$ echo "Use <enter key> to end the command"
Use <enter key> to end the command

a0 N :
o Al 3
! ey
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Metacharacters - \ (backslash)

The back slash \ removes (escapes) the special powers of a metacharacter

[rsimms@oslab ~]$ echo a bec de £
a b cde £t

[rsimms@opus ~]$ echo a b ¢ \ Escape the invisible newline <enter key>
S de f which marks the end of a command

a b cde £

[rsimms@opus ~]$ echo $PS1
[\u@\h \W]\$

Escape the $ (which shows

[rsimms@opus ~] $ echo \SPS1 the value of the variable)

$SPS1

[rsimms@opus ~]S$ echo "Hello World"
Hello World

Escape the double quote

[rsimms@opus ~]$ echo \"Hello World\" marks

"Hello World"
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Metacharacters - : (semi-colon)

The semi-colon ; allows multiple commands on one line

[simmsben@opus Poems]$ hostname; uname; echo $SLOGNAME; 1ls

opus.cabrillo.edu '\\\\\\\222225__———4
Linux Four commands on

one line

simmsben
ant Blake nursery Shakespeare twister Yeats
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Shortcuts
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More on the Command Line
Handy Shortcuts

« Use up and down arrows to “retype” previous commands
 Left and right arrow for editing current command
« Use <tab> to complete filenames automatically

/home/c1s90/simben $ hostname; name; echo $LOGNAME ; léﬂfgems{E}ake/

gﬁ oslab.cishawks.net
@ -bash: name: command not found Press <tab> after the P and B
1%) simbend0 and the shell fills in the rest

Jerusalem tiger
/home/cis90/simben $ hostname; uname; echo SLOGNAME; ls Poems/Blake/

oslab.cishawks.net K\\\\‘_;
Linux

simben90 ﬁ—ﬁ\\\\\\
Jerusalem tiger

Use the left arrow to
backup and fix the

typo (uname instead of
name)

;'(‘-":

Press up arrow and the
shell retypes the
previous command
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Life without
a path

-bash: xxxx: command not found

Don’t get mad, just fix your path!
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The Path

The shell uses your path to locate commands to execute

« A path is a ordered set of directories along which the shell will search to
locate commands to execute

* The path is defined by the PATH variable
« Show your path with echo $PATH

 If you specify a command xxxx that the shell cannot find on the path it
will print the following error message:

-bash: xxxx: command not found

« To run a command that is not on your path the complete absolute
pathname must be specified. e.g. /usr/bin/uname
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The Path

Use this command to see the directories (separated by :’s) on your path
/home/cis90/simben $ echo $PATH

/usr/lib/qgt-
3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/c
1s90/simben/../bin:/home/cis90/simben/bin:.

The shell will search for the Is command along the path in this order:
/usr/lib/qt-3.3/bin

/usr/local/bin

/bin

/usr/bin

/usr/local/sbin

/usr/sbin

/sbin

/home/cis90/simben/../bin

/home/cis90/simben/bin

i yes, . is a directory too and it is whatever

directory you have currently changed into

159



CIS 90 - Lesson 2 ﬂ ' I |w

Experiment - Breaking the Path

The echo
command is
built into bash

/home/cis90/simben $ type echo ps tty
echo is a shell builtin

ps is /bin/ps

tty is /usr/bin/tty

the ps
command is in
the /bin

The tty command directory

is in the /usr/bin
directory

/bin
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Experiment - Breaking the Path

~ /home/cis90/simben $ echo I love Linux
I love Linux
/home/cis90/simben $ date
Default | von sep 3 15:17:52 PDT 2012
path /home/cis90/simben $ tty
/dev/pts/2
_ /home/cis90/simben $

, /home/cis90/simben $ PATH="" Break the path by
TROUBLE: /home/cis90/simben $ echo $PATH setting it to null
/home/cis90/simben $
f/home/cis90/simben $ echo I love Linux
I love Linux Only echo
/home/cis90/simben $ date works because
No path 7| _pash: date: No such file or directory it is built into

/home/cis90/simben $ tty the shell!
-bash: tty: No such file or directory
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/home/cis90/simben $ echo $PATH

/home/cis90/simben S

There is nothing on the path!
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date works
because it
resides in the
/bin directory
which is now
on the path

Experiment — Restoring the Path

/home/cis90/simben $ PATH=/bin Add the /bin
/home/cis90/simben $ echo $PATH directory to the path
/bin

/home/ci1s90/simben $

echo works
/home/cis90/simben $ echo I love Linux because it is built

I love Linux into the shell
/home/cis90/simben $ date

Mon Sep 3 15:24:19 PDT 2012

/home/cis90/simben $ tty

-bash: tty: No such file or directory

tty does not work because it is
in the /usr/bin directory which is
not on the path
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/home/cis90/simben $ echo $PATH
/bin
/home/ci1is90/simben $
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Experiment — Restoring the Path

/home/cis90/simben $ PATH=$PATH:/usr/bin Appendthe
/home/cis90/simben $ echo $PATH /usr/bin directory
/bin:/usr/bin to the path

/home/ci1s90/simben $

/home/cis90/simben $ echo I love Linux
I love Linux

/home/cis90/simben $ date

Mon Sep 3 15:24:19 PDT 2012
/home/cis90/simben $ tty

/dev/pts/2

All three commands work because /bin and /usr/bin are on the
path.

The shell will only run commands found in the directories
that make up the path
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/home/cis90/simben $ echo $PATH
/bin:/usr/bin
/home/ci1s90/simben $
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Need a fresh start -- just log out
and back in again and your path
will be back to normal!
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DOCS
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Using man (manual) pages

Type the man command followed by the name of the command you want

documentation on.

Example: man bc

g simmsben@opus "‘—[—I—Ig

Shome/ciss0/simmsben %
Shome/ciss0/simmsben £ man bc
be (1) bc (1)

HAME
bc - An arbitrary preci=sion calculator language

SYNTAEX
bec [ -hlwsgv ] [long-optiom=] [ file ... ]

VERSION
Thi=s man page documents GHU bc version 1.06.

DESCRIFTION
bc i= a language that supports arbitrary preci=sion numbers with inter-
active execution of =statements. There are =ome =imilarities in the
syntax to the C programming language. 4 standard math library is

available by command line option. If requested, the math library is
defined before processing any file=s. bc starts by processing code from

all the file=s li=sted on the command line in the order listed. After
all files have been processed, bc reads from the standard input. &1l —
code is executed a=s it i= read. (If a file contain=s a command to halt =

the processor, bc will never read from the =standard input.)

1

I —

Use these
keys to scroll

Use g key to
quit
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Do a Google search on "linux xxx command” where xxx is the command you

CIS 90 - Lesson 2

Using Google

want documentation for.

Example: google linux bc command

f -'l Google

# @ (0 unread) Ya...

' ¥ Yahoo! Calen...

t Rich's Cabrillo...

[ Cabillo Colle...

€« > C N v hipy//wwwgoogle.com/search?ag=f&sourceid=chrome&ie=UTF-8&q=linux+bc+command

Web |mages Videos Maps Mews Shopping Gmail mare

Go ugle

*J Everything
| More

All results

Wonder wheel
Timeline

~|More search tools

Aok Lo Lo Ty Lo -

-'l Google

» & (0 unread) Ya...

" w7 Yahoo! Calen... t Rich's Cabrillo...

[ Cabrille Colle.. */ @ bc - Linux Co...

linux bc command

About 1,180,000 results (0.24 seconds)

e

C A | % hitpy//linuxabout.com/od/commands/l/blemdll_bchtm

bc - Linux Command - Uni
Linux / Unix Command Library: i
examples.

linux.about.com/od/commands/|/

Linux and UNIX bc commai
linking you to information about thg
www.computerhope_ com/unix/ubc |

command-line calculations

be is included with (almost?) all Lij
math library functions in the be col
www.basicallytech_com/blogfindex]

Command line calculator, by
How to do calculation if | only have|
very complicated calculation. To p
linux byexamples_com/archives/..

Linux bc Command- Basic
What is Linux bc Command? ...
above command displays the sum
www.hscripts.com/tutorials/linux-

be: A Handy Utility | Linux Jg
Mr. McAndrew shows us how the;]l

www_linuxjournal.com/article/254

algorithms. Linux. as with almost

Heme » Computing & Technalogy * Linux

DID YOU KNOW...

Abaut.com:

Linux Get Started
Filed In: Linux

Advertisement

PayPal merchants are virtually immune

to identity theft and scammers -

Explore Linux

Become a Guru

Linux / Unix Command: bc

PayPal

MERCHANT SERVICES

[ linux bc command

#| Share |=J Print

Free Linux Newsletter!

Command Library

Sponsored Links

Google Apps for Business
Get email for your domain & reduce
IT costs. Start your free trial!

www.google.com/a 5/0UsIinNess

California Online Classes
Discover Free Public School at Home

with Award-winning Curriculum!

www.K12.com

Unix Commands Tutorial

Find Unix education & training
Providers in our Business Directory

www.business.com

NAME

bc - An arbitrary precision calculator language
SYNTAX

be [ -hlwsqgv ] [long-options] [ file ... ]
DESCRIPTION

bc is a language that supports arbitrary
precision numbers with interactive execution of
statements. There are some similarities in the
syntax to the C programming language. A
standard math library is available by command
line option. If requested, the math library is

defined before processina anv files. be starts bv processing code from all the files listed
—— e —— e

SIGN UP

Advertisement

PayPal’

MERCHANT SERVICES

DIDYOU KNOW...

The world's largest retzilers use
PauPal paument processing

Walmart

lenovo. e-l-o¥§

A '; I lw
|_;
-
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Other Documentation

« whatis command  same as the man —f command
* @apropos command same as the man —k command

e info command
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Documentation

¢ f % nttpy/tidporg/

Rich's Cabrillo College CIS Classes

Resources

LDP Worldwide

Mi
Non-English info

Translation effort
Translated Guides
Translated HOWTOs

Printed books
Main site
LiI'IkS e Workshop
LDP Wiki: The LDP Wiki is the entry point for any work in progress
Instructors Getting Linux Howtos Manifesto / license Members | Authors | Visitors
* Linux Master Jim e Linux ISOs * HowtoForge History - Bocuments
CIS 90 * Programming Master * Kernels * email B ot
d « RPMs (rpmfind « DNS Job Descriptions HOWTOs: subject-specific help
Previous Classes E— —[—Ll == . Mailing lists |atest updates | main index | browse by category
. Network Master * RPMs (pbone « Ethernet (NIC drivers) LDPWeekI — Guides: longer, in-depth books
Gerlinde * NFS e ———— latest updates / main ind
Network Master Rick Tools and Software NIS Gl e Itk e Ak Gt
* NETWOrk Master nick * Nlo FAQs: Frequently Asked Questions
+ Web Master John « Apache « PPP Feedback latest updates / main index
* Windows Master Gary s Bastille * Putty SSH Keys - help on individual commands (20060810) i
. - WwWin * sed
Cabrillo College Syqwin )
— Clubs « DOS boot disks
R e GNU Linux Users R B NN
CCC Confer Group . =7
Static IPs = . .
S C AN i nttp//wwwlinfo.org/indeschtml
Quick Ref LEENIES
- » CNSA . B
VM Repairs . CIS . Pui
GAH! . CS . oy
Crib Sheets = The Linux Information Project Th L
« Ollie Wright (CIS 90) * Vi 3 € Linux
. V -
Documentation . Wi Welcome to The Linux Information Project (LINFO). This project is dedicated to DOCU/ nen ta tlon and
« TLDP e providing high quality, comprehensive and easily accessible information about Limox and .
2 S n other free software. (New to Linux? Start here.) I f t—
wwiro wond nformation
Animations e LEE New on This Site: I P y t
e Linux network Comml October 27100t Defit " ro_]ec S
: * Qctober 27: root Definition page updats
Mﬁ « Prd * QOctober 19: Hard Link Definition page added.
. E ® October 12: Characters: A Brief Introduction page updated.
N E * QOctober 03: Byte Definition page updated.
N * September 27: PDP-7 Definition page updated.
e vig * September 24: The umount Command page added.
* September 20: The head Command page updated.

Site Contents:
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« This lab MUST be done on Opus to
get credit

* You don't need to turn in answers
manqe” ot st splore command usage wih he shel and miscelaneaus X for steps 1-22. However I will
Evenything you need to do this lab can be found inthe Lesson 2 mateials on the GIS 0 check your command history to
Colendar ito:/simms teach com/cis90calendar hp. Review carefuly all Lesson 2 lides, even verify you entered the correct
commands to answer those

those that may not have been covered in class.
questions.

Check the forum at: http://oslab.cis.cabrillo.edu/forum/ for any tips and updates related to this
lab. The forum is also a good place to ask questions if you get stuck or help others.

If you would like some additional assistance come to the CIS Lab on campus where you can get
help from instructors and student lab assistants: http://webhawks org/~cislab/.

Procedure

« There are three questions to

This lab must be done on Opus to get credit answer on the Submit SCFipt.

Please log into the Opus server using your personal account. You will need to use the following
commands in this lab.

banner clear finger man uname
bash date history passwd whatis
bo echo id ps who
cal exit info type

Only your command history along with the three answers asked for by the submit script will be
graded. You mustissue each command below (exactly). Rather than submitting answers to any
qguestions asked below you must instead issue the correct commands to answer them. Your

command history will be scanned to verify each step was completed.
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New commands:

apropos - search for string in whatis database
bc - binary calculator

cat - print file(s)

echo - print text

env - show shell environment variables
info - online documentation with hot links
file - show file information

Is - show directory contents

passwd - change password

set - show (or set) shell variables

type - show command location in path
man - manual page for a command
whatis - command summary

New Files and Directories:

/etc/passwd - user accounts

/etc/shadow - encrypted passwords

/bin - directory of commands

/sbin - directory of superuser commands

/usr/bin - directory of commands, tools and utilities

/usr/sbin - directory of superuser commands, tools and utilities
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Next Class

Assignment: Check Calendar Page on web
site to see what is due next week.

Quiz questions for next class:

« Which four directories typically contain the majority of
the UNIX/Linux system commands?

« How do you show your path?

« What command would allow you to view the manual
page for the who command?
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Backup

177
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est. 1959 _ % i Shey

Logging into the various CIS 90 systems from home or the lab

vmserver2 (a VMware ESXi server)

arya-xx
defiant
lexington
enterprise
intrepid
In room 830 freedom
excalibur

A) Opus (oslab.cis.cabrillo.edu) using ssh/Putty
B) Arya(s) using VLab
C) Lab 1 scavenger hunt systems using ssh/Putty

Your Computer D) Your computer's desktop
In the lab or at home
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Using
CIS VLab
(Virtual Lab)

Third driving lesson



A 1

CIS Lab servers on\

the Aptos campus

&) cCenter - viphere Chent
Be St Vey lpwentory Adwestaton Plugins Heb
8 B [ row b sy tvemy
) epaboeo

3

b &) VM and Templates

cisI0@Arya-04: ~
cissogarya-04:~$ who
c 0

2014-08-24 12:41 (:0)
cis9e  pts/e 2014-08-24 12:57 (:0)
lctss0garya-0s:-5 tty
/dev/pts/e
cis90@Arya-04:~5 cal
August 2014
su Mo Tu We Th Fr Sa
172

10 11 12 13 14 15 16
17 18 19 20 21 22 23
B 25 26 27 28 29 30

| _>1_J
IName, Target or Status contains: » 2

Toetat Trkiwsdby | voente Server | Requessd Stat 1. — | Sart Te

|
o relesse curscr, press CTALALT (CISUBsmbersd

Home School Travel @ vmware
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Rich's Cabrillo College CIS Classes

Home Page

s 90

Previous Classes

Commands and Files o Emai: rismms z¢cabrilo dotedu
« Office hours: directory page

Cabrilo Colege I N g
Web Advisor Contact ;

VLab RDP fie Fall 2013 Cabrillo Linux Classes

« Introduction to UNIX/Linux (CIS 90) - Rich teaching
* UND{/Linux System Administration (CIS 191AB) - Michael Mat#ra teaching

LoLEREY

CIS 90 Viab VM
Assignements

RIP Dennis Ritchie

XHTML
Metal  stemap W3C 10 * W&C"“* Credits  Eart

To see which Arya VM is yours use the link on
the class website
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@

Rich's Cabrillo College CIS Classes

Home Page

IR RGO AR
€ - C |[)oslabcis.cabrillo.edu

‘Welcome to Opus @

opus cis cabrilo edu

A |

Remote access to the CIS Virtual Lab (VLab) T Rt ST

[ ot D |

T publishs of tis Fancterps oo camsd b irtliod. Do i ward
i et e ey

o e e o oot comgute. Bt o o -
P 10 K b g o i e o

CIS 90

CIS 192
Previous Classes

&) Vitware vSphere Chen

| Okl ot g e et S5 oo, vmware'
Download this RDP file: vcenter rdp oo | P | |
r
Cabrillo College Contact zriiivg]et vSphere
Web Advisor

| Ignore S e i S St
To manage mutiple hosts, enter the 3 address or name of 3
Center Server,

Podtess/ame: [ w o]

Commands and Files

Spring 2013 Cabrillo Linux Clasdsg

Viab ROP file « Introduction to UNIX/Linux (CIS 90) - Rich Simms teaching e e |
CIS 90 Viab VM ¢ UNIX/Linux Linux Network Administration (CIS 192AB) - Rich Simms teaching

Assignements
CIS 192 Viab Pod
Assignements

RIP Dennis Ritchie
T
Be Bt Vew Iyvestory Admeavaton Puges tep
BB [ s 5 e B orr o]
: XHTML : ; '
Metol  sitemap |W3C 10 * W3C css, Credits  Earth mubeoapeeoe

R ———
[ D frodo-104 What is a Virtual Machine?
1) Download the vcenter.rdp file to your desktop and e
& frodo-106 A virtual machine is a software computer that, like a
. & froso-107 physical computer, runs an operating system and Virtu,
then o pen it to access VLa b QU | ppicatons anoperating et netaled on  vitual
. g i 128 machine s called a guest operating system <
& frodonn Because every virtual machine is an isolated computing . 4"
& frodo-112 environment, you can use virlual machines as deskiop or (\
& fredo-113 workstation environments, as testing environments, or 10 -J
.// - II g frodo-134 consolidate server applications.
pes
2) Mac users will need to install CoRD. | fcll [e——————
cb frodo-117 clusters. The same host can run many virtual machines.
@ frodo-118 |
& tmania =% o

Recent Tasks. Name. Target or Status contains: = Clowr %

3) When entering your username and password you must - T T ——
preface your username with the “cislab\”, for example g — Fl

[F7 Tasks @ Marms | [CISUABsimbenS0
. o . 4182
Benji would use: cislab\simben90 Locate and select your assigned VM
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CIS VLab Home View

=) vCenter - vSphere Client M=l E3

File Edit View Inventory Administration Plug-ns Help
ﬁ | £Y Home | S =i Search Inventory ‘ Q |
Inventory

K S . J

Search Hosts and Clusters Datastores and Metworking

Datastore Clusters

Administration

% > > B W

Roles Sessions Licensing System Logs vCenter Server vCenter Solutions  Storage Providers  vCenter Service
Settings Manager Status
Management
- - ’ &
7, i 2 3 3 >
Scheduled Tasks Events Maps Host Profiles VM Storage Customization
Profiles Specifications
Manager

Recent Tasks Mame, Target or Status contains; ~ I Clear X

Mame Target Status Initisted by | wCenter Server | Requested Start Ti.., = | Start Time | Completed Time
4| | B
5 Tasks @ Alarms | [CISLABsimben132 7

Click VMs and Templates to get to your course VMs 183
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Selecting and powering on your VM

=) vCenter - vSphere Client M=l 5
Eile Edit View Inventory Administration Plug-ns Help

|E} Home [ gf] Inventory D & VMs and Templates ‘WSearch Inventory |Q|
I ERE R R

B [ vCenter Arya-04
= [y cIs viab : . - .
B @éis % ceting stated) 2 ) Jf jt is not powered on them then click the Power On
= Student . . . . .
& ot Twrsmesvl /CON on the toolbar. This icon will be grayed out if your
ﬁ Arya-02 . .
& Arya-03 aviwaimal VM IS already running.
U3 |Arya-04 physical conlpUrer, TUNS an Operanmg SyseEnT and Virtual i
(’ 3 Arya-05 applications. An operating system installed on a virtual i) B
Dty Aeya 0E R R i /\-\\{\
H fi
1) Find and select your Arya VM |omputing custer [ Y
I Arya-ud ETTVITOTITIETT, YOU Tarm Use VIO Macmes a5 deskitop or
51 Arya-10 workstation environments, as testing environments, or to P o i
G Arya-11 consolidate server applications. -
Ty Arya-12
5 Arya-13 In vCenter Server, virtual machines run on hosts or
@ Arya-14 clusters. The same host can run many virtual machines.
(s Arya-15
ﬁ Arya-16 | Datacenter
@ Arya-17 vCenter Server
% :wa_ig Basic Tasks vSphere Client
a-
& A:a-m Shut down the virtual machine -
& Anva2t T[4 | »
Recent Tasks Name, Target or Status contains: - I Clear *
Mame | Target | Status | Details | Initiated by | wiCenter Server | Requested Start Ti... =— | Start Time
@ Initiate guest OSshutd... [ Arya-11 & Completed CISLAB\simb.. E‘E} vCenter 8/24/2014 12:35:17 ... 8/24/2014 12:35:1¢
@ Initiate guest 05 shutd... @ Arya-10 & Compleed CISLABYsimb.. E%} wCenter 8/24/2014 12:35:13 ... 8/24/2014 12:35:1¢
al | i
7 Tasks @ Marms | |CISLABisimben30

Note that the Arya-10 and Arya-11 VMs above are not powered on
184
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Launching a graphical console

2) Use the Launch Virtual Machine

= o fﬁjl”";””im Console icon on the toolbar for the
selected VM

m e elomRee e
= 3 veenter B[ Arva-0s
S| CIS Viab ; 5 5 ; 5 5 ; 5
= E:j; IS an [eEnps el b Summary | Resource Allocation ' Performance | Tasks & Events | Alarms ' Console ! Permissions ' Maps
B [ Student VMs cl2]
@ Arva-ol What is a Virtual Machine?
(3 Arya-02
(i Arya-03 A virtual machine is a software computer that, like a
B 1| physical computer, runs an operating system and Virtual M
Gy Arya-05 applications. An operating system installed on a virtual »
G Arya-06 machine is called a guest operating system.
(g Arya-07
s Arya-08 Because every virtual machine is an isolated computing Cluster
(f Arya-09 environment, you can use virtual machines as deskiop or
f Arya-10 workstation environments, as testing environments. or to
s Arya-11 consolidate server applications. |
(B Arya-12
[ Arya-13 In vCenter Server, virtual machines run on hosts or
(s Arya-id clusters. The same host can run many virtual machines.
[ Arya-15
@ Arya-16 | Datacenter
@ Arya-17 = vCenter Server
@ Arya-18 Basic Tasks vSphere Client
(3 Arya-19 i .
G Arya-20 Shut down the virtual machine _Iﬂ
& ana-2t |4 | %
Recent Tasks Name, Target or Status contains: ~ I Clear %
Mame | Target Status | Details | Initiated by | wiCenter Server | Requested Start Ti.., = | Start Time
< | 2
%] Tasks @ Alarms | |CISLAB\simben30 %
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Log in as

CIS 90 Student Shutdown using

> Shut Down...

BEVEAW
mnbeDGhe o

The Arya VM

To get a graphical terminal
Terminal icon (under System Settings)

rrrrr

Use right click > Profiles
to customize colors

WBPPD OS]

| Use exit command to

quit graphical terminal 186
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Command Line vs Graphical Desktop

Access the UNIX/Linux systems using:

SSh when:

* You just need a command line

« Have a low or high speed network connection
 Note: Windows users can use Putty

VLa D when:

You want a graphical desktop
« You want to use virtual terminals (the very basic black consoles)
« Note: High speed network connection is needed
 Note: Mac users can use CoRD

« Note: you may need a fix applied to your VM if you experience the
dreaded "unintended repeating key" issue

VLab = using the VMware vSphere Client via a Remote Desktop

(RDP) connection 187



(%) vCenter - vSphere Client [_[Of]
File Edit View Inventory Administration Plugins Help

G B[4 reme b g ety b8y s and Templates

Search Inventory ‘ Q ‘

NN R
Bl [ vCenter Bl Arya-04
CIS Viab ¢ ¢ c
= [ cs%0 Summary | Resource Allocation | Performance | Tasks & Events | Alarms | Console | Permissions | Maps
B [ Student VMs
@ ol What is a Virtual Machine?
(& Arya-02
& Arya-03 A virtual machine is a software computer that, like a
&) physical computer, runs an operating system and Virtual M
(B Arya-05 applications. An operating system installed on a virtual 3 @
(f Arya-06 machine is called a guest operating system. _
G Arya-07 L
(3 Arya-08 Because every virtual machine is an isolated computing Cluster 4 |
G Arya-09 environment, you can use virtual machines as desktop or @
[ Arya-10 workstation environments, as testing environments, or to .
g Arya-11 consolidate server applications.
Arya-12
5 Arya-13 In vCenter Server, virtual machines run on hosts or
G Arva-id Clusters. The same host can run many virtual machines.
(@ Arya-15
& Arya-16 Datacenter
B Arya-17 Center Server
g :’V“"i Basic Tasks vSphere Client
2
I Axa,m Shut down the virtual machine -
v | Kl |

Recent Tasks Name, Target or Status contains: ~ Clear %

Hame | Target Status | Details | Tritisted by | wCenter Server | Requested Start Ti... = | Start Time:
< | |
[£9 Tasks @ Alarms | [CISLARSimben30

Try logging into CIS VLab with your own credentials

« Find your VM

« Power it on (if it's not already)

cis90@Arya-04: ~
cis90  pts/0 2014-08-24 12:57 (:0)
cis90@Arya-04:~$ tty
/dev/pts/0

| cis96@Arya-04:~$ cal

August 2014
Su Mo Tu We Th Fr Sa

M -

2 4 5 67T 8§ 9

10 11 12 13 14 15 16

17 18 19 20 21 22 23

25 26 27 28 29 30

31

cis90@Arya-04:~$ chvt 2

Couldn't get a file descriptor referring to the console
cis90@Arya-04:~$ sudo chvt 2

[sudo] password for cis90:
cis90@Arya-04:~$ sudo chvt 2
cis90@Arya-84:~$ who

cis90 tty4 2014-08-24 13:04
cis90 tty2 2014-08-24 13:04
cis9e 2014-08-24 13:04
cis90 2014-08-24 12:41 (:0)
cis9o0 2014-08-24 12:57 (:0)
cisoo@Arya-04:~5 Il

B «) tosPm 3%

« Open a separate console for your VM

* Login as CIS 90 Student into the graphical desktop

 Run a terminal on the graphical desktop

188
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Virtual Terminals
(consoles)

Fourth driving lesson
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%) Arya-04 on
File Vien WM

TS E3

un A

BN Ctr-IT-Alt-Space-F2
(for tty2)

Ctrl-E8-Alt-Space-F3
(for tty3)

Ctrl-Ed-Alt-Space-F4
(for tty4)

il
Virtual Terminals

1) While holding down Crtl-E§-Alt keys,
tap Space, then tap Fn key

2) or try: chvt n
3) or try: sudo chvt n

4) or try: <alt-key> n
(in an Ubuntu virtual terminal)

5 Arya-04 on
Fle View VM

& W b i B @ @

Terminal File Edit View Search Terminal Help B ) tosPm 3

cisS0@Arya-04: ~
cis90 pts/e
cis90@Arya-04:~$ tty
/dev/pts/e
cis90@Arya-04:~$ cal
August 2014
Su Mo Tu We Th Fr Sa
1. 2
3 4 5617 8 9
16 11 12 13 14 15 16
17 18 19 20 21 22 23
25 26 27 28 29 30
31
cis90@Arya-04:~$ chvt 2
Couldn't get a file descriptor referring to the console
cis90@Arya-04:~$ sudo chvt 2
[sudo] password for cis90:
cis90@Arya-04:~$ sudo chvt 2

2014-08-24 12:57 (:0)

2014-08-24 13
2014-08-24 13:
2014-08-24 13:
2014-08-24 12
2014-08-24 12

Ctrl-E4-Alt-Space-F7
(for pts/0)
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(1 Arya-04 on = E

Changing Virtual TTY Windows PC
Keyboard

Terminals using
VMware vSphere

2014-08-24 13:28
2014-08-24 13:04
2014 4 13:04

2014 4 13:28
2014-08-24 13:29
2014-08-24 12:41

Ctrl-5¥-Alt, Space, F7**
(for pts/0

Ctrl- 4&-Alt, Space, F1
(for ttyl)

Ctrl- 4&-Alt, Space, F6
While holding down Crtl- 4¥-Alt | (for ttv6)
keys, tap Space, then tap Fn key*

ol O
N o o o e O o
I S

Up
et e
zo=

Ctrl- 52-Alt, Space, F5

(for tty5)

Ctrl-5¥-Alt, Space, F2
(for tty2)

Note: This is for
vSphere only. The &%
key and Space bar
are not pressed for

Ctrl- 4=-Alt, Space, F3 | Ctrl- 4-Alt, Space, F4 || Physical (non-VM)
(for tty3) (for tty4) servers

*0On some PC
keyboards it is not
necessary to use
the ¥ key
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P

Changing Virtual Terminals on VMware Linux VMs

VMware operations

On PC Keyboard:

On Mac keyboard:

While holding down
the Ctrl-4v-Alt keys,
tap spacebar then tap
fi, f2, ... or f7.

Hold down Control
and Option keys, tap
the spacebar, hold
down fn key (in
addition to Control
and Option keys) and
tap f1, f2, ... or f7.

Pressing the 4¥ on some
Windows keyboards
may not be necessary

F7 is graphics mode for
the Ubuntu VMs.

The Centos VMs do not
have a graphics mode
components installed
(run level 3 only)

Note: the spacebar does not need to be tapped on a physical (non-VM) system.
This is only required when changing virtual terminals on VMware VMs.

192



CIS 90 - Lesson 2 ﬁl 'w

VMware VM Operations
Changing Virtual Terminals with a PC keyboard

jl@Qi (0 3 O O G
-IEDIDDD- SOEmEm]
CE e OO0
-Ellﬁﬁﬁﬁli

’3‘

On PC keyboard:
While holding down the Ctrl-4¥-Alt keys,
tap Spacebar then tap Fn key
(where n=1-7 to specify a function key)
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VMware VM Operations
Changing Virtual Terminals with a Mac keyboard

8 9
-BIHIIHIIIIH- -~ Bar
g:..
-IIIIBBMII.- [ - BBRE
.\2.(;'

ord

’ 7 “‘:’;.Jz

bl

]

commond 38 % command . ."
Ehire

On Mac keyboard:
While holding down the control-option keys
tap Spacebar then tap fn-Fn keys
(where n=1-7 to specify a function key)
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Class Activity

T~

Ctrl-A¥-Alt-Space-F2 Ctrl-4¥ -Alt-Space-F1

| V

~ e
Ctrl-4¥-Alt-Space-F7

On your VM:

Try changing between the graphical desktop and the TTYs
Login as cis90 on ttyl and tty2

Run a terminal on the graphical desktop
Use the who command to see how many logins there are
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Terminals

196
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Hardware Terminals

cccccccccccc

Teletype (TTY) VT100

Terminals were used in the old days to interact with
"minicomputers" and "mainframe" computers.

Today we use terminal emulators instead that are software
programs.

197



CIS 90 - Lesson 2

2P Cis90@Arya-35: ~
cis90@Arya-35:~5 tiy ) famviotsss EY
e "
i :
£B cis90@Arya-35: ~ =HIEX ) "222522”:2 :y
cis90@Rrya-35:~5 tty o =@
/dev/pts/0 _
cisS0@Arva-35:~35 g
B
I "
] 6 -
= vé;;?r
- i 5 SRR = TP SIS A
Terminal emulators like PuTTY (with Graphical terminals (with scroll
scroll bars, colors, customizable bars, colors, customizable
backgrounds, fonts and sizes) for Windows backgrounds, fonts and sizes) built

into Linux/Mac computers

Virtual terminals

(use ctrl-alt-fn)

Bare bones, no scroll bars,
also called a console
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Various terminal devices on an Arya VM

Terminal emulators (e.g. Putty)

#P cis90@Arya-35: ~

= | [E] .

2P cis90@Arya-35: ~ =R X

cis90@Arya-35:~5 tty
/dev/pts/2
cis90@Arya-35:~5

P

Cis90@Arya-35:~5 tty
/dev/pts/0
cis%0@Arya-35:~3

Graphical terminals on

graphical desktop

%) Arya-35 on vmserver3.cislab.net

P

[ ] e o

&G B2

—
=
3

cisoo@arya-35:~$ tty
/dev/pts/9
cis90@Arya-35:~5 []

/dev/pts/2 '

/dev/pts/0 /dev/pts/9

1l

4 [

clsS0@Arya-35: ~
cis90@Arya-35:~$ tty

/dev/pts/13
cts90garya-35:-$ |

/dev/pts/13

cis%0@Arya-35:~5 who

cis90 ttyd 2014-09-06 17:25
cis%0 tty2 2014-09-06 17:25
cis90 pts/2 2014-09-06 17:20 (enterprise.cis.cabrillo.edu)
cisg0 :0 2014-09-06 17:20

£is90 pts/0
cis%0 pts/9
cisg0 pts/13

QWMMWJHH@:

2014-09-06 17:22

(ent
(:0)
2014-09-06 17:21 (2601:5:6680:53b:4d0%:e2b6:e7fc:d%99)
(:0)
2014-09-06 17:23 (:0)

pts=pseudo terminal,
tty=teletype
:n=an X window display number

Virtual
terminals
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Putty
TIps

(Note: tty = teletype)
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@ rsimms@server]-01:~ =RREAC X

[reimms@server0-01 rsimms]$ I

@ rsimms@nosmo:~/depot/gcal-3.01/src =HECEINL X
[rsimms@nosmo src]$ 1s /bin -
alsaunmute dnsdomainname kbd mode

arch d ] 1

ash

da3n.s3tatlc

JOO O
LU

s i TR TR
o 2w o
s 0 R

—

= BNe o]

[reimms@=server0-01 rsimms]$ I

[ Tl By B
t

L0 00000000
n [RE QUL B P A A F
[l

dmesg :
[rsimms@nosmo src]$

Why does Putty sometimes have a black background
and sometimes a white background?
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Rich's Cabrillo College CIS Classes

Resources

= There is a Howto on the
Resource page to walk you
ke through customizing Putty

Instructors Getting Linux Howtos
» Linux Master Jim e Linux IS0s » HowtoForge

CIS 90 » Programming Master ¢ Kernels
Previous Classes Ed e
- « Network Master « RPMs (pbone)
Gerlinde
s Network Master Rick Tools and Software
e Web Master John « Apache
e Windows Master Gary + Bastille
) * cygwin
Cabrillo College Clubs + DOS boot disks
Web Advisor * GNU Linux Users + Dynamips/Dynagen
CCC Confer Group + John the Ripper
Static IPs * MSDN Academic
Duick Ref Departments Allia_nce ’ 1
o ; + CNSA * Neffilter [ouicy Software used
e e CIS « Putty S5H Tools by Marcij
GAH! . g * Quagga routing * Putty to e PUTTY SSH client (download)
T suite by Marc

Step 1 - Run PuTTY and login

Crib Sheets e Tripwir « Installin
= Qllie \.’-,-'right (CIS 30) « VirtualBox h.‘;" Marci Tlxe default appearance is 10 pomt' Courier Hev«ﬂfont with v,:hlte text ona black background. The translation is
+ VMware Server s Linux Pl 1S0-8859-1 which may garble the ' displayed in "Linux User's Manual".

Documentation * Wireshark h‘,'.Mich T,
« TLDP * Guide tq m ! =
e LINFO Standards by Mich{ [|§ 2 U s 8 > (
e IETF (RFCs) . ) )
Animations « IEEE Linux New: mesg - control wr 4 &6 e e
e Linux network Commands . :_I!’]LI){‘tsEII
technologies ¢ Linwdg
« Practical e Linux
* Summary o Linux W
o Useful « COMPUT
* Vi summary

Rich's Howtos
il Right click on the top of the window to get a menu.
Putty

» Installing PuTTY on Windows

» Configuring the appearance of PUTTY

Step 2 - Get to Reconfiguration window

VirtualBox
« Bringing the Eko VM home |} meeting (5)jnlp " 4] meeting @)jnlp |&] meeting 3)jnlp = 3 show all downloads... % 202




EEFTRPTER 11 1A

Lesson 1
Review



CIS 90 - Lesson 2 ﬂ ' I |w

UNIX/Linux Architecture
Simplified View - Four Major Components

:gr"-? \: 72\

Shell

System Applications

Software — Commands

Kernel

—

Hardware
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cal
date
clear
exit
history

id

ps

ssh

hosthname
uname

cat /etc/issue

tty
who
who am i

CIS 90 - Lesson 2

A oA |
S ' )
Iy -
"I A _

The Lesson 1 commands for

your toolbox

Prints calendars

Shows the time and date

Clears the screen

Exits login session

Shows commands used previously

Shows your username and UID (and more)

Shows your processes (including the name of the shell)
For connecting and logging into a remote computer
Shows the name of the computer being used

Shows name of the operating system kernel

Shows name of the "distro" (distribution)

Shows which terminal device is being used

Shows all users who are logged in and from where
Like who, but only shows your login session
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g ssh -p 2220 simben90@oslab.cishawks.net L) —
; ;: ! I \!

Cent0sS

Shell = bash

System

Commands Applications

Kernel = Linux

Opus AKA oslab.cishawks.net AKA oslab.cis.cabrillo.edu

Various "names" bandied about:
User's first and last name: Benji Simms
username = simben90

name of terminal device used = /dev/pts/2

(terminal type = xterm)
hostname = oslab.cishawks.net
Name of distro = CentOS
Name of shell = bash

Name of kernel = Linux

To view:
/etc/passwd
id

tty

echo $TERM
hostname
/etc/issue

pPs

uname
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Terminals types and devices

login as: simben90

simben90W@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 50-0-68-
235.dsl.dynamic. fusionbroadband.com

//===\\
(\_=7/)

Hit Enter to accept Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm] The terminal type is xterm
Terminal type 1s xterm.

/home/cis90/simben $ tty

/dev/pts/3 <« The terminal device for this

session is /dev/pts/3

The terminal type is not the same as the terminal device
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How can I print a calendar?

/home/ci1s90/simben $ cal
September 2012
Su Mo Tu We Th Fr Sa

1
2 3 4 5 6 7 8
9 10 11 12 13 14 15 The cal command

16 17 18 19 20 21 22
23 24 25 26 27 28 29
30

/home/cis90/simben $ cal 9 2001
September 2001
Su Mo Tu We Th Fr Sa
1
2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30
/home/cis90/simben $

Month and year arguments

A command can have arguments
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What is the current time and date?

The shell "prompt” The "command”

& - i

\ \
'"/home/cis90/simben $ 'date
Sat Sep 1 14:03:33 PDT 2012
/home/cis90/simben $

The prompt is output by the shell, you type the command
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-
EP simben90@opus:~

February 2012
5u Mo Tu We Th Fr
1 2 3
5 & 7 8 9 10
12 e 14 15 16 17
19 20 21 22 23 24
26 27 2B 29

Jhome/ci=z90/simben
Linux
Jhome/ci=z90/simben
fdew/prts/0
Jhome/ci=z90/simben
opus.cabrillo.edu
Jhome/ci=z90/simben

 —

S5a

4
11
i8
25

Jhome/ci=z90/=imben % date
Mon Feb 13 08:32:36 P5T 2012
Jhome/ci=z90/2imben % cal

uname
Tty
hostname

clearl

i ™
@ simben90@opus:~ E‘Elg

Jhome/ciz90/simben £ I -

The clear command scrolls previous commands out of sight
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How do I end this login session?

after exit

The exit command ends the session and the

terminal window disappears ... POOF! 211
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Viewing your command history

/home/cis90/simben $ history
1 hostname

2 exit
3  who
4 who -q The history command outputs the
5 Sm?; pei]'s >_e commands used previously ... even
177 eal 9 2001 from previous login sessions
178 exit
179  who
180 cal
181 tty
182 uname
183 ps Tip: Use the “Up Arrow” key to
1ed id quickly re-issue a previous
185 exit
186 history command!

/home/c1s90/simben S
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What is the UID (User ID) for my account or other accounts?

/home/cis90/simben $ id
uid=1001 (simben90) gid=190(cis90) groups=190(cis90), 100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

/home/cis90/simben $ id milhom90
uid=1002 (milhom90) gid=190(ci1is90) groups=190(cis90), 100 (users)

/home/cis90/simben $ id simben90
uid=1001 (simben90) gid=190(cis90) groups=190(cis90), 100 (users)

k Usernames

UID's (user ID numbers)

We are all just numbers to the Linux kernel
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What shell am I using?

Process ID /home/cis90/simben $ ps the shell is sleeping
numbers —_  PID TTY TIME CMD / and waiting for ps
command to finish

28994 pts/0 00:00:00 bash
29093 pts/0 00:00:00 ps
4_\/ ps command is

J running as it
Terminal device outputs this
being used

The ps command outputs the current
processes you own including the shell

program you are using
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est. 1659

How do I log into another computer system?

Method 1: The ssh command using a hostname

username on remote computer w f_ Hostname of remote computer

/home/cis90/simben $ ssh cis90@p06-arwen

(//’—*’cis90@p06—arwen's password:

Notice how  welcome to Linux Mint 15 Olivia (GNU/Linux 3.8.0-26-generic x86 64)

the prompt

changes on , ,
the remote Welcome to Linux Mint
* Documentation: http://www.linuxmint.com

computer
Sun Sep 8 09:52:00 2013

\\\§-’Last login:
cis90@pO06-arwen:~ >

Note: You can also ssh into the same computer you are
currently using for an additional session.
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How do I log into another computer system?

Method 1: The ssh command using am IP address

username on remote computer w f_ IP address of remote computer

/home/cis90/simben $ ssh cis90@172.20.4.34

(/////'cis90@172.20.4.34's password:
Welcome to Ubuntu 12.04.1 LTS (GNU/Linux 3.2.0-29-generic x86 64)

Notice how
the prompt
changes on
the remote 361 packages can be updated.

computer 109 updates are security updates.

\\\\\\’Iast login: Wed Feb 20 17:26:25 2013 from oslab.cabrillo.edu
cis90Q@frodo-108:~$

* Documentation: https://help.ubuntu.com/
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What is the name of the computer I'm interacting with?

/home/cis90/simben $ hostname ;}iilx

oslab.cishawks.net (\_= /)

Welcome to Opus
Serving Cabrilloc College

We still refer to Opus as "Opus" in this class however it's official
hostname on the Internet is "oslab". This may change in the
future after some network changes are made.

Opus is a member of two overlapping Internet domains:

« The cis.cabrillo.edu domain is a sub-domain of the college's
domain.

 The cishawks.net domain is an alternate domain put in
place to alleviate some DNS issues experienced during the
CIS Lab move to building 800.
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What kernel am I running on? Shel

System

Commands Applications

Kernel

/home/cis90/simben $ uname
Linux

The uname command (with no arguments) outputs
the name of the operating system kernel
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What "distro" has been installed?

System
Commands

Applications

Kerne

/home/cis90/simben $ cat /etc/issue
CentOS release 6.2 (Final)
Kernel \r on \1

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)

Catting out these files usually will show the distro name

d
’Q‘Q@

@ 6 ~
openSUSE’ fedorQ soLaris
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What terminal device am I using?

/home/cis90/simben $ tty
/dev/pts/5

The terminal type is not the same as the terminal device
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Who else is logged in and from where?

when they logged in
/home/cis90/simben $ who J/////
simben90 pts/0 2013-02-21 08:17 (50-0-68-28.dsl.dynamic.fusion.com)
simben90 pts/1 2013-02-21 08:45 (50-0-68-28.dsl.dynamic.fusion.com)
milhom90 pts/2 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
rsimms pts/4 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
rodduk90 pts/7 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
simben90 pts/8 2013-02-21 08:49 (172.20.4.34)
milhom90 pts/9 2013-02-21 08:50 (sun-hwa.cislab.net)
\ ‘\ terminal device K where they logged
username (pts/5 = /dev/pts/5) in from (hostname

or IP address)

The who command shows who is logged in, their terminal
device, when they logged in and from where they logged in
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Which is my login session?

/home/ci1s90/simben $ who

simben90 pts/0 2013-02-21
simben90 pts/1 2013-02-21
milhom90 pts/2 2013-02-21
rsimms pts/4 2013-02-21
rodduk90 pts/7 2013-02-21
simben90 pts/8 2013-02-21
milhom90 pts/9 2013-02-21

/home/ci1s90/simben $ who am 1
simben90 pts/0 2013-02-21

/home/cis90/simben $ tty
/dev/pts/0

08:
08:
08:
08:
08:
08:
08:

08:

17
45
46
46
46
49
50

17

Q
O
3

(50-0-68-28.dsl.dynamic.fusion.
(50-0-68-28.dsl.dynamic.fusion.
(50-0-68-28.dsl.dynamic.fusion.
(50-0-68-28.dsl.dynamic.fusion.
(
(
(

Q
O
3

Q Q
o O
3 3

50-0-68-28.dsl.dynamic.fusion.
172.20.4.34)
sun-hwa.cislab.net)

Q
O
3

(50-0-68-177.dsl.dynamic.fusion.com)

When logged in multiple times use the terminal
device to distinguish the sessions

oA 1

t .
g

{
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What's the name of the terminal device I'm using right now?

login as: simben90

simben90W@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83
('v'")

//===\\

(\ =7/)

~ ~ ~ ~

<

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]

Terminal type is xterm.
/home/cis90/simben $
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What's the name of the terminal device I'm using right now?

login as: simben90

simben90W@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83
('v'")

//===\\

(\_= /)

~ ~ ~ ~

<

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $
/home/cis90/simben $ tty
/dev/pts/0
/home/cis90/simben $

Answer: /dev/pts/0 Use the tty command

to find out 225
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What type of terminal am I using right now?

login as: simben90
simben90@oslab.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

('v')
//===\\
(\_=7/)

~ ~ ~ ~

< |

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]

Terminal type 1s xterm.
/home/cis90/simben $
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What type of terminal am I using right now?

login as: simben90
simben90@oslab.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

('v')
//===\\
(\_=7/)

~ ~ ~ ~

< |

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]

Terminal type 1s xterm.
/home/cis90/simben $

Answer: xterm
We have the answer already!
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What is the hostname of the computer I'm using?

/home/cis90/simben $
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What is the hostname of the computer I'm using?
/home/cis90/simben $
/home/cis90/simben $ hostname

oslab.cabrillo.edu
/home/cis90/simben $

Answer: oslab.cabrillo.edu

Use the hostname
command to find out
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What is the name of the OS (operating System) kernel?

/home/cis90/simben $
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What is the name of the OS (operating System) kernel?

/home/cis90/simben $

/home/cis90/simben $ uname

Linux Use the uname
/home/cis90/simben $ command to find out

Answer: Linux

231



CIS 90 - Lesson 2 t T I lw

What is the name of the Linux Distribution being run?

/home/cis90/simben $
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What is the name of the Linux Distribution being run?

/home/cis90/simben $ cat /etc/issue
CentOS release 6.2 (Final)
Kernel \r on \1

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)

/home/cis90/simben $

Answer: CentOS

Use either cat /etc/issue or cat /etc/ *-release to find out
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What is my username and uid (user ID number)?

/home/cis90/simben $
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What is my username and uid (user ID number)?

/home/cis90/simben $

/home/cis90/simben $ id

uid=1001 (simben90) gid=190(cis90)
groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
/home/cis90/simben $

Answer: username=simben90 and the uid=1001

Use the id command
to find out
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What is the name of the shell I'm using?

/home/cis90/simben $
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What is the name of the shell I'm using?

/home/cis90/simben $
/home/cis90/simben $ ps

PID TTY TIME CMD
28237 pts/0 00:00:00 bash
28752 pts/0 00:00:00 ps

/home/cis90/simben $

Answer: bash

Use the ps command to find
out.

We will soon learn another
command for doing this.
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