CIS 90 - Lesson 7

Lesson Module Checklist
Slides -

Flash cards -

Page numbers -

1st minute quiz -

Web Calendar summary -
Web book pages -
Commands -

« Lab tested -
« Put uhistory in /home/rsimms/uhistory -

« CCC Confer wall paper / quiz emailed -

Pick up Polycom phone/extension mics -

Check that headset is charged -

Wireless lapel mic backup battery -

Backup slides, CCC info, handouts on flash drive -
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

email answers to: risimms@cabrillo.edu
(within the first few minutes of class) 3
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| ] Has the phone bridge been added?

[ ] Is recording on?
| ] Share slides, putty x 3, Chrome, VLab

] Disable spelling on PowerPoint
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File Permissions

Objectives

« Be able to reassign user and group ¢ Quiz
file ownerships

 Identify permissions for ordinary
and directory files

» Review test results
» Question on previous material

« Use chmod to set and change file * File permissions
permissions - Wrap up

« Define the default permissions for
new files
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Questions
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Previous material and assignment

1. Questions on last lesson?
2. Questions on Lab 57

3. Questions on Test #1°7
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Test 1
Post Mortem
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Test 1 — Top and Bottom Ten most missed

gst. 1859 ‘

Missed Q35 = 23 recognizing cmds Missed Q15 =6
Missed Q33 = 16 recognizing cmds Missed Q9 = 5

Missed Q12 = 16 directory pathnames Missed Q29 = 4

Missed Q34 = 13 /etc/passwd contents Missed Q24 = 4

Missed Q22 = 13 hidden files Missed Q10 = 4

Missed Q6 = 11 how shell works Missed Q7 = 3

Missed Q32 = 11 prompts Missed Q4 = 3

Missed Q20 = 11 relative pathname Missed Q30 = 3

Missed Q18 = 11 PATH contents Missed Q27 = 3 file types

Missed Q26 = 10 how the shell works Missed Q16 = 3 wusing quotes

Missed Q25 =9 Missed Q8 = 2 PATH

Missed Q11 =9 Missed Q5 = 2  Linus Torvalds
Missed Q31 = 8 Missed Q23 = 2 wusing file command
Missed Q21 =7 Missed Q17 = 2 The freebie question
Missed Q2 = 6 Missed Q13 = 2 wusing man page
Missed Q19 = 6 Missed Q28 = 1 wusing wc command
Missed Q1 = 6 Missed Q3 = 0 recognizing pathname

Missed Q15 =6

Missed Q14 =0

reading mail

Correct answers are in /home/cis90/answers 9
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Review

10
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Pathname Practice

sbin var lib usr

Is

3
Q

#¥ Current directory

source

i destination

passwd

- -

banner

/T \
X
P
cal apropos

Poems

ant

11{
J1{

bonel bone2

What command copies the ant file to the bin directory as shown above?

cp Poems/ant bin/ 11
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Parse. cp Poems/ant bin/

Shell prints a
prompt (using _ _
the PS1 variable) Shell parses this command line

A A
| 1 1

The command will be loaded only if the shell can locate it on your
path (defined by the PATH variable)

Options modify the behavior of

the command
Arguments are what the
command works upon

Redirection of stdin,

Spaces (blanks) are used to separate the stdout, stderr allows
command, options and arguments. redirecting command input
and output

/home/cis90/simmsben $ cp Poems/ant bin/ |

12
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Pathname Practice

= = )

i

5

v

3

o

>

E
a

c

S

i
5 ;

(@)

3
11{
J1{

#¥ Current directory cal apropos

source ol Poerme = —=
1
-------- H . | —— . .
f ________ j destination 7 / mission letter
banner ant

What command copies the mail program in /bin to your current working directory?

cp /bin/mail . 13
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Parse: cp /bin/mail .

Shell prints a
prompt (using _ _
the PS1 variable) Shell parses this command line

A A
| 1 1

The command will be loaded only if the shell can locate it on your
path (defined by the PATH variable)

Options modify the behavior of

the command
Arguments are what the
command works upon

Redirection of stdin,

Spaces (blanks) are used to separate the stdout, stderr allows
command, options and arguments. redirecting command input
and output

/home/cis90/simmsben $ cp /bin/mail . =

14
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Pathname Practice

bin etc sbin var lib usr

— | = 2| = s
=5 = )

mail Is pass
I[ """" .
I cal apropos

#¥ Current directory | — )

11{
J1{

< -

source bin Poems — —

/ / bonel bone2

i destination

banner ant

What command moves the bonel and bone2 files to the bin directory shown?
mv ../bone? ../../bin/ 15
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Parse: mv ../bone? ../../bin/

Shell prints a

prompt (using _ _
the PS1 variable) Shell parses this command line

A A

[ | \
Prompt Command Options Arguments Redirection

The command will be loaded only if the shell can locate it on your
path (defined by the PATH variable)

Options modify the behavior of

the command
Arguments are what the
command works upon

Redirection of stdin,

Spaces (blanks) are used to separate the stdout, stderr allows
command, options and arguments. redirecting command input
and output
/home/cis90/simmsben $ mwv ../bone? ../../bin/

The shell, not the command, processes any filename expansion metacharacters

/home/cis90/simmsben S mv ../bonel ../bone2 ../../bin/
16
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Housekeeping

Rich's Cabrillo College CIS Classes
CIS 90 Grades

CIS 90 (Spring 2012) Grades
Course Home Calendar

Points can be earned from the following activities:

e Please monitor your grades on

How your grade is determined:

1]
in
2

Pravious Classes

up to 560 toral points doi
e the Grades web page
Web Advisor Letier Grads[Pass/No Pas:] 8

StatcIPs A Pass
‘Commands and B Pass
= 39210 447 c Pass

336 10 391 ) No pass

00335 F No pass

For some Resibility, parsonal preferences or family emergencies there is an addionsl 90 points availsble of extra

e If you feel you are not where

frss dass, You can vy your
" ussions or % reues 5

— you want to be then contact me
to arrange some extra help.

and

It you were not able to take
Test 1 you may take the
makeup version (different

T .
X
s uestions
1
2
i
=
pipgin T
i 3
s T
[shadovias] 2
e 7
Frecden 3 4
esbeard BE ]
ks [ 4
uimo I i
wards
Mezl  Smemap WECRETUR  WAC 0-3 : Eanh

18
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Permissions

R=Read
W=Write
X=EXxecute
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File Permissions
Read

Read permission is necessary to read a file

Benji has read permission to /etc/passwd

/home/cis900l/simmsben $ head -3 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin

But he does not have read permission to /etc/shadow!

/home/cis900l/simmsben $ head -3 /etc/shadow
head: cannot open "~ /etc/shadow' for reading: Permission denied
/home/cis900l/simmsben $

20
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File Permissions
Write

Write permission is necessary to write to a file

This is how you append a

Benji had write permission to his own letter file line to a file. We will Jearn
more about >> later!

/home/cis90/simben $ echo "Benji was here" >> letter
/home/cis90/simben $ tail -4 letter
Mother, Father, kindly disregard this letter.

Alan Sherman
Benji was here

But he does not have write permission to Duke’s letter file!

/home/cis90/simben $ echo "Benji was here" >> ../rodduk/letter
-bash: ../rodduk/letter: Permission denied

21
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File Permissions
N :
Execute A

Execute permission is necessary to execute (run)
a file (command, program or script)

Benji has execute permission on his tryme script and he runs it
/home/cis90/simben $ tryme
My name is "tryme"

I am pleased to make your acquaintance, Benji Simms
/tmp

But he does not have execute permission on the check7 script!

/home/cis90/simben $ check?
-bash: /home/cis90/simben/../bin/check7: Permission denied

22



Jhome/ci=s900l/ zinmmsben & 15 -1

total 300
-rWw-r——-r—— 9
—-IW-r——-r—— 2
drWwxr-xr-x 2
4

cisg0

simm=ben
simmsben
simmsbhen
simm=bhen
simm=ben
simmsben
simmsbhen
simm=bhen
simm=ben
simmsben
simm=sbhen
gimm=sben
simm=ben
simmsben
simm=sbhen
gimm=sben
simm=ben
simmsben
simm=ben
gimm=sben

CIS 90 - Lesson 7

File Permissions

cis90ol
ci=900l
cis90ol
ci=90o0l
cis90ol
ci=900l
cis90ol
ci=90o0l
cis90ol
ci=900l
staff

staff

staff

ci=900l
cis90ol
cis90ol
ci=90o0l
ci=900l
cis90ol
staff

ci=90o0l

Jhome/ci=900l/ =inmshen £ I

10578
10578
4096
4096
2947
4096
4096
4096
4096
4096
141
9a0
512
1044
104
99248
4096
145
4096
72
20170

bigfile
bigfile.bak
bin

class
dead.letter
docs

edits

etc

Hidden
i=zland

labd]l .graded
lab02 .graded
lab04.graded
letcter

log

mbox

misc

myfile

Doems
testll.graded
uhi=tory

™ ' ™ «.;
]
3 K

| i

Interpreting the permission codes on long listings

Use a long listings to view file information

23
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File Permissions
Interpreting the permission codes on long listings

Jhome/cis900l/simmsben § 1s -1
total 300

I''W—Ir——Ir——

IW-r——-r—-—

ITWET-XIr—X

/home/cis900l/simmsben £ [

Columns 2-10 shows the permissions on each file using r,w,x or - 24



CIS 90 - Lesson 7

File Permissions

" ~
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) |
s, /.
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1
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Interpreting the permission codes on long listings

Jhome/ci=s900l/ zinmmsben & 15 -1

total 300

cisg0

simm=ben
simmsben
simmsbhen
simm=bhen
simm=ben
simmsben
simmsbhen
simm=bhen
simm=ben
simmsben
simm=sbhen
gimm=sben
simm=ben
simmsben
simm=sbhen
gimm=sben
simm=ben
simmsben
simm=ben
gimm=sben

/home/cis900l/simmsben £ |

This column shows the owner of each file

25
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File Permissions
Interpreting the permission codes on long listings

Jhome/cis900l/simmsben § 1s -1

total 300
cis90ol
cis90col .
cis90ol
ci=90o0l
cis90ol
ci=900l
cis90ol
ci=90o0l
cis90ol
ci=900l
staff
staff
staff
ci=900l
cis90ol
cis90ol !
ci=90o0l
ci=900l
cis90ol
staff
cis90ol .

Jhome/cis900l/ simmsben £ I

This column shows the group each file belong to

26
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File Permissions
Interpreting the permission codes on long listings

fhome/cis900l/ simmsben £ 15 -1
total 300
IWw-Ir——I——
IW—-I——I—-—

IWEL-XEI—-X
IWEIWET—X

owner group others

IWEIWEI—-X

IWEIDWEIL-X

IWEIWET—X

©
©
)
ul

execute

write
execute
execute

The permission codes are in triplets

IWErC—XIr—X

I'WM—IW—-IL——

/home/cis900l/simmsben £ [

Separate permissions apply to the owner, group and all others 21
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File Permissions
Interpreting the permission codes on long listings

o 'H -
E& simmsben@opus:~

Jhome/ci=s900l/ zinmmsben & 15 -1
total 300
IWw-Ir——I——

T~ owner group others

IWEIWEI—-X

IWEIDWEIL-X
IWEIWET—X

execute
execute

For example:
Owner has read and write permission
Group has read permission
Others have read permission

IWErC—XIr—X
I'WM—IW—-IL——

/home/cis900l/simmsben £ [

Permissions may be set for the owner, the group and all others 28
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File Permissions
Group Membership

What groups does Benji and Duke belong to?

/home/cis90/simben $ id
uid=1000 (simben90) gid=90(cis90) groups=90(cis90),100 (users)
context=user u:system r:unconfined t

/home/cis90/simben $ groups
cis90 users

/home/cis90/simben $ id rodduk90
uid=1046 (rodduk90) gid=90 (cis90) groups=90(cis90),100 (users)

/home/cis90/simben $ groups rodduk90
rodduk90 : cis90 users

The id or groups command can show group membership. You may

optionally specify a user other than yourself as an argument. 29
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File Permissions
Read

Read permission is necessary to read a file

Benji, considered as “other”, has read permission to /etc/passwd

/home/cis900l/simmsben $ head -3 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin

But, as "other”, he does not have read permission to /etc/shadow!

/home/cis900l/simmsben $ head -3 /etc/shadow
head: cannot open ~/etc/shadow' for reading: Permission denied

/home/cis90/simben $ 1ls -1 /etc/passwd /etc/shadow
-rw-r--r—-— 1 root root 8686 Mar 14 14:08 /etc/passwd
—r—————=—- 1 root root 13045 Mar 20 09:03 /etc/shadow

Both these files are owned by root and are in the root group 30
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File Permissions
Write

Write permission is necessary to write to a file

Benji, as “owner”, has write permission to his own letter file
/home/cis90/simben $ echo "Benji was here" >> letter
/home/cis90/simben $ tail -4 letter

Mother, Father, kindly disregard this letter.

Alan Sherman
Benji was here

But as member of group cis90 , does not have write permission to Duke’s letter file!
/home/cis90/simben $ echo "Benji was here" >> ../rodduk/letter

-bash: ../rodduk/letter: Permission denied

/home/ci1s90/simben $ 1ls -1 letter ../rodduk/letter
—-rw-r—-——-r—— 1 simben90 c¢is90 1059 Mar 20 10:31 letter
—rw-r—--r—-— 1 rodduk90 cis90 1044 Jul 20 2001 ../rodduk/letter

These files have different owners but are in the same group 31



CIS 90 - Lesson 7

File Permissions
Execute

Execute permission is necessary to execute (run)
a file (command, program or script)

Benji, as “"owner”, has execute permission on his tryme script

/home/cis90/simben $ tryme

My name is "tryme"

I am pleased to make your acquaintance, Benji Simms
/ tmp

But as "other”, he does not have execute permission on check’7

/home/ci1s90/simben $ check?7
-bash: /home/cis90/simben/../bin/check7: Permission denied

/home/cis90/simben $ type tryme check? find where commands reside on path
tryme is hashed (/home/cis90/simben/bin/tryme)

check7 is hashed (/home/ci1s90/simben/../bin/check?7)
/home/cis90/simben $ 1s -1 bin/tryme ../bin/check? view permissions
—rwx—-———-- 1 rsimms staff 8657 Jan 23 14:56 ../bin/check?
-rwxr-xr-x 1 simben90 cis90 174 Mar 4 2004 bin/tryme

32
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Groups

/home/cis90/roddyduk $ touch mydogs
/home/cis90/roddyduk $ 1ls -1 mydogs
—-rw—-rw-r—— 1 roddyduk ci1s90 0 Oct 19 13:16 mydogs

When a new file is created:
« the owner is set to the user creating the file
« the group is set to the user's primary group

34
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Groups

Use either id or groups command to
determine what groups a user belongs to

[rsimms@opus lab06]s id roddyduk

uid=1201 (roddyduk) gid=90(cis90) groups=90(cis90),100 (users)
context=user u:system r:unconfined t

[rsimms@opus 1lab06]5s

[roddyduk@opus ~]$ groups roddyduk
roddyduk : cis90 users

Primary group (gid) is cis90,
secondary group is users

35
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Groups

The user's primary group is stored in /etc/passwd (the 4" field)

Excerpt from /etc/passwd

simmsben:
roddyduk:
clastmax:
derriale:
garciton:
garibjam:
rochajua:
delfimik:
dingechr:
blacksea:

X

NNNNNNNNN

:1200:
:1201:
:1009:
:1202:
:1203
:1204:
:1205:
:12006:
:1207:
:1208:

90:Benji Simms:/home/cis90/simmsben:/bin/bash
90:Duke Roddy:/home/cis90/roddyduk:/bin/bash
191 : NN / home/cisl191/clastmax:/bin/bash
90 : /eeniEmmmE : /home/cis90/derriale:/bin/bash

: 90 : yENSENNN. : / home /cis90/garciton:/bin/bash

90 : NSNS : /home/cis90/garibjam: /bin/bash
90 : N - : /home/cis90/rochajua:/bin/bash
90 : NN : /home/cis90/delfimik:/bin/bash

90 : SN - / home /ci1s90/dingechr:/bin/bash
90 : NN : /home/cis90/blacksea:/bin/bash

antiden:x:1209:90: NN : /home/ci1s90/antiden:/bin/bash

\she// program to use

used for the password in the past

home directory
comment
primary group
user ID

username 36



CIS 90 - Lesson 8 N ' ' |W
Groups

Secondary groups are recorded in /etc/group

Excerpts from /etc/group
users:x:100:guest,guest90, jimg, abbenste,arltjef,bolasale,bowerjak,dycktim, farreeli, ga
virxim,gilart,gonzaian,goodmthe, hammoste, kotilnat, lenzpat,maganfra,mattimar,mccarmic,
mchalgeo,mezalui, ortegcar, rochaleo, spadymat, starkmic, vasqucar,vistigab,wallgle,watsoh
ar,quintjos, swansgre,archiand, moonecar, orourpat, pantogab,velasoli, simmsben, roddyduk, c
lastmax,derriale,garciton,garibjam, rochajua,delfimik,dingechr,blacksea,antiden,pirkll
au,birmijam,messison,zilissau,plastadr,brownliz, husemat,botoschr,perezrud,palmilar, sa
linjac,hamiljas, pennitan,valadand,woodjan, henrydal,galbrnat,dakkaabd, cardefra,daviesa
r,hrdinste, redmanic,enrigste, dawadast, menafer,orozcmig, srecklau, mottste, fouric,wattsl
uk,dahlicas,velasliv,pitzemik, komicser,parrijen,beltredt,hernaaar,brownbri,castrsal,m
artiant, joossam, ojedavic,millehom,alvesdes,bejarjoh,bergejoh,breitrob,clarkgal,desotm
at,gardnnic, huangyan, leetheri, lewisgre, studetes, lighttho, lindadav,madrista, normasea,p
oncimar, rochever, schreche, schwajoe, tatlojas,velasjos, lukewat,mikedel, seanbla, veracroc
, Simmsmar

utmp:x:22:

utempter:x:35:

< snipped >

mikki:x:501:

guest:x:506:

staff:x:503:jimg, rsimms, gerlinde

ci1is90:x:90:jimg, guest, rsimms

cis130:x:130:jimg, rsimms

37
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Groups

Every user is a member of a primary group (shown in /etc/passwd)
and multiple secondary groups (shown in /etc/group)

/home/cis90/roddyduk $ groups roddyduk
roddyduk : cis90 users

N

primary secondary

[roddyduk@opus ~1$ id \ \

uid=1201 (roddyduk) gid=90(cis90) groups=90(cis90),100 (users)
context=user u:system r:unconfined t

/home/cis90/roddyduk $ touch mydogs
/home/cis90/roddyduk $ 1ls -1 mydogs
-rw-rw-r-- 1 roddyduk cis90 0 Oct 19 13:16 mydogs

Note, new files are created using the primary group 28
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File Permissions
Binary

Permissions are stored internally using binary numbers
and they can be specified using decimal numbers

___rwx__|_Binary | Convert | Decimal

000 0O0+0+0 0
. x 001 O+0+1 1
_ _ 010 0O+2+0 2
W X 011 O+2+1 3
r 100 4+0+0 4
r x 101 4+0+1 5
r B 110 4+2+0 6
r w X 111 4+2+1 7/

4's cqumn—J ]
2's column 40

1's column
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Lesson 7/

s o A I

A,- .’

R 3

r .': .
o N i

__rwx__|_Binary | Convert | Decimal

s

K B B K |
s
P

Binary
000 0O+0+0
001 O+0+1
010 0O+2+0
011 O+2+1
100 44+0+0
101 4+0+1
110 4+2+0
111 4 +2+1

N o o A W N H» O

Example: rw= (read, write, no execute)
=110 or 4+2+0 = 6

binary

decimal

decimal

41
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File Permissions
Binary

___rwx__|_Binary | Convert | Decimal _

000 0O+0+0 0
. x 001 O+0+1 1
W 010 0O+2+0 2
W X 011 O+2+1 3
r 100 4+0+0 4
r x 101 4+0+1 5
rw 110 4+2+0 6
r w X 111 4 +2+1 7

Example: =wWX (no read, write, execute)
=011 or 0+2+1 = 3

binary decimal decimal 42
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File Permissions
Let’s practice interpreting permissions

Jhome/ci=s900l/ zinmmsben & 15 -1
total 300

’/ Note, the d in the first column is the file type.

The first column is not part of the permissions.

drwxrwxr-x 4 simmsben ci=z%0ol 4096 Mar 17 22:00 cla=s

What are the numerical permissions on class?
FWXTWXT —X

* Owner (simmsben) has read, Write, execute = 111 or4+2+1 =7
* Group (cis90ol) has read, write, execute = 111 or 44+2+1 =7
» Others have read and execute only = 101 or 4+0+1 =5

= 775

/home/cis900l/simmsben £ [

/home/cis900l/simmsben/class (directory)

43
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File Permissions
Let’s practice interpreting permissions

o 'H -
E& simmsben@opus:~

Jhome/ci=s900l/ zinmmsben & 15 -1
total 300

1 simmsben £is900l 2947 Mar 3 23:08 dead.letter

What are the numerical permissions on dead.letter?

rw

« Owner (simmsben) has read an-d write only = 110 or 44+42+0 =6
« Group (cis90ol) has no permissions = 000 or 0+0+0 =0
« Others have no permission = 000 or 0+0+0 =0

= 600

/home/cis900l/simmsben £ [

/home/cis90ol/simmsben/dead.letter (regular file) 44
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File Permissions
Let’s practice interpreting permissions

Jhome/ci=s900l/ zinmmsben & 15 -1
total 300

What are the numerical permissions on testO1.graded?

r

« Owner (simmsben) has read o-nIy = 100 or 4+0+0 = 4
« Group (cis90ol) has no permissions = 000 or 0+0+0 =0
« Others have no permission = 000 or 0+0+0 = 0

= 400

—r——————- 1 =zimmsben staff 972 Mar 18 12:589 tes=stdl.graded

/home/cis900l/simmsben £ [

/home/cis900l/simmsben/test01.graded (regular file)

45
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File Permissions
Let’s practice interpreting permissions

i s
£ simmsben@opus:-~ | ] )
Shome/cis80o0l/simm=ben £ 15 -1 /home

F

What are the numerical permissions on rsimms?
FWXE—Xr——

* Owner (rsimms) has all permissions = 111 or 7+4+1 =7
« Group (cis90ol) has read and execute = 101 = 4+0+1 =5
« Others have no permissions = 000 = 0+0+0 =0

= 750

drwxr-x——-— 11 rsimms= ciz80nl 4096 Mar 21 08:30 rsimm=
{

Jhome/cis90o0l/simmsben £ I

4 m |

/home/rsimms (directory)
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File Permissions
Interpreting the permission codes on long listings

s ———
Fhome,/cizf900l/simmsben & 13 -1 fdev/pts/*

CrwWw——-w—-——-— 1 =simmsben tty 13§,

1 Mar 22 0E8:55 [ElDas

Jhome/ci=z900l/ simmsben $ l

| What are the numerical permissions on /dev/pts/1?
' FW——W———-—
* Owner (simmsben) has read and write = 44+24+0 = 6 N
« Group (tty) has write only = 0+2+0 = 2 .
« Others have no permissions = 0+0+0 =0
= 620

/dev/pts/1 (character special device file)
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File Permissions
Summary

How do we control access to files and directories?
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File Permissions
Summary

What permissions are there?

Answer: read, write and execute
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File Permissions
Summary

Who do permissions apply to?
Answer:
The user (owner) of the file

The group the file belongs to
and everyone else (others)

Al A :
A .
AN
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File Permissions
/etc/passwd and /etc/group

/home/cis9001/sinmsben § cat /etc/passwd All user accounts are
< snipped > found in /etc/passwd
simmsben:x:1082:190:Benji Simms:/home/cis900l/simmsben: /bin/bash
2?;2?3?;;1822;138;2; /home/cis900l/simmsben $ cat /etc/group
hextcra:x:1085:190:Cra < snipped >
wilsodan:x:1086:190:ngq GPusi*:81: All groups are
mcnamdan:x:1087:190:Dg i;2h22370 found in
stumbdav:x:1088:190:Da o :
roddyduk:x:1089:190: Dy haldaemon:x:68: /el‘.'C/gI‘OUp
carvaema:x:1090:190:En gdm:¥:42: )
lynbeeri:x:1091:190:Eq1 avahi-autolipd:x:103:
vistigab:x:1092:190:G4 SaPayon:x:86:
montageo:x:1093:190:Gs apachg:x:48:
lewisgre:x:1095:190:Gy OProfile:x:16:
wingejas:x:1100:190:J4 agd19:x:63:gdm
hillejef:x:1101:190:Jd mrkki:x:501:
warrejes:x:1102:190:J0s guest.:x:506: ) ) L
sylvijos:x:1103:190:Jc s?aff:x:503:r31mms,gerllg§e,jlmg
cheeken:x:1104:190:Ken cis90:x:90:guest, rsimms, jimg
< snipped > cisl30:x:130:jimg
cislbd:x:164:

cisl72:x:172:
cis9001:x:190:rsimms
cisl91:x:191:rsimms, jimg
cis192:x:192:rsimms
ci1s193:x:193:

< snipped >
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File Permissions

File OWNERS are users on the system

/home/cis900l/simmsben $ 1ls -1 lab04.graded mbox letter

-r——————-—- 1 simmsben staff 512 Mar 11 14:18 lab04.graded
-rw-r—-—-r—-—- 1 simmsben cis90ol 1044 Jul 20 2001 letter
—rTW——————— 1 simmsben cis90o0l 99246 Mar 8 10:32 mbox

/home/ci1s900l/simmsben $

/home/cis900l/simmsben $ id simmsben
uid=1082 (simmsben) gid=190(cis900l) groups=190(cis900l),100 (users)

context=user u:system r:unconfined t Nice way to select lines
from big files (we will learn
more on grep later)

/home/cis900l/simmsben $ cat /etc/passwd | grep simmsben
simmsben:x:1082:190:Benji Simms:/home/cis900l/simmsben:/bin/bash

Every user has a unique user ID number (use the id command to
show) and an entry in the /etc/passwd file.
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File Permissions

Files also belong to a GROUP (of users)

The files in this example belong to either the staff or cis900l groups

/home/cis900l/simmsben $ 1ls -1 lab04.graded mbox letter

—r———————- 1 simmsben staff 512 Mar 11 14:18 lab0O4.graded
-rw-r——r—-—- 1 simmsben c¢is90o0l 1044 Jul 20 2001 letter
- rw——————-— 1 simmsben c¢is900l 99246 Mar 8 10:32 mbox

/home/cis900l/simmsben S
The simmsben user is a

/home/cis900l/simmsben $ groups simmsben member of these groups
simmsben : cis900l users < \j::>

/home/cis900l/simmsben $ groups rsimms
rsimms : staff cis90 c¢cis900l c¢isl91 c¢isl92

The rsimms user is a
member of these groups
54
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File Permissions

Every user belongs to a primary group (kept in /etc/passd) and optionally
multiple secondary groups

/home/cis900l/simmsben $ id rsimms

uid=201 (rsimms) gid=503 (staff) «—— Primary group
groups=503(staff), 90 (cis90),190 (cis9001l),191 (cisl1l91),192(cisl92)
context=user u:system r:unconfined t \\\~—Samndmygnxms

/home/cis900l/simmsben $ groups rsimms
rsimms : staff cis90 cis900l cisl191 cisl92
All groups user belongs to (primary is first group listed)

/home/cis900l/simmsben $ cat /etc/passwd | grep rsimms
rsimms:x:201:503:Rich Simms:/home/rsimms:/bin/bash

b\ Primary group

/home/cis900l/simmsben $ cat /etc/group | grep 503

EUENSSRSENE : r51mms, gerlinde, jimg The staff group contains the rsimms user

/home/cis900l/simmsben $ cat /etc/group | grep cisl92 55

cis192:x:192:rsimms The cis192 group contains the rsimms user
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File Permissions

Relevant fields from the inode
Permissions,

/home/cis90/simmsben $ lsg:}__,/)

total 176 p——

drwxrwxr—-x
- rw-r—-r—-—
drwxr—-xr-x
- rw-r—-r—-—

drwXrwxr—x
drwxr-xr—-x
drwxr-xr—-x
—rw-r--r--
drwxXr-xr—-x
—rw-r--r--
drwxXr-xr—-x
—rw-r--r--
—rw-r--r--
—rw-r--r--
—rW-rw-r--
—rw-r--r--
—rw-r--r--
—rw-r--r--
—rw-r--r--
—IrWXr-Xr-x
—rw-r--r--

RN DN W

N

PR R R ERERRPRBRRRORNRE WN D

simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben
simmsben

cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90
cis90

4096
10576
4096
0
4096
4096
4096
4096
1044
4096
759
4096
1074
2175
2054
0
1580
485
250
231
509
352

Mar
Jul
Sep
Jul
Feb
Mar
Feb
Feb
Jul
Sep
Jun
Jan
Aug
Jul
Sep
Mar
Nov
Aug
Jul
Jul
Jun
Jul

/O/WW— Group
18 06:49 africa
20 2001 bigfile
11 2005 bin
20 2001 empty
1 2002 Hidden
18 08:12 island
17 2001 Lab2.0
17 2001 Lab2.1
20 2001 letter
11 2005 Miscellaneous
6 2002 mission
18 2004 Poems
26 2003 proposall
20 2001 proposal?2
14 2003 proposal3
18 06:36 sawyer
16 2004 small town
26 2003 spellk
20 2001 text.err
20 2001 text.fxd
6 2002 timecal
20 2001 what am i

File permissions, owners, and groups are displayed in long listings

oA 1
a0 :
> N
- v
A .
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File Permissions

Example: letter file
Permissions

/home/cis90/simmsben $ lsy Owner Group

total 176 p—— /__

-rw—-r——-r—-—— 1 simmsben cis90 1044 Jul 20 2001 letter

The permissions on letter are rw-r--r—-- or 110 100 100 or 644 58



bigfile 102574
bin 102575

i 102609

letter 102609 ext2 file system ,

Superblock /

rw-r--r--

7/
Hello Mother! Hello Father! \\ l
\
Here I am at Camp Granada. Things are very N
entertaining, \\ InOde Table

\
and they say we'll have some fun when it stops raining. N 1

All the counselors hate the waiters, and the lake has | Y

alligators. You remember Leonard Skinner? He got \ “
ptomaine poisoning last night after dinner. X v Si mmeen
Now I don't want this to scare you, but my bunk mate % |
has

malaria. You remember Jeffrey Hardy? Their about to \ 0
organize a searching party. H
g g party \ \ Cis90

Take me home, oh Mother, Father, take me home! I \ !

hate Granada. Data BlOCkS |

Don't leave me out in the forest where I might get N ‘\
eaten \
by a bear! Take me home, I promise that I won't make \ 0 1044
noise, \
or mess the house with other boys, oh please don't S \

make me
stay -- I've been here one whole day.

2001-07-20

Dearest Father, darling Mother, how's my precious little
brother? I will come home if you miss me. I will even

let Aunt Bertha hug and kiss me!
\
Wait a minute! It's stopped hailing! Guys are ! 2008-08-08
swimming!
Guys are sailing! Playing baseball, gee that's better!

Mother, Father, kindly disregard this letter.

\ 2008-06-20

Alan Sherman

Pointer(s) to data
blocks N

D)

[simmsben@opus ~]$1ls -il letter
102609 -rw-r—-r—-- 1 simmsben c¢cis90 1044 Jul 20 2001 letter

inode
number

Type

Permissions

Number of
links

Owner

Group

Size

Modification
time

Access
Time
Change
time
Pointer(s)

to data
blocks
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File Permissions
Example: letter file

The stat command shows permissions in both formats

[simmsben@opus ~]$ stat letter
File: “letter'

Size: 1044 Blocks: 16 IO Block: 4096
regular file
Device: 805h/2053d Inode: 102609 Links: 2
Access: (0644/-rw-r--r--) Uid: ( 1160/simmsben) Gid: ( 103/
cis90)

Access: 2008-10-15 14:15:43.000000000 -0700
Modify: 2001-07-20 15:04:39.000000000 -0700
Change: 2008-10-15 14:16:13.000000000 -0700
[simmsben@opus ~]1$

< numeric form

o 110100100
The permissions on letter are rw-r--r-- or 644

owner has read and write j /
group has only read
others have only read
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File Permissions

What is the numeric form of r--r—-——-- ?
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File Permissions

4 4 0
100100000
What is the numeric form of r--r-----?

Answer: 440

Owner has read
Group has read
Others have no permissions
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File Permissions

What is the numeric form of rwxrw-r--7
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File Permissions

/ 6 4
111110100
What is the numeric form of rwxrw-r--7?

Answer: /64
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File Permissions

What is the numeric form of rwxr-xr-x?
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File Permissions

7/ 5 5
111101101
What is the numeric form of rwxr-xr-x?

Answer: /55

Owner has read, write and execute
Group has read and execute
Others have read and execute
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File Permissions

What permissions are 6447
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File Permissions

What permissions are 6447

110100100
rw-r—-—r—-

Answer:
owner has read and write
group has read
others have read
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Does the simben90 user have read
access to /etc/samba/smb.conf?

~ N 1
RN | \
. &
|
- ' ¥ 4\
S . L4l

N 1

A : N
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File Permissions

Does the simben90 user have read
access to /etc/samba/smb.conf?

Answer: yes

/home/cis90/simben $ 1ls -1 /etc/samba/smb.conf
-rw-r—--r—— 1 root root 9733 May 28 2009 /etc/samba/smb.conf

root has read & write
root group has read
all other users, including simmsben, have read
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File Permissions
Relevant Commands

chown - Changes the ownership of a file. (Only the superuser has this
privilege)

chgrp - Changes the group of a file. (Only groups that you belong to)

chmod - Changes the permissions of a file.
* Numeric: chmod 640 letter (sets the permissions)
« Mnemonic: chmod ug+rw letter (changes the permissions)

% Mnemonic: u=user(owner), g=group, o=other
r=read, w=write, x=execute

umask - Sets the default mask applied to permissions for newly created files.
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chown
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File Permissions
chown - change owner of a file

[simmsben@opus Directory3]$ touch myfile
[simmsben@opus Directory3]$ 1ls -1
total 4

—-rw-rw-r—-- 1 simmsben cis90 0 Oct 15 14:40 myfile
[simmsben@opus Directory3]$ chown rsimms myfile
chown: changing ownership of "myfile': Operation not permitted

Only root can use the chown command
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chgrp
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File Permissions
chgrp — change group a file belongs to

[simmsben@opus Directory3]$ 1ls -1
total 4
-rw-rw-r—-—- 1 simmsben cis90 0 Oct 15 14:40 myfile

[simmsben@opus Directory3]$ chgrp users myfile change group to

[simmsben@opus Directory3]s 1ls -1 users

total 4

-rw-rw-r—— 1 simmsben users 0 Oct 15 14:40 myfile

[simmsben@opus Directory3]$ chgrp cis90 myfile change group back
[simmsben@opus Directory3]s 1ls -1 to cis90

total 4

—-rw—-rw-r—— 1 simmsben cis90 0 Oct 15 14:40 myfile

Use chgrp to change the group a file belongs to 77
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File Permissions
mnemonics - “memory aids”

Examples:

u+w = add write permission to user
u-w = remove write permission from user
u+wx = add write and execute permission to user

g+r = add read permission to group Definitions:
g-rwx - remove read, write, execute permissions
from group u=user (owner)
g=group
o+rw = add read, write permissions to others o=other

o-r = remove read permission from others o
r=read permission

+x = add execute permission to user, group and w=write permission
others X=execute permission
+rw = add read & write permissions to user, group
and others

uo+w = add write permission to user and others

u+rwx,0-rwx = add read, write, execute combinations allowed but
permissions to user but remove them from others no blanks around

commas please 79
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File Permissions
chmod command - change permissions (mnemonic method)

/home/cis90/simmsben/Directory3 $ 1s -1 myfile
1 simmsben cis90 0 Oct 13 07:16 myfile

—XW—YXrw—r—-—

. ~. % .
AN W
v
)
M .

With chmod command use “u” for owner (user), “g” for group and "o” for others

/home/cis90/simmsben/Directory3 $
/home/cis90/simmsben/Directory3 $

IWXYrw—YX——

1 simmsben cis90 0 Oct

/home/cis90/simmsben/Directory3 S
/home/cis90/simmsben/Directory3 $

IWXYXrwXXY——

1 simmsben cis90 0 Oct

Use chmod to add or remove permissions from a file

chmod u+x myfile
1s -1 myfile
13 07:16 myfile

chmod g+x myfile
1s -1 myfile
13 07:16 myfile

add execute
permission for
owner

add execute
permission for

group
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File Permissions
chmod command - change permissions (mnemonic method)

[simmsben@opus Directory3]S$S 1ls -1 myfile
rwxrwxr—-—-| 1 simmsben cis90 0 Oct 15 14:40 myfile

[simmsben@opus Directory3]$ chmod -x myfile remove execute from all
[simmsben@opus Directory3]S$S 1ls -1 myfile
rw-rw-r—-—-|1 simmsben cis90 0 Oct 15 14:40 myfile

[simmsben@opus Directory3]$ chmod og+x myfile add execute to
[simmsben@opus Directory3]$ 1ls -1 myfile others and group
Jrw-rwxr-x| 1 simmsben cis90 0 Oct 15 14:40 myfile

| . - remove read,
[simmsben@opus Directory3]$ chmod go-rwx myfile write, execute

[simmsben@opus Directory3]$ 1ls -1 myfile from groups and
rw—————- 1 simmsben cis90 0 Oct 15 14:40 myfile (,thers

Use chmod to add or remove permissions from a file a1
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File Permissions
chmod command - change permissions (numerical method)

[simmsben@opus Directory3]$ chmod 664 myfile
[simmsben@opus Directory3]S$ 1ls -1 myfile
-rw-rw-r-—- 1 simmsben cis90 0 Oct 15 14:40 myfile

You can also specify each permission directly
using the numeric mode of the command
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File Permissions
chmod command - change permissions (numerical method)

[simmsben@Ropus Directory3]s chmod 777 myfile
[simmsben@opus Directory3]$ 1ls -1 myfile
rwxrwxrwx| 1 simmsben cis90 0 Oct 15 14:40 myfile

[simmsben@opus Directory3]s chmod 640 myfile
[simmsben@opus Directory3]$ 1ls -1 myfile
TW—r————— 1 simmsben cis90 0 Oct 15 14:40 myfile

[simmsben@opus Directory3]s chmod 000 myfile
[simmsben@opus Directory3]S$S 1ls -1 myfile
————————— 1 simmsben cis90 0 Oct 15 14:40 myfile

[simmsben@opus Directory3]s chmod 644 myfile
[simmsben@opus Directory3]S$ 1ls -1 myfile
tw-r--r--|1 simmsben cis90 0 Oct 15 14:40 myfile

More examples using the numeric mode of the chmod command 84
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File Permissions
Commands that require file permissions

—— inodeNum?2 fileName?2

J— inodeNum1 fiIeName1\|

Read (4) cat, more, head, Is
tail, cp (from)

Write (2) cp (into), vi, saving cp (into), mv, rm,
mail In
Execute (1) $ command cd, Is -I, find

read permission is required whenever file contents must be accessed
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Read Permission

Make a directory named Directory3, cd into it, and create myfile:

/home/cis90/simmsben $ mkdir Directory3
/home/cis90/simmsben $ cd Directory3/
/home/cis90/simmsben/Directory3 $ touch myfile
/home/cis90/simmsben/Directory3 $ Is =1 myfile
—FAy i e —=4 S s Be ne o3 s D 00 D0 @ e 3T s 0 by ThE] e

Add some data to myfile and try reading with and without read permission:

/home/cis90/simmsben/Directory3 $ echo Blah Blah Blah > myfile
/home/cis90/simmsben/Directory3 $ cat myfile

Blah Blah Blah s 4 AL
/home/cis90/simmsben/Directory3 $ chmod u-r myfile permission for user
/home/cis90/simmsben/Directory3 $ Is -1 myfile ouping-thesie

—-w-r—-r—-- 1 simmsben cis90 15 Oct 13 08:50 myfile
/home/cis90/simmsben/Directory3 $ cat myfile
cat: myfile: Permission denied

Can you fix this so you can read your own file again?
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File Permissions
Commands that require file permissions

—— inodeNum?2 fileName?2

J— inodeNum1 fiIeName1\|

Read (4) cat, more, head, Is
tail, cp (from)

Write (2) cp (into), vi, saving| cp (into), mv, rm,
mail In
Execute (1) $ command cd, Is -I, find

write permission is required whenever file contents are written
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Write Permission

Start with a fresh version of myfile:

Add

/home/cis90/simmsben/Directory3 $ rm myfile
/home/cis90/simmsben/Directory3 $ touch myfile
/home/cis90/simmsben/Directory3 $ Is =l myfile
-rw-rw-r-- 1 simmsben cis90 0 Oct 13 08:58 myfile

some data to myfile :

/home/cis90/simmsben/Directory3 $ echo Blah Blah Blah > myfile
/home/cis90/simmsben/Directory3 $ chmod 444 myfile write permission
/home/cis90/simmsben/Directory3 $ Is =l myfile d il

e 0 B T80 1y S M40 (51167 S0 A st SR b 515 il 16y Sy @it gl TR 7 i Th m =
/home/cis90/simmsben/Directory3 $ echo Blah Blah Blah > myfile
—-bash: myfile: Permission denied

Can you fix this so you can write to your own file again?
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File Permissions
Commands that require file permissions

—— inodeNum?2 fileName?2

J— inodeNum1 fiIeName1\|

Read (4) cat, more, head, Is
tail, cp (from)

Write (2) cp (into), vi, saving cp (into), mv, rm,
mail In
Execute (1) $ command cd, Is -I, find

execute permission is required to load and run a file
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Execute Permission
Start with a fresh version of myfile:

/home/cis90/simmsben/Directory3 $ rm myfile

rm: remove write-protected regular file myfile'? yes
/home/cis90/simmsben/Directory3 $ touch myfile
/home/cis90/simmsben/Directory3 $ Is =1 myfile
—-rw-rw-r—-- 1 simmsben cis90 0 Oct 13 09:12 myfile

Make a little script and give it execute permission:

/home/cis90/simmsben/Directory3 $ echo "banner $LOGNAME is cool" > myfile
/home/cis90/simmsben/Directory3 $ cat myfile
banner $LOGNAME is cool
/home/cis90/simmsben/Directory3 $ myfile

-bash: ./myfile: Permission denied
/home/cis90/simmsben/Directory3 $ chmod +x myfile
/home/cis90/simmsben/Directory3 $ Is =1 myfile
—rwxXrwxr-x 1 simmsben cis90 24 Oct 13 09:27 myfile
/home/cis90/simmsben/Directory3 $ myfile

add execute permission
for all users

What happens now when you type myfile?

2a°
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Directory Write Permission

— inodeNum1 fileName1l
—a inodeNum?2 fileName?2

Read (4) cat, more, file, Is
head, tail, cp

Write (2) vi, saving mail cp, mv,frm,|In

Execute (1) $ command cd, Is -l, find

Removing a file requires write permission
on the directory that contains the file. The

permissions on the file itself do not apply. o
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Directory with no write permission
example 1

[simbenopus ~]$ Is -ld Directory3
dr-xrwxr-x 2 simmsben cis90 4096 Oct 15 15:00 Directory3

[simmsbenCopus ~]S$ cd Directory3 3
[simmsben@opus Directory3]s Is =1 myfile Be’_UI has I‘?&C.]' and
—rw-r--r-- 1 simmsben cis90 0 Oct 15 15:00 myfile Write permission.

[simmsben@opus Directory3]$ rm myfile

rm: cannot remove myfile': |Permission denied
[simmsben@opus Directory3]$ chmod 777 myfile Benji (and
[simmsben@opus Directory3]$ Is -1 myfile everyone else) has

—rwxrwxrwx 1 simmsben cis30 0 Oct 15 15:00 myfile g// permissions.

[simmsben@opus Directory3]$ rm myfile
rm: cannot remove myfile': |[Permission denied

So why can't Benji remove his own file? \ 94
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Answer:

Removing a file requires write permission on the directory containing the file.

This is so you can write the revised file contents (with the file removed) to the

directory. Remember that directories are like phone books and only contain
file names and inode numbers.

The permissions on the file being removed do not apply!

[simmsben@opus ~]$ Is -ld Directory3
dr-xrwxr-x 2 simmsben ci1is90 4096 Oct 15 15:00 Directory3

\

Without write permission, Benji cannot remove any files
from this directory

296597 myfile

> Permission
l

_ _ denied
Owner tries to write

Directory 3 revised file contents to 95
r—Xrwxr-x Directory3
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Directory with write permission
example 2

[simmsben@opus ~]$ 1ls -1d Directory3
drwxr-xr-x 2 simmsben cis90 4096 Oct 15 15:00 Directory3

[simmsben@opus ~]$ cd Directory3

[simmsben@opus Directory3]$ chmod 000 myfile Now Benji has
[simmsben@opus Directory3]$ 1ls -1 myfile no permissions
—————————— 1 simmsben cis90 0 Oct 15 15:00 myfile on this file

[simmsben@opus Directory3]$ rm myfile

rm: remove write-protected regular empty file " myfile'? yes
[simmsben@opus Directory3]s$

So how come he can delete it?
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Answer: Removing a file requires write
permission on the directory that contains

the file. The permissions on the file itself
do not apply.

[simmsben@opus ~]$ 1ls -1d Directory3
drwxr-xr-x 2 simmsben cis90 4096 Oct 15 15:00 Directory3

With write permission, Benji can remove any of the files

from this directory ... even the ones he does not have read
& write permission for.

296597 myfile

| %

Owner write revised file

Directory 3 contents to Directory3 Directory 3

IYwXr—Xr—XxX

97



=

Directory
pDEermissions
READ



CIS 90 - Lesson 8 » El lw

inodeNum1 fileName1l
inodeNum?2 fileName?2

FrwX

Read (4) cat, more, file, Is
head, tail, cp [ ]
(from)
Write (2) cp (into), vi, saving cp (into), mv, rm,
mail In
Execute (1) $ command cd, Is -I, find

Use the Is command to read the contents of a directory.
Note, having read permission is required!
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Directory Read Permission

r W X r W X r W X

read write execute read write execute read write execute

user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : i 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/
2525532 birds 2525533 dogs

examples

If read permission is removed from the directory ...

Can we still list the directory contents?
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Directory Read Permission

r \"'} X r w X r W X
read write execute read write execute read write execute
user (owner) group others

Remove read permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-r examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
d-wxrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples

examples
Can we still list the directory contents?

/home/cis90/roddyduk $ Is -l examples/
ls: examples/: Permission denied NO I
/home/cis90/roddyduk $
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Directory Read Permission

r W X r W X r W X

read write execute read write execute read write execute

user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : i 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/
2525532 birds 2525533 dogs

examples

If read permission is removed from the directory ...

Can we still ed into the directory?
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Directory Read Permission

r \"'} X r w X r W X
read write execute read write execute read write execute
user group others

Remove read permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-r examples 2525533 dogs

/home/cis90/roddyduk $ Is -ld examples
d-wxrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples

examples
Can we still ed into the directory?
/home/cis90/roddyduk $ cd examples/ Yes, but ...
ome/cis90/roddydu . . e
/home/cis90/roddyduk/examples $ Is we still can't /ISt the Contents_,
1s: .: Permission denied » yet we can still access anything
/home/cis90/roddyduk/examples $ Is birds in the directory!

abby nibbie

It's like walking into a pitch black room. You can't see anything,
but if you know where things are you can still use them. 103

L ¥



s Cothleg CIS 90 - Lesson 7 & ." ﬁ l ’ Iw

Directory
permissions
WRITE

(more)



CIS 90 - Lesson 8 £ El lw

inodeNum1 fileName1l
inodeNum?2 fileName?2

FrwX
Read (4) cat, more, file, Is
head, tail, cp
Write (2) vi, saving mail [ cp, mv, rm, In ]
Execute (1) $ command cd, Is -I, find

Removing directory w permission

» can't cp files to it,

« can't remove files,

« can't move files out,

- can't add links 105
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Directory Read Permission

r W X r W X r W X

read write execute read write execute read write execute

user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : i 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/
2525532 birds 2525533 dogs

examples

If write permission is removed from the directory ...

Can we remove files from the directory?
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Directory Read Permission

r \"'} X r w X r W X
read write execute read write execute read write execute
user (owner) group others

Remove write permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-w examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
dr-xrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can we remove files form the directory?

/home/cis90/roddyduk/examples $ rmdir dogs /\/(:)I
rmdir: dogs: Permission denied ‘
Yet we can cd into and list directory contents

/home/cis90/roddyduk $ cd examples/
/home/cis90/roddyduk/examples $ Is
birds dogs
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Directory Read Permission

r W X r W X r W X

read write execute read write execute read write execute

user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : i 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/

2525532 birds 2525533 dogs
examples

If write permission is removed from the directory ...

Can we create new files or copy/move files into the directory?
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Directory Read Permission

r \"'} X r w X r W X
read write execute read write execute read write execute
user (owner) group others

Remove write permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-w examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
dr-xrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples

Can we create new files or copy/move files into the directory?
/home/cis90/roddyduk $ cp letter examples/
cp: cannot create regular file “examples/letter': Permission denied
/home/cis90/roddyduk $ mv letter examples/ NO[
mv: cannot move " letter' to ‘examples/letter': Permission denied "
/home/cis90/roddyduk $ touch examples/newfile
touch: cannot touch “examples/newfile': Permission denied

/home/cis90/roddyduk $

To change the contents of a directory (either add or remove
files) requires write permission 109
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Directory Read Permission

r W X r W X r W X

read write execute read write execute read write execute

user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : i 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/
2525532 birds 2525533 dogs

examples

If write permission is removed from the directory ...

Can we move files out of the directory?
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Directory Read Permission

r \"'} X r w X r W X
read write execute read write execute read write execute
user (owner) group others

Remove write permission and confirm it's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-w examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
dr-xrwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can we move files out of the directory?
/home/cis90/roddyduk $ mv examples/birds .
mv: cannot move ~examples/birds' to ~./birds': Permission denied NOI

To change the contents of a directory (either add or remove
files) requires write permission 111
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Directory Execute Permission

inodeNum1 fileName1l
inodeNum?2 fileName?2

FrwX
Read (4) cat, more, file, Is
head, tail, cp
Write (2) vi, saving mail cp, mv, rm, In
Execute (1) $ command [ cd, Is -1, find ]

Removing directory x permission
« cannot retrieve inode information (Is 1)
(which means no file data either)
« cannot cd into directory 113
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Directory Read Permission

r W X r W X r W X

read write execute read write execute read write execute

user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : i 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/
2525532 birds 2525533 dogs

examples

If execute permission is removed from the directory ...

Can we change into (cd) the directory?
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Directory Read Permission

r \"'} X r w X r W X
read write execute read write execute read write execute
user (owner) group others

Remove execute permission and confirm jt's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-x examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
drw-rwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can we change into (cd) the directory?

/home/cis90/roddyduk $ cd examples/ NOI

-bash: cd: examples/: Permission denied
/home/cis90/roddyduk $

Execute permission is required to change into a directory or to
get inode based information for any of the files in the directory.

Note, without inode information you can't get to a file's data.
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Directory Read Permission

r W X r W X r W X

read write execute read write execute read write execute

user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : i 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/
2525532 birds 2525533 dogs

examples

If execute permission is removed from the directory ...

Can we list directory contents?
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Directory Read Permission

r \"'} X r w X r W X
read write execute read write execute read write execute
user (owner) group others

Remove execute permission and confirm jt's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-x examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
drw-rwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can list directory contents?

/home/cis90/roddyduk $ Is examples/

birds dogs )/EEE;
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Directory Read Permission

r W X r W X r W X

read write execute read write execute read write execute

user (owner) group others

Start with normal directory permissions:

/home/cis90/roddyduk $ Is -ld examples/ _
_ : i 2525532 birds
drwxrwxr-x 5 roddyduk cis90 4096 Oct 19 13:49 examples/

2525533 dogs

/home/cis90/roddyduk $ Is -i examples/
2525532 birds 2525533 dogs

examples

If execute permission is removed from the directory ...

Can we do a long listing of the directory?
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Directory Read Permission

r \"'} X r w X r W X
read write execute read write execute read write execute
user (owner) group others

Remove execute permission and confirm jt's gone

2525532 birds

/home/cis90/roddyduk $ chmod u-x examples 2525533 dogs
/home/cis90/roddyduk $ Is -ld examples
drw-rwxr-x 4 roddyduk cis90 4096 Oct 19 13:59 examples/

examples
Can we do a long listing (show inode information) of the directory?

/home/cis90/roddyduk $ 1ls -1 examples/

total O / ;

. o s , Incomplete! _Only f//e_

P e 5 5 2 9 > FEER names. No information
kept in the file's inode is
shown!

We can read the filenames, but without execute permission we
can't retrieve information from the inode
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File Permissions
Default Permissions

What permissions are files created with?

Answer: This is determined by the umask setting

Default system permissions
» Default permissions for an ordinary file: rw-rw-rw- 666
« Default permissions for directories: YWXrwxrwx /777

The user’s umask is a three digit octal value whose

bits strip away (mask off) default permissions:
« umask 777 - strips off all permissions from a file or directory
« umask 000 - leaves the default permissions alone
« umask 022 - strips off write permissions from group and other
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File Permissions
umask - examples

With no argument, this displays

' D ) 3 k .
[simmsben@opus Directory3]S umas current umask setting

0002
[simmsben@opus Directory3]$ rm myfile
[simmsben@opus Directory3]$ touch myfile
[simmsben@opus Directory3]$ 1ls -1

total 4

-rw-rw-r—-- 1 simmsben cis90 0 Oct 15 14:59 myfile

666 rw-rw-rw- default system permissions for a file
002 —-——-=————- w— umask setting (strips these permissions from default)
664 rw-rw-r—- result after masking
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File Permissions
umask - examples

[simmsben@opus Directory3
[simmsben@opus Directory3
[simmsben@opus Directory3
[simmsben@opus Directory3
total 4

-rw-rw-rw— 1 simmsben cis90 0 Oct 15 15:00 myfile

$ umask 000 Change umask to 000
$ rm myfile

$ touch myfile

$ 1ls -1

[ ey T T —'|

666 rw-rw-rw- default system permissions for a file
000 —-————————- umask setting (strips these permissions from default)
666 rw-rw-rw- result after masking
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File Permissions
umask - examples

[simmsben@opus Directory3]$ umask 022 Change umask to 022
[simmsben@opus Directory3]$ rm myfile

[simmsben@opus Directory3]$ touch myfile

[simmsben@opus Directory3]$ 1ls -1

total 4

-rw-r—--r—- 1 simmsben cis90 0 Oct 15 15:00 myfile

666 rw-rw-rw- default system permissions for a file
022 -—----w—--w— umask setting (strips these permissions from default)
644 rw-r—--r—-- result after masking
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When new files are created

/home/cis90/roddyduk $ touch mydogs

/home/cis90/roddyduk $ 1ls -1 mydogs
—-rw—rw-r—— 1 roddyduk ci1s90 0 Oct 19 13:16 mydogs

When a new file is created:
» the permissions are based on the umask value

« the owner is set to the user creating the file
» the group is set to the user's primary group

125



ko ""'.. CIS 90 - Lesson 7 b F ‘ l lw

permissions
fun

Go slowly and follow
all directions
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Permissions Exercise
Find the hidden treasure trove

 Find the buried treasure in your
Hidden folder.

« Beware! - once you find it, make
sure you set permissions to protect
your treasure from everyone!
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Lab 6: File Permissions

In this lab you will leam how to assign permissions to files and directories to provide a
measure of security and privacy to your files on a multiuser system.

Forum
Browse to: hito://opus cabrilio edu/forumyvewforum php =46

Check the forum for any late breaking news about this lab. The forum is also the place to go
If you get stuck, have a question or want to share something you have leamed about this
lab.

Procedure

Log on to Opus so that you have & command line shell at your service. Be sure you are in
your home directory to start this lab. Using the chgrp, and chmod commands, you will
modify the permissions on files and subdirectories in your home directory.

Part I - Making Directories

1. From your home directory, do a long listing with the Is -I command.
Who owns these files? To which group do they belong?

How can you distinguish file entries from directory entries?

2. Do a long listing of the file, /home/rsimms/uhistory. Who owns It?
Can you move the file to your home directory? Wiy or why not?
Can you copy the file to your home directory? Why or why not?

3. Now that you have copied the file uhistory to your home directory,
who owns it? What are the permissions?

4. Display the contents of the file uhistory on your screen.

Now take away read permission using the command:
chmod -r uhistory
Try to display the contents of the flle as you did above. Does It work?

5. Now give read permission back but take away write permission:
chmod 444 uhistory
Verify the success of the above command.

6. Take away execute (search) permission from the misc directory:
chmod -x misc
Do short and leng listings of the misc directory using the Is and Is -1 commands.

AR

In this lab you will
assign permissions
to your files to
provide a measure
of security

Be sure and finish

Lab 5 before
starting Lab 6!
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New commands:
chgrp
chmod
chown
groups
stat
umask

New Files and Directories:

/etc/group

CIS 90 - Lesson 7 N ‘ l lw

change file's group

change file permissions

change file owner (superuser only)
show group membership

show all file inode information
change permission mask
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Next Class
Assignment: Check Calendar Page on web A
site to see what is due next week. ?09"
@

Quiz questions for next class: \,@v(\“

« With a umask of 002 what permissions would a
newly created file have?

« What is the numeric permission equivalent of
TWXYr—xXr—— 7?

« Does chmod o+w give write permission to the
owner or to other users?
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Perkins (VTEA) Web Advisor Survey Instructions

If you already filled this out in another class you don’t need to do it again. This
is the online survey for online classes.

e Log on to “www.cabrillo.edu” and go to the Cabrillo College Home Page
« Select "“WEBADVISOR” (from the listing near the top of the page below the Cabrillo
College Logo)
« Select the "LOG IN” tab
 Fill-in the “User ID” and “Password”
« Click on “SUBMIT”

e Select "STUDENTS: Click Here” (navy blue bar)
« Under “Academic Profile” Click on “Student Update Form”
« Use drop down list under “Select the earliest term for which you are registered”
and click on the current term (Spring 2011).
« Select "SUBMIT”

e Scroll down to the “Career Technical Information”
« Answer questions by clicking on the circle to the
left of your “Yes” or "No” answers
* You can get details about a question by
clicking on blue underlined phrase
« After answering all questions Select "SUBMIT”
« Then “"LOG OUT”

Thank you for taking a few minutes to help Cabrillo receive funding to suppotiis
student services for CTE programs at Cabrillo College.
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File Permissions
exercise - setup

/home/cis90/simmsben $ mkdir Directoryl Directory2
/home/cis90/simmsben $ chmod 751 Directoryl
/home/cis90/simmsben $ chmod 775 Directory2
/home/cis90/simmsben $ Is -ld Directory*

drwxr-x--x 2 simmsben cis90 4096 Oct 15 11:11 Directoryl
drwxrwxr-x 2 simmsben cis90 4096 Oct 15 11:11 Directory?

/home/cis90/simmsben $ cd Directoryl

/home/cis90/simmsben/Directoryl
/home/cis90/simmsben/Directoryl
/home/cis90/simmsben/Directoryl

/home/cis90/simmsben/Directoryl
/home/cis90/simmsben/Directoryl
/home/cis90/simmsben/Directoryl

/home/cis90/simmsben/Directoryl
total 24

Ur

$

echo "blah blah blah" > filel
echo "blah blah blah" > file2
echo "blah blah blah" > file3

chmod 664 filel
chmod 755 file2
chmod 554 file3

Is -1l

—-rw-rw—-r—— 1 simmsben c¢is90 15 Oct 15 11:13 filel
—rwxXr-xr—-x 1 simmsben c¢is90 15 Oct 15 11:13 file2
-r—-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3 136
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File Permissions
exercise - setup

[simmsben@opus /15 Is -ld /home /home/cis90 /home/cis90/simmsben
drwxr-xr-x 16 root root 4096 Jan 27 19:20 /home

drwxr-x--- 33 guest90 c¢is90 4096 Feb 19 05:49 /home/cis90

drwxr-xr-x 13 simmsben cis90 4096 Mar 30 06:47 /home/cis90/simmsben

Note that other users have no permissions for the /home/cis90 directory
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File Permissions
exercise — can owner change these files?

Can Benji write to file1?

/home/cis90/simmsben/Directoryl $ 1s -1

total 24

-rw—-rw-r—--— 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben c¢is90 15 Oct 15 11:13 file3
/home/cis90/simmsben/Directoryl $

/home/cis90/simmsben/Directoryl $ echo '"changes" > filel
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File Permissions
exercise — can owner change these files?

Yes, he can. Can Benji write to file2?

/home/cis90/simmsben/Directoryl $ 1s -1

total 24

-rw—-rw-r—--— 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben c¢is90 15 Oct 15 11:13 file3
/home/cis90/simmsben/Directoryl $

/home/cis90/simmsben/Directoryl $ echo "changes" > filelE?
/home/cis90/simmsben/Directoryl $ echo '"changes" > file2
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File Permissions
exercise — can owner change these files?

Yes, he can. Can Benji write to file3?

/home/cis90/simmsben/Directoryl $ 1s -1

total 24

-rw—-rw-r—--— 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3
/home/cis90/simmsben/Directoryl $

/home/cis90/simmsben/Directoryl $ echo "changes" > filelE?
/home/cis90/simmsben/Directoryl $ echo "changes" > file2 &

/home/cis90/simmsben/Directoryl $ echo "changes" > file3
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File Permissions
exercise — can owner change these files?

No he cannot

/home/cis90/simmsben/Directoryl $ 1s -1

total 24

-rw—-rw-r—--— 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3
/home/cis90/simmsben/Directoryl $

/home/cis90/simmsben/Directoryl $ echo "changes" > filel &
/home/cis90/simmsben/Directoryl echo "changes" > file?2 &
/home/cis90/simmsben/Directoryl $ echo "changes" > file3 cg)
-bash: file3: Permission denied
/home/cis90/simmsben/Directoryl $

Ux

/home/cis90/simmsben/Directoryl $ cat f*

changes
changes Benji could write to filel and file2 but not file3

blah blah blah
/home/cis90/simmsben/Directoryl $
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File Permissions
exercise — can group user change these files?

Can Duke write to Benji's filel?

’lkr [roddyduk@opus Directoryl]$ 1ls -1
~ N total 24

—-rw—-rw—-r—-—— 1 simmsben cis90 8 Oct 15 11:48 filel
—rwxr-xr—-x 1 simmsben c¢is®0 15 Oct 15 11:13 file?
- r—-xr-xr—-—- 1 simmsben c¢is90 15 Oct 15 11:13 file3

[roddyduk@opus Directoryl]$ echo '"changes" > filel
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File Permissions
exercise — can group user change these files?

Yes, he can. Can Duke write to Benji's file2?

rs [roddyduk@opus Directoryl]$ 1ls -1
~ N total 24

—-rw-rw—-r-- 1 simmsben cis90 8 Oct 15 11:48 filel
-rwxXr—-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3
[roddyduk@opus Directoryl]$ echo "changes" > filel &

[roddyduk@opus Directoryl]$ echo '"changes" > file2
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File Permissions
exercise — can group user change these files?

No, he cannot. Can Duke write to Benji's file3?

rs [roddyduk@opus Directoryl]$ 1ls -1
~ N total 24

—-rw-rw—-r-- 1 simmsben cis90 8 Oct 15 11:48 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3
[roddyduk@opus Directoryl]$ echo "changes" > filel &
[roddyduk@opus Directoryl]$ echo "changes" > file2 QSD
-bash: file2: Permission denied

[roddyduk@opus Directoryl]$ echo '"changes" > file3
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File Permissions
exercise — can group user change these files?

No, he cannot.

’lk: [roddyduk@opus Directoryl]$ 1ls -1
~ N total 24

—-rw—-rw-r—-- 1 simmsben cis90 8 Oct 15 11:48 filel

—-rwxXr—-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2

-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

[roddyduk@opus Directoryl]$ echo "changes" > filel
[roddyduk@opus Directoryl]$ echo "changes" > file2
-bash: file2: Permission denied

[roddyduk@opus Directoryl]$ echo "changes" > file3
-bash: file3: Permission denied

[roddyduk@opus Directoryl]s$

bt
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File Permissions
exercise — can other user change these files?

[simmsben@opus /]1$ Is -ld /home /home/cis90 /home/cis90/simmsben
drwxr-xr-x 16 root root 4096 Jan 27 19:20 /home

drwxr-x--- 33 rsimms cis90 4096 Feb 19 05:49 /home/cis90

drwxr-xr-x 13 simmsben cis90 4096 Mar 30 06:47 /home/cis90/simmsben
[simmsben@opus Directoryl]$ cd; Is =l D*1/file*

-rw-rw-r—-—- 1 simmsben cis90 15 Mar 30 06:49 Directoryl/filel
-rwxr-xr-x 1 simmsben cis90 15 Mar 30 06:49 Directoryl/file2
-r-xr-xr—-—- 1 simmsben cis90 15 Mar 30 06:49 Directoryl/file3

Mary is not in the cis90 group. Can she write to any of Benji's files?

4 -

=2
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File Permissions
exercise — can other user change these files?

[simmsben@opus /1$ Is -ld /home /home/cis90 /home/cis90/simmsben
drwxr-xr-x 16 root root 4096 Jan 27 19:20 /home

drwxr-x--- 33 rsimms cis90 4096 Feb 19 05:49 /home/cis90
drwxr-xr-x 13 simmsben cis90 4096 Mar 30 06:47 /home/cis90/simmsben
[simmsben@opus Directoryl]$ cd; Is =l D*1/file*

-rw-rw—-r—-—- 1 simmsben cis90 15 Mar 30 06:49 Directoryl/filel
-rwxr-xr-x 1 simmsben cis90 15 Mar 30 06:49 Directoryl/file2
-r-xr-xXxr—-- 1 simmsben cis90 15 Mar 30 06:49 Directoryl/file3

. | Mary is not in the cis90 group. She does not have read permission to
[ '@’ /home/cis90 or write permission to any of Benji's files

[simmsmar@opus ~]$ Is -I /home/cisQO/simmsben/Directory1®

1s: /home/cis90/simmsben/Directoryl: Permission denied

[simmsmar@opus ~]$ echo "simmsmar" > /home/cisQO/simmsben/Directoryl/file1®
-bash: /home/cis90/simmsben/Directoryl/filel: Permission denied

[simmsmar@opus ~]1$ echo "simmsmar" > /home/cisQO/simmsben/Directory1/fi|e2®
-bash: /home/cis90/simmsben/Directoryl/file2: Permission denied

[simmsmar@opus ~]$ echo "simmsmar" > /home/cisQO/simmsben/Directoryl/file3®
-bash: /home/cis90/simmsben/Directoryl/file3: Permission denied
[simmsmar@opus ~]$
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File Permissions
exercise — can the owner remove these files?

— [simmsben@opus Directoryl]ls Is -ld

drwxr-x--x 2 simmsben cis90 4096 Oct 15 12:42
[simmsben@opus Directoryl]$

[simmsben@opus Directoryl]$ Is =l

total 24

-rw-rw-r-- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file2

-r-xr-xr—-— 1 simmsben c¢is90 15 Oct 15 11:13 file3

Can Benji remove his own files?
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File Permissions
exercise — can the owner remove these files?

Can Benji remove his files?

[simmsben@opus Directoryl]$ Is =Id

drwxr-x--x 2 simmsben cis90 4096 Oct 15 12:42
[simmsben@opus Directoryl]$

[simmsben@opus Directoryl]$ Is =l

total 24

-rw-rw-r—-- 1 simmsben cis90 15 Oct 15 11:13 filel
—rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 fileZ2
-r-xr-xr—-- 1 simmsben cis90 15 Oct 15 11:13 file3
[simmsben@opus Directoryl]$ rm filel

[simmsben@opus Directoryl]$ rm file2 &
[simmsben@opus Directoryl]$ rm file3

rm: remove write-protected regular file file3'? Yy QE?
[simmsben@opus Directoryl]$

Yes he can, even the one he does not have write permission to!
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File Permissions
exercise — can group user remove these files?

[simmsben@opus Directoryl]s Is =Id
drwxr-x—--x 2 simmsben cis90 4096 Oct 15 12:42

[simmsben@opus Directoryl]$ Is -l

total 24

-rw—-rw-r—--— 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben c¢is90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Can Duke remove Benji's files?
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File Permissions
exercise — can group user remove these files?

Can Duke remove Benji's files?

[simmsben@opus Directoryl]$ 1ls -1d
drwxr—-x——x 2 simmsben c¢cis90 4096 Oct 15 12:42

[simmsben@opus Directoryl]$ 1ls -1

total 24

-rw—-rw-r—--— 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben c¢is90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

. Nope, he does not have write permission to Benji's directory

[roddyduk@opus ~1$ rm ../simmsben/Directoryl/filel

rm: cannot remove °../simmsben/Directoryl/filel': Permission denied CSD
[roddyduk@opus ~1$ rm ../simmsben/Directoryl/file2

rm: remove write-protected regular file °../simmsben/Directoryl/file2'? y cgb
rm: cannot remove ../simmsben/Directoryl/file2': Permission denied
[roddyduk@opus ~15 rm ../simmsben/Directoryl/file3

rm: remove write-protected regular file °../simmsben/Directoryl/file3'? y CSD
rm: cannot remove ../simmsben/Directoryl/file3': Permission denied
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File Permissions
exercise — can other user remove these files?

[simmsben@opus /]1$ Is -ld /home /home/cis90 /home/cis90/simmsben
drwxr-xr-x 16 root root 4096 Jan 27 19:20 /home

drwxr-x--- 33 rsimms cis90 4096 Feb 19 05:49 /home/cis90
drwxr-xr-x 13 simmsben cis90 4096 Mar 30 06:47 /home/cis90/simmsben

[simmsben@opus Directoryl]$ Is -l

total 24

-rw—-rw-r—--— 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file2
-r-xr-xr-- 1 simmsben c¢is90 15 Oct 15 11:13 file3

Can Mary remove Benji's files?
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File Permissions
exercise — can other user remove these files?

[simmsben@opus /]$ 1ls -1d /home /home/cis90
drwxr-xr-x 16 root root 4096 Jan 27 19
drwxr-x——-- 33 rsimms cis90 4096 Feb
drwxr-xr-x 13 simmsben cis90 4096 Mar

[simmsben@opus Directoryl]$ 1s
total 24

-rw-rw-r—— 1 simmsben c¢is90 15
-rwxr-xr-x 1 simmsben c¢is90 15
-r-xXr-xr—— 1 simmsben c¢is90 15

-1

Oct 15
Oct 15
Oct 15

19
30

11:
11:
11:

05

06:

13
13
13

Can Mary remove Benji's files?

/home/cis90/simmsben
:20 /home

:49 /home/cis90

47 /home/cis90/simmsben

filel
file?2
file3

Nope, no read permission on /home/cis90 or write permission on
/home/cis90/simmsben

[simmsmar@opus ~15 rm /home/cis90/simmsben/Directoryl/filel

rm: cannot remove °/home/cis90/simmsben/Directoryl/filel': Permission denied
[simmsmar@opus ~15 rm /home/cis90/simmsben/Directoryl/file2

rm: cannot remove °/home/cis90/simmsben/Directoryl/file2': Permission denied.cga
[simmsmar@opus ~15 rm /home/cis90/simmsben/Directoryl/file3

rm: cannot remove °/home/cis90/simmsben/Directoryl/file3': Permission denied

[simmsmar@opus ~]$
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File Permissions
exercise — can owner read these files?

[simmsben@opus Directoryl]$ Is =Id

drwxr-x--x 2 simmsben cis90 4096 Oct 15 12:42
[simmsben@opus Directoryl]$

[simmsben@opus Directoryl]$ Is -l

total 24

-rw-rw-r—-- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Can Benj read his own files?
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File Permissions
exercise — can owner read these files?

Can Benj read his own files?

[simmsben@opus Directoryl]$ Is =Id

drwxr-x--x 2 simmsben cis90 4096 Oct 15 12:42
[simmsben@opus Directoryl]$

[simmsben@opus Directoryl]$ Is -l

total 24

-rw-rw-r—-- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

[simmsben@opus ~]$ Is Directoryl
filel file2 file3
[simmsben@opus ~]$ cat Directoryl/*

blah blah blah &

blah blah blah g?

blah blah blah

[simmsben@opus ~]5$ &
yes he can
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File Permissions
exercise — can group user read these files?

[simmsben@opus Directoryl]$ Is =Id

drwxr-x--x 2 simmsben cis90 4096 Oct 15 12:42
[simmsben@opus Directoryl]s$

[simmsben@opus Directoryl]$ Is -l

total 24

-rw-rw-r—-- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Can Duke read Benji's files?
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File Permissions
exercise — can group user read these files?

[simmsben@opus Directoryl]$ 1s

Can Duke read Benji's files?

-1d

drwxr—-x--x 2 simmsben c¢is90 4096 Oct 15 12:42

[simmsben@opus Directoryl]s$
[simmsben@opus Directoryl]$ 1s
total 24

-rw-rw-r—-— 1 simmsben cis90 15
—rwxr-xXr-x 1 simmsben cis90 15
-r-xr-xXr—-— 1 simmsben c¢is90 15

-1

Oct 15 11:13 filel
Oct 15 11:13 file?2
Oct 15 11:13 file3

[roddyduk@opus ~]1S$ cat ../simmsben/Directoryl/file*

blah blah blah
blah blah blah
blah blah blah
[roddyduk@opus ~]$

QQ®

2.0 A o
N !
]
7 /.
' v
sl r1.|
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File Permissions
exercise — can other user read these files?

[simmsben@opus /15 Is =-ld /home /home/cis90 /home/cis90/simmsben
drwxr-xr-x 16 root root 4096 Jan 27 19:20 /home

drwxr-x--- 33 guest90 c¢is90 4096 Feb 19 05:49 /home/cis90
drwxr-xr-x 13 simmsben cis90 4096 Mar 30 06:47 /home/cis90/simmsben

[simmsben@opus Directoryl]ls Is -l

total 24

-rw-rw-r-- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Can Mary read Benji's files?
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File Permissions
exercise — can other user read these files?

Can Mary read Benji's files?

[simmsben@opus /15 Is =-ld /home /home/cis90 /home/cis90/simmsben
drwxr-xr-x 16 root root 4096 Jan 27 19:20 /home

drwxr-x--- 33 guest90 «c¢is90 4096 Feb 19 05:49 /home/cis90
drwxr-xr-x 13 simmsben cis90 4096 Mar 30 06:47 /home/cis90/simmsben

[simmsben@opus Directoryl]ls Is -l

total 24

-rw-rw-r-- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Nope! - No read permissions to the /home/cis90 directory

[simmsmar@opus ~]15 cat /home/cis90/simmsben/Directoryl/filel ®
cat: /home/cis90/simmsben/Directoryl/filel: Permission denied
[simmsmar@opus ~]15 cat /home/cis90/simmsben/Directoryl/file2
cat: /home/cis90/simmsben/Directoryl/file2: Permission denied ®
[simmsmar@opus ~]15 cat /home/cis90/simmsben/Directoryl/file3
cat: /home/cis90/simmsben/Directoryl/file3: Permission denied
[simmsmar@opus ~]$
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File Permissions
exercise — can owner execute these files?

==> filel <== ==> file2 <== ==> file3 <==
#!/bin/bash #!/bin/bash #!/bin/bash

echo "blah blah blah" echo "blah blah blah" echo "blah blah blah"
exit O exit O exit O

Can Benji run his own files?

[simmsben@opus Directoryl]$ Is =l

total 32

-rw-rw-r-- 1 simmsben cis90 41 Oct 15 13:16 filel
—-rwxXr-xr-x 1 simmsben cis90 41 Oct 15 13:17 file?2
-r-xXr-xr-- 1 simmsben cis90 41 Oct 15 13:18 file3
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File Permissions
exercise — can owner execute these files?

==> filel <== ==> file2 <== ==> file3 <==
#!/bin/bash #!/bin/bash #!/bin/bash

echo "blah blah blah" echo "blah blah blah" echo "blah blah blah"
exit O exit O exit O

Can Benji run his own files?

[simmsben@opus Directoryl]$ Is =l

total 32

—-rw-rw-r-- 1 simmsben cis90 41 Oct 15 13:16 filel
-rwxXr-xr-x 1 simmsben cis90 41 Oct 15 13:17 file?2
-r-xXr-xr-- 1 simmsben cis90 41 Oct 15 13:18 file3

[simmsben@opus Directoryl]$ ./filel cg)

-bash: ./filel: Permission denied
[simmsben@opus Directoryl]ls ./file2
blah blah bIl)ah ! ¥ He can for ones he has
[simmsben@opus Directoryl]s ./file3 & execute permission for

blah blah blah
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File Permissions
exercise — can group user execute these files?

[simmsben@opus Directoryl]s Is =Id

drwxr-x--x 2 simmsben cis90 4096 Oct 15 12:42
[simmsben@opus Directoryl]$

[simmsben@opus Directoryl]$ Is -l

total 24

-rw—-rw-r-- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben c¢is90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Can Duke run Benji's files?
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File Permissions
exercise — can group user execute these files?

[simmsben@opus Directoryl]s Is =Id

drwxr-x--x 2 simmsben cis90 4096 Oct 15 12:42
[simmsben@opus Directoryl]$

[simmsben@opus Directoryl]$ Is -l

total 24

-rw-—rw-r—--— 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben c¢is90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Can Duke run Benji's files?

[roddydukRopus ~]1$ /home/cis90/simmsben/Directoryl/filel ®
-bash: /home/cis90/simmsben/Directoryl/filel: Permission denied
[roddyduk@opus ~]1$ /home/cis90/simmsben/Directoryl/file2 &
blah blah blah

[roddyduk@Ropus ~1$ /home/cis90/simmsben/Directoryl/file3 &

blah blah blah
[roddyduk@opus ~]$
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File Permissions
exercise — can other user execute these files?

[simmsben@opus /]1$ Is -ld /home /home/cis90 /home/cis90/simmsben
drwxr-xr-x 16 root root 4096 Jan 27 19:20 /home

drwxr-x--- 33 rsimms cis90 4096 Feb 19 05:49 /home/cis90
drwxr-xr-x 13 simmsben cis90 4096 Mar 30 06:47 /home/cis90/simmsben

[simmsben@opus Directoryl]$ Is =l

total 24

-rw-rw-r—-—- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Can Mary execute Benji's files?
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File Permissions
exercise — can other user execute these files?

[simmsben@opus /]1$ Is -ld /home /home/cis90 /home/cis90/simmsben
drwxr-xr-x 16 root root 4096 Jan 27 19:20 /home

drwxr-x--- 33 rsimms cis90 4096 Feb 19 05:49 /home/cis90
drwxr-xr-x 13 simmsben cis90 4096 Mar 30 06:47 /home/cis90/simmsben

[simmsben@opus Directoryl]$ Is =l

total 24

-rw-rw-r—-—- 1 simmsben cis90 15 Oct 15 11:13 filel
-rwxr-xr-x 1 simmsben cis90 15 Oct 15 11:13 file?2
-r-xr-xr-- 1 simmsben cis90 15 Oct 15 11:13 file3

Nope, Mary is locked out at the /home/cis90 level

[simmsmar@opus ~]1$ /home/cis90/simmsben/Directoryl/filel
-bash: /home/cis90/simmsben/Directoryl/filel: Permission denied
[simmsmar@opus ~]1$ /home/cis90/simmsben/Directoryl/file2
-bash: /home/cis90/simmsben/Directoryl/file2: Permission denied
[simmsmar@opus ~]1$ /home/cis90/simmsben/Directoryl/file3
-bash: /home/cis90/simmsben/Directoryl/file3: Permission denied ®

; . 177
[simmsmar@opus ~]$



