
CIS 90 - Lesson 4

Lesson Module Status
• Slides - draft
• Flash cards –
• properties – done
• page numbers - donepage numbers done
• 1st minute quiz – done
• Web Calendar summary –
Web book pages none• Web book pages - none

• Commands –
• Lab tested – done
• enlightenment script tested - done
• CCC Confer wall paper / quiz - done
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Quiz

CIS 90 - Lesson 4

Quiz

Please close your books, notes, lesson materials, 
forum and answer these questions in the order forum and answer these questions in the order 
shown:

1. What command can you use to "chat" with another user?

2. With /bin/mail, where do all messages that have been 
ead go afte  sing the q it command?read go after using the quit command?

3. How do you forward a message with /bin/mail?

Online students,
email answers to:  
i i @ b ill d

Classroom students, 
email answers to:  
i i @ b ill d
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risimms@cabrillo.edu risimms@cabrillo.edu 
(or you can write your answers on a 
scrap piece of paper and hand it in)



CIS 90 - Lesson 4

[ ] Has the phone bridge been added?

[ ] Is recording on?[ ] Is recording on?

[ ] Does the phone bridge have the mike?

[ ] Sh  lid  tt  ( i  i b  [ ] Share slides, putty (rsimms, simmsben, 

roddyduk),  Chrome
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[ ] Disable spelling on PowerPoint



The UNIX/Linux File System

CIS 90 - Lesson 4

Objectives Agenda
• Become familiar with the UNIX file • Quiz 

The UNIX/Linux File System

Become familiar with the UNIX file 
hierarchy.

• Be able to navigate the hierarchy 
using cd, ls and pwd commands.

Quiz 
• Questions from last week
• The UNIX Directory Hierarchy
• Navigating the file system*using cd, ls and pwd commands.

• Understand the key elements of a 
file.

Navigating the file system
• File types
• Viewing files
• Exercise: Enlightenment

• Be able to distinguish the different 
UNIX files types.

• Learn appropriate commands to 

g
• Wrap up

Learn appropriate commands to 
view file contents.

 = hands on exercise for topic 5



Previous material and assignment

CIS 90 - Lesson 4

Previous material and assignment

1 Q ti   i  t i l?1. Questions on previous material?

2 More Lab 3 questions?2. More Lab 3 questions?
• I'll use check3 for grading
• bash shell vs mail "shell"
• Clean up duplicates before last submittal
• mail $(ls /home/cis90)
• mail -f, mail -f mbox, mail -f uhistory
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Lab 2 Results
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Lab 2 Results
1) show shell
2) type commands xxx
3) echo variables x
4) set TERM xxxxxxxxxx xxxxxxxxxx xxxxxxxxxx x4) set TERM xxxxxxxxxx xxxxxxxxxx xxxxxxxxxx x
5) upper/lower case xxxxx
6) who –g xx
7) number of arguments xxxxxxxxxx xxxxxxxxxx xxxxxxxxxx xxxxxxxxxx
8) CR and quotes xxxxxx
9) ; to separate commands xxxxxxxxxx xx
10) change password
11) uname options xxxxxxxxxx xxxxxxxxxx xxxxxxx
12) banner xxxxxxxxxx xx
13) finger xxxxxxx13) finger xxxxxxx
14) id x
15) man  xx
16) whatis vs man –f xxxxxxxxxx xxxx
17) tryme
18) h  18) who –q xxxxxxxxxx xxxxxxxxxx xx
19) man –k vs apropos xxxxxxxxxx xxxxxxxxxx xx
20) info bash xxx
21) google
22) sqrt xxxxxxxx) q
Q1 – input from cmd line xxxxxxxxxx
Q2 – input from keyboard xxxxxxx
Q3 – input from OS xxxxx 7



Lab 2 Results
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Lab 2 Results

4  Set the TERM environment variable to "dumb"  and 4. Set the TERM environment variable to dumb , and 
execute the clear command. What does it do? Use echo 
$TERM to see the new setting. Set TERM back to "vt100" or 
"ansi" What happens?

TERM="dumb"
TERM="ansi"

Set the TERM environment variable back to "xterm" which is 
what it was when you logged in.
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Lab 2 Results

CIS 90 - Lesson 4

Lab 2 Results

7  How many arguments do each of the following command 7. How many arguments do each of the following command 
lines have?

echo one      two                   threefour
echo "My TERM type is " $TERM
echo one.two.three
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Lab 2 Results

CIS 90 - Lesson 4

Lab 2 Results

9  Use the shell metacharacter ";" to write out a one line 9. Use the shell metacharacter ;  to write out a one line 
command that will clear the screen, print out the date and 
the current month's calendar.
$ ________________________________________
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Lab 2 Results

CIS 90 - Lesson 4

Lab 2 Results

11  Using the uname command what options would you use 11. Using the uname command what options would you use 
to display just the operating system, it's kernel release 
numbers and the machine's network node hostname?

(Hint: Use the man uname command)
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Lab 2 Results

CIS 90 - Lesson 4

Lab 2 Results

12  What is the difference in output between the following 12. What is the difference in output between the following 
two commands?

banner I am fine
banner "I am fine"
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Lab 2 Results

CIS 90 - Lesson 4

Lab 2 Results

16  What is the whatis command? Use the command with 16. What is the whatis command? Use the command with 
the argument, bc

How does this compare to using the man command with -f 
option?

man -f bc

13



Lab 2 Results

CIS 90 - Lesson 4

Lab 2 Results

18  Use the manual pages  and the who command  to find 18. Use the manual pages, and the who command, to find 
out the number of users logged on.
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Lab 2 Results

CIS 90 - Lesson 4

Lab 2 Results

19  Run the command: man -k boot Use the manual pages 19. Run the command: man -k boot Use the manual pages 
to find out what the -k option does. What command is man -
k equivalent to? Run the equivalent command
and verify.
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Housekeepingp g
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• MSDN AA - is it working?

• Graded labs placed in your home directory• Graded labs placed in your home directory

• Answers to labs in /home/cis90/answers/ directory

• Lab 3 and five posts due tonight

17
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My Lab HoursMy Lab Hours
just forjust for

Thur 9/23 1-3:30/
This week only
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Grant Survey
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The UNIX The UNIX 
Directory ecto y
HierarchyHierarchy
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UNIX File Tree
/ = root of the tree

/

22
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UNIX File Tree
/ = root of the tree

/

home

cis90 cis191

bin varsbinetc libboot usr

bin

benji duke homer

cal apropos

bin

ls passwdmail

cal apropos

Poems

mission letter

bin

antbanner

23



UNIX File Tree
CIS 90 - Lesson 4

UNIX File Tree
/ = root of the tree

homebin varsbinetc libboot usr

/

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

p

Poems

mission letter

bin

antbanner
24



UNIX File Tree
CIS 90 - Lesson 4

UNIX File Tree
/ = root of the tree

homebin varsbinetc libboot usr

/

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

p

Poems

mission letter

bin
There may be multiple files 
in the file tree with the 
same name.  How can we 

if  tl   fil   

antbanner
25

specify exactly any file or 
directory in the file tree?



UNIX File Tree
CIS 90 - Lesson 4

UNIX File Tree
/ = root of the tree

homebin varsbinetc libboot usr

/

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

p

Poems

mission letter

bin
We use absolute or 
relative pathnames 
to specify exactly any 
file or directory in the 

antbanner
26

file or directory in the 
tree.



Pathnames

CIS 90 - Lesson 4

Pathnames
What the heck are they?

• A pathname is a precise way to specify any file 
or directory in the file tree.

An absolute pathname specifies the path • An absolute pathname specifies the path 
from the top of the tree to the target directory 
or file.

• A relative pathname specifies the path from 
your current location to the target directory or 
file.

• Understanding pathnames is critical because 
they are used as arguments to all commands 
that deal with files and directories.

27



Absolute Pathnames
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Absolute Pathnames

A  b l t  th  ifi  th  th f  An absolute pathname specifies the path from 
the top of the tree to the target directory or file.

Examples:Examples:

/home/cis90/duke/Poems/ant (file)
/boot        (directory)
/ /bi / l/usr/bin/cal (file)
/home/cis90/bin (directory)
/bin/mail (file)

Notice they all start with the /

28



Absolute Pathnames
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Absolute Pathnames
Using absolute pathnames as command arguments

An absolute pathname specifies the path from 
the top of the tree to the target directory or file.

Examples of use as command arguments:

ls  /bin  /sbin  /usr/bin  /usr/sbin
file  /usr/bin/cal
cd  /home/cis90/bin
ls  -l  /bin/mail
cp  /etc/passwd  /home/cis90/simmsben/cp  /etc/passwd  /home/cis90/simmsben/
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An absolute pathname specifies the path from An absolute pathname specifies the path from 
the top of the tree to the target directory or file

homebin varsbinetc libboot usr

/

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

p

Poems

mission letter

bin

antbanner
30

Question: How can we specify this 
file with an absolute pathname?
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An absolute pathname specifies the path from 

/

An absolute pathname specifies the path from 
the top of the tree to the target directory or file

homebin varsbinetc libboot usr

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

Poems

mission letter

bin

Answer: The absolute pathname is 
antbanner

Answer: The absolute pathname is 
/home/cis90/duke/Poems/ant
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Absolute Pathnames
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Absolute Pathnames

//boot

These are all absolute pathname examples

homebin varsbinetc libboot usr

/boot

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin/bin/mail

Poems

mission letter

bin

/usr/bin/cal

/home/cis90/bin

antbanner

/home/cis90/duke/Poems/ant 32



Relative Pathnames
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Relative Pathnames

A l ti  th  ifi  th  th f  A relative pathname specifies the path from 
your current location to the target directory or file.

Examples:Examples:

ant (file)
Poems/Shakespeare/sonnet5 (file)

/ i i../mission (file)
../bin/ (directory)

33



Relative Pathnames
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Relative Pathnames
Using relative pathnames as command arguments

A relative pathname specifies the path from your 
current location to the target directory or file.

Examples of use as command arguments:

ls -l ant
f l / / / /b / lfile  ../../../../bin/mail
cd  Poems/Blake
ls -l  ../bin/check3  .
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Relative Pathname Example

/

A relative pathname specifies the 
path from your current location to 
the target directory or file

Relative Pathname Example

homebin varsbinetc libboot usr

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

Poems

mission letter

bin 

f h
antbanner

35

Question:  If you are in the 
directory with the      , what is 
the relative path to this file?


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Relative Pathname Example

/

A relative pathname specifies the 
path from your current location to 
the target directory or file

Relative Pathname Example

homebin varsbinetc libboot usr

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

Poems

mission letter

bin 

h l
antbanner

36

Answer:  The relative 
path is ant
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Relative Pathname Example

/

A relative pathname specifies the 
path from your current location to 
the target directory or file

Relative Pathname Example

homebin varsbinetc libboot usr

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

Poems

mission letter

bin 

antbanner

37Question:  If you are in the directory with the      , 
what is the relative path to this file?


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Relative Pathname Example

/

A relative pathname specifies the 
path from your current location to 
the target directory or file

Relative Pathname Example

homebin varsbinetc libboot usr

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin


mission letter

bin Poems

antbanner

38Answer:  The relative path to this file is ../bin/banner



Relative Pathnames
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Relative Pathnames
Names that start relative to the current working directory ()

/

homebin varsbinetc libboot usr

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin


../../../../bin/mail

Poems

mission letter

bin 
../bin/banner

antbanner

ant

../mission
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Relative Pathnames
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Relative Pathnames
Names that start relative to the current working directory ()

/

homebin varsbinetc libboot usr

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin


../../../bin/mail

Poems

mission letter

bin

bin/banner
../../../usr/bin/cal

antbanner

Poems/ant
mission

40



Class Exercise
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Class Exercise

• List the /etc/passwd/ file using a relative pathname

ls ../../../etc/passwd

• List the /etc/passwd file using a absolute pathname

ls /etc/passwd

• List the letter file using a relative pathname

ls letter

• List the letter file using an absolute pathname

ls /home/cis90/simmsben/letter

41
user your home directory instead



Heads up on a future test question

CIS 90 - Lesson 4

Heads up on a future test question

Question:  What is the absolute pathname of /etc/passwd?

Answer: /etc/passwd

What is the color of Washington's white horse?
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UNIX File Tree
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UNIX File Tree
/ = root of the tree

homebin varsbinetc libboot usr

/

cis90 cis191 bin

ls passwdmail

benji duke homer
cal apropos

bin

p

Poems

mission letter

bin
The absolute 
pathname for this 
file is /etc/passwd

antbanner
43
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UNIX UNIX 
File 

HierarchyHierarchy
44
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/
/bin

/boot

The UNIX/Linux 
File System Hierarchy

/dev

/etc

/home File System Hierarchy/home 

/lib

/lost+found

/mnt

/opt

/proc

There are standard top level 
directories in every version of 
UNIX/Linux /p

/root

/sbin

/tmp/tmp

/usr
45



Directory Contents
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Directory Contents

/bin binary files forming the commands and shells used by the system 
administrator and users

/boot files used during the initial boot-up process including the kernel

/dev device files for connected hardware

/etc system configuration files

/home individual directories owned by each user

/lib shared libraries needed to boot the system and run the commands in the root 
filesystem (i.e. commands in /bin and /sbin)

/lost+found recovered files that were corrupted by power failures or system crashes

/ t i t  f  fl i  d   th  fil  t/mnt mount points for floppies, cds, or other file systems

/opt add-on software packages and/or commercial applications

/proc kernel level process information

/root home directory for the root user

/sbin system administration commands reserved for the superuser (root)

/tmp temporary files that are deleted when the system is rebooted or started

/usr program files and related files for use by all users

/var log files, print spool files, and mail queues
46



/Example GNU/Linux Directory Structure

/home
rsimms/
bash profile

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf 
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute    
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ t

[root@tomcat ~]# ls /
bin   dev  home  lost+found  misc  net  proc  sbin     srv  tmp  var
boot  etc  lib   media       mnt   opt  root  selinux  sys  usr
[ t@t t ]#mtab

pam.d/
login

passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd 
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php

[root@tomcat ~]#

rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset  shell keywords = if, then, else, case, for, while
47



/Example GNU/Linux Directory Structure

/home
rsimms/
bash profile

CIS 90 files, directories, commands

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf 
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute    
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ tmtab
pam.d/

login
passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd 
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset shell keywords = if, then, else, case, for, while

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1
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/Example GNU/Linux Directory Structure

/home
rsimms/
bash profile

CIS 191 files, directories, commands

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf 
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute    
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ tmtab
pam.d/

login
passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd 
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset shell keywords = if, then, else, case, for, while

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1
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/Example GNU/Linux Directory Structure

/home
rsimms/
bash profile

CIS 192 files, directories, commands

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf 
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute  
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ tmtab
pam.d/

login
passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd 
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset shell keywords = if, then, else, case, for, while

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1
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/Example GNU/Linux Directory Structure

/home
rsimms/
bash profile

CIS 130 files, directories, commands

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf 
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ tmtab
pam.d/

login
passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd 
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset  shell keywords = if, then, else, case, for, while

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1
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/Example GNU/Linux Directory Structure

/home
rsimms/
bash profile

CIS 164 files, directories, commands

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ tmtab
pam.d/

login
passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd 
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset shell keywords = if, then, else, case, for, while

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1
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/Example GNU/Linux Directory Structure
(showing just a few of the many files)

/home
rsimms/
bash profile

CIS 165PH files, directories, commands

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ tmtab
pam.d/

login
passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd 
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset shell keywords = if, then, else, case, for, while

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1
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/Example GNU/Linux Directory Structure
(showing just a few of the many files)

/home
rsimms/
bash profile

CIS 193 files, directories, commands

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ tmtab
pam.d/

login
passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd 
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset shell keywords = if, then, else, case, for, while

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1
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/Example GNU/Linux Directory Structure
(showing just a few of the many files)

/home
rsimms/
bash profile

/etc
fstab
group
hosts
hosts.allow
hosts deny

/sbin
arp
bastille
chkconfig
debugfs
dhclient

/bin
bash
cat
chgrp
chmod
chown

/usr
bin/

at
bc
cal
cancel

/root
.bash_profile
.bashrc

sbin/
crond
cupsd
httpd
kudzu

/var
log/

Bastille/
Assessment/

assessment-report.html
dmesg

resolv.conf
securetty
shadow
sysctl.conf
sysconfig/

.bash_profile

.bashrc

hosts.deny
httpd/
conf/

httpd.conf 
inittab
issue
modules.conf
motd

dhclient
dmsg
dump
e2label
fdisk
grub
halt
ifconfig

chown
cp
cpio
date
dd
df
dmesg
echo

cancel
clear
crontab
fdformat
file
find
finger
gcc

kudzu
pppd
sendmail
sshd
traceroute    
useradd
usermod
userdel

dmesg
httpd/

access_log
error_log

spool/
clientmqueue

sysconfig/
network
network-scripts/

ifcfg-eth0
xinetd.d/

telnet

/mnt
cdrom/
floppy/

/ tmtab
pam.d/

login
passwd
profile
rc.d/

rc

g
init
insmod
iptables
lsmod
lspci
mingetty
mkfs

env
grep
hostname
ln
ls
mail
mkdir

gcc
head
id
info
less
lp/lpr
lpstat
make

xinetd
X11R6/

bin/
startx
twm
X
xclock

/opt
lampp/

bin
mysql

htdocs
phpmyadmin/

index php
rc0.d/
rc1.d/
rc2.d/
rc3.d/
rc4.d/
rc5.d/
rc6.d/   

partprobe
portmap
quotaon
quotaoff
restore
rmmod
route

more
mount
mv
netstat
ping
ps
rm

man
mesg
mozilla
openssl
passwd
perl
quota

xinit
xsetroot
xwd

index.php
sbin/

mysqld

/tmp
ssh-XXjXuIH9/

agent 13695
rc.sysinit service

shutdown
tripwire
tune2fs

rmdir
rpm
sleep
sort
su
tar
touch

t

/boot
grub/

grub.conf
initrd-2 4 20-6 img

scp
spell
ssh
sudo
tail
tee
telnet

/proc
interupts
ioports
modules

/lib
modules/
2.4.20-6/

kernel/

agent.13695

/dev
hda
hda1
had2umount

uname
vi

initrd 2.4.20 6.img
vmlinuz-2.4.20-6wc

who
write
xxd

modules
sys/

net/
ipv4/

ip_forward

kernel/
drivers/

net/
3c59x.o

had2
tty1

Note: shell builtins = cd, echo, exit, export, history, jobs, kill, pwd, set, type, umask, unset  shell keywords = if, then, else, case, for, while
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CIS 90 - Lesson 4

NavigatingNavigating
the file t e e
systemsystem
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cd command
CIS 90 - Lesson 4

cd command
change directory

• Syntax: cd [directory] takes a relative or absolute path

• Changes the current working directory to the directory specified.

• Users start out in their home directory (specified in the /etc/passwd file)

• Users can always return to their home directory by typing just cd (with 
no directory specified) 

• The directory can be:• The directory can be:
An absolute pathname, e.g. cd /home/cis90/duke/Poems/ant
A relative pathname, e.g.  cd /Poems
A . . for the parent of the current working directory, e.g. cd ..
A for the current directory (less used)A . for the current directory (less used)

If no directory is specified, you will change to your home directory

• cd is a Bash builtin command (part of the shell itself)• cd is a Bash builtin command (part of the shell itself)
/home/cis90/simmsben $ type cd
cd is a shell builtin
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cd command
CIS 90 - Lesson 4

cd command
change directory

/
/home/cis90/simmsben $ echo $HOME
/home/cis90/simmsben

/home/cis90/simmsben $ echo $PS1
$PWD $

home
8

9

12
/home/cis90/simmsben $ cd Poems/
/home/cis90/simmsben/Poems $ cd Shakespeare/
/home/cis90/simmsben/Poems/Shakespeare $ cd ..
/home/cis90/simmsben/Poems $ cd Blake/

cis90

1

2

3

4

8 12

/home/cis90/simmsben/Poems/Blake $ cd ..
/home/cis90/simmsben/Poems $ cd ..
/home/cis90/simmsben $ cd /home
/home $ cd ..

simmsben
1

5

6

7
7

8
11 13

/ $ cd /home/cis90/simmsben/Poems/Blake/
/home/cis90/simmsben/Poems/Blake $ cd
/home/cis90/simmsben $ cd ../../
/home $ cd

Poems

2 4 6

8

9

10

11

12 /home $ cd
/home/cis90/simmsben $ 

Shakespeare Blake

3 5 10

12

13
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pwd command
CIS 90 - Lesson 4

pwd command
print working directory

S t  d
/

• Syntax: pwd

• Prints the current working directory.

d i   BASH b ilti  d ( t f th  h ll it lf)
home

3• pwd is a BASH builtin command (part of the shell itself)
/home/cis90/simmsben $ type pwd
pwd is a shell builtin

/h / i 90/ i b  $ PS1 '[\ @\h \W]\$'

cis90

3

/home/cis90/simmsben $ PS1='[\u@\h \W]\$'
[simmsben@opus ~]$ pwd
/home/cis90/simmsben
[simmsben@opus ~]$ cd Poems/Shakespeare/
[ i b @  Sh k ]$ d

simmsben

1

1

2 [simmsben@opus Shakespeare]$ pwd
/home/cis90/simmsben/Poems/Shakespeare
[simmsben@opus Shakespeare]$ cd /home/
[simmsben@opus home]$ pwd
/home

Poems

2

3

/home
Shakespeare Blake
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Class Exercise

CIS 90 - Lesson 4

Class Exercise

• Go to your home directory using just cd by itself• Go to your home directory using just cd by itself

• Navigate down through the Poems directory and into the 
Shakespeare directory.  

• Use ls to list the contents of each directory after you 
cd into it. 

• Use pwd in each directory to see where you are.

• Navigate up using cd .. to the top of the UNIX file tree.  
• Use ls to list the contents of each directory after you 

cd into it. 
U  d i  h di t  t   h   • Use pwd in each directory to see where you are.

• Return to your home directory using just cd
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ls command
CIS 90 - Lesson 4

ls command
lists files

• Syntax: ls [-a –i –d –l –F S -R ] [directory]…

Option Description
-a Show all files, even the hidden ones with names starting with "."

-i Show inode numbers

-d Show the directory itself rather than the contents of the directory

-l Long listing (lots of inode information)

-F Show file types (directory/, program*, link@, socket=)

• The directory can be:
A  b l t  th   d /h / i 90/d k /P /

-S Sort by size

-R Recursive (show all sub-directories)

An absolute pathname, e.g. cd /home/cis90/duke/Poems/
A relative pathname, e.g.  cd /Poems
If no directory is specified, the current working directory is used.
Can also be a filename e.g. ls –l /etc/passwd to show permissions
Mo e than one di ecto  can be specifiedMore than one directory can be specified

• Use man ls to see more information.
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ls command
CIS 90 - Lesson 4

ls command
lists files

• ls is in /bin and has been aliased to use color on tty's (not pipes)

FYI …

[simmsben@opus ~]$type -a ls
ls is aliased to `ls --color=tty'
ls is /bin/l

• Note:  the –color=tty added by the alias is what enables the color 
classifications

We will learn about aliases later in the course
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ls command
CIS 90 - Lesson 4

ls command
lists files

/home/cis90/simmsben $ cd cd with no arguments take you 
to your home directory

/home/cis90/simmsben $ ls
bigfile  Hidden letter         Poems proposal3   text.err  what_am_i
bin Lab2.0 Miscellaneous proposal1  small_town  text.fxd

to your home directory

empty    Lab2.1 mission        proposal2  spellk      timecal

ls with no arguments shows all the files and 
di t i  i   t ki  di tdirectories in your current working directory

black indicates regular files, 
blue indicates directories and 

63

blue indicates directories and 
green indicates executables (programs or scripts)



ls command
CIS 90 - Lesson 4

ls command
lists files

/home/cis90/simmsben $ cd cd with no arguments take you 
to your home directory

/home/cis90/simmsben $ ls -F
bigfile  Hidden/  letter          Poems/     proposal3   text.err  what_am_i
bin/     Lab2.0/  Miscellaneous/  proposal1  small_town  text.fxd

to your home directory

empty    Lab2.1/  mission         proposal2  spellk      timecal*

ls with –F option shows file types using symbols

no symbol indicates regular files, 
/ indicates directories and 
* indicates executables (programs or scripts)
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* indicates executables (programs or scripts)



ls command
CIS 90 - Lesson 4

ls command
lists files

cd with no arguments take you 
to your home directory

/home/cis90/simmsben $ cd
to your home directory

/home/cis90/simmsben $ ls -a
.              .bashrc  Hidden    Miscellaneous  proposal1   text.err
..             bigfile  Lab2.0    mission        proposal2   text.fxd
.bash_history  bin      Lab2.1    .mozilla       proposal3   timecal
.bash_logout   .emacs   .lesshst  .plan          small_town  what_am_i
.bash_profile  empty    letter    Poems          spellk      .zshrc
/home/cis90/simmsben $

. is "this directory" or "here",

.. is the parent directory 
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ls command
CIS 90 - Lesson 4

ls command
lists files

/home/cis90/simmsben $ cd cd with no arguments take you 
to your home directory

/home/cis90/simmsben $ ls -i
105056 bigfile  102566 Lab2.1         102608 proposal1   102613 text.err
102542 bin      102576 letter         102609 proposal2   102614 text.fxd

to your home directory

102551 empty    102577 Miscellaneous  102610 proposal3   102615 timecal
102552 Hidden   102582 mission        102611 small_town  102616 what_am_i
102555 Lab2.0   102584 Poems          102612 spellk

ls with –i option shows inode numbers

66



Class Exercise

CIS 90 - Lesson 4

Class Exercise

• Go to your home directory using just cd• Go to your home directory using just cd

• Use the ls command with different option combinations
• ls 
• ls –a
• ls –i
• ls –F
• ls -aiFls aiF
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Class Exercise

• Type:  ls -3 • Type:  ls -3 
Which program generated the error message?

• Type: lx
Which program generated the error message?
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Metacharacters

CIS 90 - Lesson 4

Metacharacters
* (filename expansion character)

M t h  Matches: 
• all non-hidden files in the current directory when used alone
• zero or more characters when used as prefix, infix or postfix

/home/cis90/simmsben $ ls
bigfile  Lab2.0         mission    proposal3   text.fxd
bin      Lab2.1         Poems      small_town  timecal

iempty    letter         proposal1  spellk      what_am_i
Hidden   Miscellaneous  proposal2  text.err

/home/cis90/simmsben $ ls p*
1 2 3proposal1  proposal2  proposal3

p* matches all file names starting with a "p"
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p matches all file names starting with a p
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Metacharacters
* (filename expansion character)

M t h  Matches: 
• all non-hidden files in the current directory when used alone
• zero or more characters when used as prefix, infix or postfix

/home/cis90/simmsben $ ls
bigfile  Lab2.0 mission    proposal3   text.fxd
bin      Lab2.1         Poems      small_town  timecal

iempty    letter         proposal1  spellk      what_am_i
Hidden   Miscellaneous  proposal2  text.err

/home/cis90/simmsben $ ls *.err
text.err

*.err matches all file names ending with ".err"
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Metacharacters
* (filename expansion character)

M t h  Matches: 
• all non-hidden files in the current directory when used alone
• zero or more characters when used as prefix, infix or postfix

/home/cis90/simmsben $ ls
bigfile  Lab2.0 mission    proposal3   text.fxd
bin      Lab2.1         Poems      small_town  timecal

iempty    letter         proposal1  spellk      what_am_i
Hidden   Miscellaneous  proposal2  text.err

/home/cis90/simmsben $ ls *am*
iwhat_am_i

*am*matches all file names containing  "am"
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Life of the ShellOS

1) Prompt

2) P2) Parse

3) Search 

Shell

ApplicationsSystem 

4) Execute

5) NK l

Applicationsy
Commands

5) Nap

6) Repeat

Kernel

72Metacharacters are processed during the Parse step
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ls command
Using files and directories as arguments

/home/cis90/simmsben $ ls
bigfile  Lab2.0 mission    proposal3   text.fxd
bin      Lab2.1         Poems      small_town  timecal
empty    letter         proposal1  spellk      what_am_i
Hidden   Miscellaneous  proposal2  text.err

/home/cis90/simmsben $ ls bigfile
Specify a file, just the 
file name is listed

bigfile

/home/cis90/simmsben $ ls Poems/

file name is listed

ant  Blake nursery  Shakespeare twister  Yeats

Specify a directory, then the contents of the directory are listed
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ls command
specifying multiple directories

Three directories are specified

/home/cis90/simmsben $ ls Poems/ bin/ Miscellaneous/
bin/:
app  banner  enlightenment  hi  I  treed  tryme  zoom

Miscellaneous/:
better_town  file.dos  fruit  manpage  mystery salad

Poems/:
ant  Blake nursery  Shakespeare twister  Yeatsy p

N t  th  t  fil  i  li ht bl   it i   b li  li k t  th  fil

74

Note the mystery file is light blue … it is a symbolic link to another file
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ls command
specifying multiple files and directories

/home/cis90/simmsben $ ls/ / / $
bigfile  Hidden letter         Poems proposal3   text.err  what_am_i
bin      Lab2.0  Miscellaneous  proposal1  small_town  text.fxd
empty    Lab2.1 mission        proposal2  spellk      timecal

/home/cis90/simmsben $ ls *
Regular files bigfile  letter   proposal1  proposal3   spellk    text.fxd  what_am_i

empty    mission  proposal2  small_town  text.err  timecal

bin:
app  banner  enlightenment  hi  I  treed  tryme  zoom
ls: Hidden: Permission denied

Regular files 
listed first

Followed by each directory expanded 
to show that directory's filesls: Hidden: Permission denied

Lab2.0:
386    A_long_name    file.9        READNAME     this_years_annual_report
afile  annual report  junk.old.bak  sTrAnGeNeSs

Lab2.1:
1.1  filename junk  letter  more  old  Proposal3  Proposal.old  xyz

Miscellaneous:
better_town  file.dos  fruit  manpage  mystery  salad
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Poems:
ant  Blake nursery  Shakespeare twister  Yeats
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Class Exercise

• Go to your home directory using just cd• Go to your home directory using just cd

• Use the ls command with different arguments
• ls 
• ls p*
• ls mission
• ls poems
• ls Poemsls Poems
• ls Poems/Yeats
• ls  P*/Sh*/son*
• ls mission Lab2.0

l  *• ls *n
• ls *.*   (this is NOT like the DOS command!)
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ls command
long listing (-l)

1 2 3 4 5 6 7 8

total size of all 
files in blocks

1. file type
2. permissions
3. links3. links
4. owner
5. group
6. size (in bytes)
7. last modified7. last modified
8. file name
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ls command
long listing (-l), sorted by size (-S)
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ls command
just the directory itself (-d)

/home/cis90/simmsben $ ls -l bin
total 68
-rwxr-xr-x 1 simmsben cis90  220 Apr 22  2004 app
-rwxr-xr-x 1 simmsben cis90 6160 Aug 28  2003 banner
-rwxr-xr-x 1 simmsben cis90 3388 Sep 11  2005 enlightenment
-rwxr-xr-x 1 simmsben cis90  107 Jul 20  2001 hi
-rwxr-x--x 1 simmsben cis90  375 Oct 20  2003 I
-rwxr-xr-x 1 simmsben cis90  190 Jul 20  2001 treed
-rwxr-xr-x 1 simmsben cis90  174 Mar  4  2004 tryme
-rwxr-xr-x 1 simmsben cis90   74 Jul 20  2001 zoom

/home/cis90/simmsben $ ls -ld bin
drwxr-xr-x 2 simmsben cis90 4096 Sep 11  2005 bin
/home/cis90/simmsben $
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Use the d option to get long listing information about the  directory 
itself.  Without the d the directory contents are listed instead.
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ls command
long listing (-l), recursively list subdirectories (-R)

ant

Poems
twister

Blake

nursery

YeatsShakespeare

jerusalem tiger mooncat

old
sonnet1 

whitebirds

… sonnet35
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bash shell tip
tab completes

• It can be tedious typing in long pathnames.

Since bash knows the names of the files you only have to type just enough • Since bash knows the names of the files you only have to type just enough 
characters to uniquely specify a name and then the tab key can be pressed 
to complete them.

• Example: the black characters were typed by the user  the green ones • Example: the black characters were typed by the user, the green ones 
were typed by bash:

ls /home/cis90/simmsben/Poems/Shakespeare/

tab
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bash shell tip
command history and editing

• It can be tedious re-typing a long command to fix a typo.

• Since bash knows the commands you have previously entered, just use the up 
and down arrows to re-type a previous command.  

• When the command you want appears  use the home  right or left arrow keys to • When the command you want appears, use the home, right or left arrow keys to 
go where you want to make the correction.  New text can be inserted and old 
text deleted or backspaced over.

• Example: The ls command was mis-typed as la:• Example: The ls command was mis typed as la:

/home/cis90/simmsben $ la /home/cis90/simmsben/Poems/Shakespeare/

-bash: la: command not found then fix typohome
-bash: la: command not found

/home/cis90/simmsben $ ls /home/cis90/simmsben/Poems/Shakespeare/

sonnet1   sonnet11  sonnet17  sonnet26  sonnet35  sonnet5  sonnet9

yp

sonnet10  sonnet15  sonnet2   sonnet3   sonnet4   sonnet7

/home/cis90/simmsben $
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Class Exercise

• Do a long listing of your home directory with ls -l

• Do long listing the files in the Poems directory with ls –l Poems/

• Do a long listing on the Poems directory itself with ls –ld Poems/

• Do long listing of all the Shakespeare sonnets using an absolute 

pathname (hint: use tab completion)

ls -l /home/cis90/simmsben/Poems/Shakespeare/ls -l /home/cis90/simmsben/Poems/Shakespeare/

• Do long listing of all the Shakespeare sonnets using a relative pathname 

Use your own username

(hint: use tab completion)

ls –l Poems/Shakespeare/

• Do long listing of your home directory including inodes with ls -li
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FileFile
TypesTypes
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UNIX Files
The three elements of a file

/home/cis90/simmsben/Poems $ ls
ant  Blake  nursery  Shakespeare  twister  Yeats

/home/cis90/simmsben/Poems $ ls -l twister
-rw-r--r-- 1 simmsben cis90 151 Jul 20  2001 twister

/home/cis90/simmsben/Poems $ cat twister
A tutor who tooted the flute,
tried to tutor two tooters to toot.
Said the two to the tutor,
"is it harder to toot?  Or to
tutor two tooters to toot?"
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Master Boot Record (MBR)

File Systems
Linux

Partition Boot Sector

Data

Master Boot Record (MBR)

Superblock

ext2 file system

Partition Boot Sector

Data

P titi  B t S t

Inode Table

Partition Boot Sector

Data

Partition Boot Sector

Data

Unused Boot Sector Data Blocks

Data

Unused Boot Sector
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Superblock

ext2 file system
bigfile 2427667
bin  2425485
letter 2425519

2425519

-

inode
number

TypeSuperblock

Inode Table
Hello Mother!  Hello Father!

Here I am at Camp Granada.  Things are very 
entertaining,
and they say we'll have some fun when it stops raining. 1 Number of 

links

rw-r—r-- Permissions

Data Blocks

All the counselors hate the waiters, and the lake has
alligators.  You remember Leonard Skinner?  He got
ptomaine poisoning last night after dinner.

Now I don't want this to scare you, but my bunk mate 
has
malaria.  You remember Jeffrey Hardy?  Their about to
organize a searching party.

Take me home, oh Mother, Father, take me home! I 
hate Granada

simmsben

cis90

User

Group

Data Blockshate Granada.
Don't leave me out in the forest where I might get 
eaten
by a bear!  Take me home, I promise that I won't make 
noise,
or mess the house with other boys, oh please don't 
make me
stay -- I've been here one whole day.

Dearest Father, darling Mother, how's my precious little
brother?  I will come home if you miss me.  I will even
let Aunt Bertha hug and kiss me!

1044

2001-07-20

Size

Modification 
time

let Aunt Bertha hug and kiss me!

Wait a minute!  It's stopped hailing!  Guys are 
swimming!
Guys are sailing!  Playing baseball, gee that's better!
Mother, Father, kindly disregard this letter.

Alan Sherman

2008-08-08

2008-06-20

Pointer(s) to data 

Access 
Time

Change 
time

Pointer(s) 

[simmsben@opus ~]$ls -il letter
2425519 -rw-r--r-- 1 simmsben cis90 1044 Jul 20  2001 letter

Pointer(s) to data 
blocks to data 

blocks
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File Types and Commands

Long listing Type How to Long listing 
code 

(ls –l)

Type How to 
make 
one

d directory mkdird directory mkdir
- regular

• Programs
• Text

touch

• Data (binary)
l symbolic link ln -s
c character special device files mknod

N t  Oth  fil  t  i l d  k t  ( ) d d 

p
b block special device files mknod

Note: Other files types includes sockets (s) and named 
pipes (p)
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Various Types of Files (found in /etc)
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Various Types of Files (found in /etc)

Regular files (black)

Directories (blue)

Regular files with 
execute bit set 
(green)
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Various Types of Files (found in /bin)
Long listing of files with 
names starting with s or z

Symbolic links 
(light blue) with 

l f l

names starting with s or z

arrow to real file

Regular file with setuid 
bit (red background)

Rest are regular files with 

bit (red background)

Rest are regular files with 
execute bit set (green)

Use file command to show Use file command to show 
additional file type information 
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Various Types of Files (found in /dev)

Special files Block Special files 
(yellow with 
black 
background)

Ch t
g )

Character
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/b  (R d H  9)
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/boot (Red Hat 9)

The kernelThe kernel

Symbolic link 
The kernel 
(compressed)

Symbolic link 
to kernel
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Class Exercise

• Do a long listing of the /bin directory

• Who owns the vi command?

• What size is the sleep command?

• What file does the symbolic link tcptraceroute point to?

• When was the file touch last modified?

• Do a long listing of the /etc directory• Do a long listing of the /etc directory

• Is yum a directory or a file?

• What are two ways you can tell if yum is a directory or a file?
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file command
Provides expanded information about files

The e a e man  diffe ent t pes of eg la  files  • There are many different types of regular files: 
• Programs (binary)
• Scripts (text)
• Text files
• Data files (binary)

• The file command attempts to classify files and give you 
more detailed information as to what type they aremore detailed information as to what type they are.

Use the file command to determine is a file is a text file and 
can be viewed with cat, more, less, tail … etc commands.
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file command
determines the type of file

Not all regular files are 
text files

Use the file
command to 
identify text filesidentify text files
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wc command
count words, lines, and bytes

Number of lines

Number of words
Number of lines  Number of lines, 
words, bytes

ti  fil  h  4 li  20 d  d 115 b ttiger file has 4 lines, 20 words and 115 bytes

96



Class Exercise

CIS 90 - Lesson 4

Class Exercise
Navigate with cd, pwd, and ls

• Navigate to your Blake directory

• Use the file command on tiger: file tiger

• Is tiger a binary or ASCII text file?

• Using one command only, with a relative path, get expanded type 

information on the sonnet files in your Shakespeare directory

file /Shakespeare/*file ../Shakespeare/*

• Navigate to your Shakespeare directory

• Print the sonnet3 files with cat sonnet3

How many lines in the sonnet3 file?  Hint: Use wc –l sonnet3

How many words in the sonnet3 file?  
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ViewingViewing
ilFiles
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cat command
concatenate or view text files

View single text 
files
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cat command
concatenate or view text files

View (and concatenate) 
multiple files
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cat command
concatenate or view text files

cat nursery was 
issued and there was 
more text printed than 
would fit in the terminal 

If you are using a 

would fit in the terminal 
window.

y g
terminal window (like 
PuTTY or in graphical 
mode) and the file is 
not too large you can not too large you can 
just scroll back using 
the scroll bars.
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cat command
concatenate or view text files

• Problem - If you cat really long files the text at the beginning is 
scrolled off and cannot be read  scrolled off and cannot be read. 

• For example: cat /usr/share/doc/bash-3.2/NEWS

Virtual terminals have no scroll bars !

Terminal windows (like PuTTY) have 
scroll bars but the number of lines 
they buffer can be exceeded. 
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• Use the more command for paging through really long text files

more command
filter for scrolling through long text files

• For example: more /usr/share/doc/bash-3.2/NEWS

Use the space key to page forward and q to quit
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• Use the less command to page forward and backward through 
really long text files   (just like the man command works)

less command
filter for scrolling through long text files

really long text files.  (just like the man command works)

• For example: less /usr/share/doc/bash-3.2/NEWS

Use the pg up/dn and up/down arrows to move through text file. Use q to quit
(See the man page for many more options like searching) 104
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U  h  h d d  h  fi  l li  f  fil   U  h  

head command
print just the beginning of a text file

• Use the head command to the first several lines of a file.  Use the 
–number option to control the number of lines printed.

• For example:p

This prints the first 
two lines in ant, 
nursery and twister 
files

105
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head command
print just the beginning of a text file

• Another example: head Blake/* to print headings of the files in 
the  Blake directory:
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U  h  il d  h  i  h  l  l li  f  fil   

tail
print just the end of a text file

• Use the tail command to the print the last several lines of a file.  
Use the –number option to control the number of lines printed.

• For example:For example:
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Class Exercise
Navigate with cd, pwd, and ls

• Navigate to your Yeats directory

• Print the first line of the mooncat file with head -1 mooncat

• With one command print the first line of all files in the Yeats directory 

with head -1 *

• Use tail -1 mooncat to see the last line there

• Try tail -1 * to print the last lines in all Yeats poems   What happened?• Try tail -1 * to print the last lines in all Yeats poems.  What happened?

• Try use man tail, review the n option, then try tail –n 1 *

• Navigate to your home directory use the more and less command to 

view bigfile
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binary data files
cannot be viewed with cat, less, head, etc.

Note: Adjective.frm is 
not a text file 

Tip: Use reset command to fix terminal if it gets really "sick"
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xxd command
view hex dump of binary files

Example: xxd Adjective.frm (a MySql database schema file)
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xxd command
view hex dump of binary files

F  l  fil  th  t t f 
Example: xxd /bin/pwd | more

For long files, the output of xxd
can be "piped" into the more
filter (more on this topic later)
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Class Exercise

• cd /home/cis90/depot/filetypes/

• xxd Adjective.frm

• xxd Adjective.frm | more

Using xxd to dump contents of binary file
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Class Exercise
Enlightenment

• cd to your home directory on Opuscd to your home directory on Opus

• Run the enlightenment program:  enlightenment

• Write down each magic word as you learn them.g y

113



CIS 90 - Lesson 4

Wrap upWrap up
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Commands:
cat Print a file on the screen
cd Change directory
file Classify a file

f f fhead View first several lines of a file
less Scroll up and down long files
ls List files
more Scroll down long files

d k dpwd Print working directory
reset Use to reset terminal window
tail View last several lines of a file
wc Count the words, lines or characters in a file

d H  d  f  bi  fil  xxd Hex dump of a binary file 

New Files and Directories:
/ Root of the file tree
/h O  h  di i/home Opus home directories
/home/cis90 CIS 90 class home directories
/home/cis90/username The home directory for CIS 90 student 

username
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Next Class

Assignment: Check Calendar Page on web Assignment: Check Calendar Page on web 
site to see what is due next week.

Quiz questions for next class:Quiz questions for next class:

1) What are two commands you can use to read 
through long text files?through long text files?

2) How do you distinguish between relative and 
absolute paths?absolute paths?

3) What are the three elements of a UNIX file?
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Backupp
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