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Lesson Module Status
A Wall updated and emailed

A Slides;

A Properties-

A Flashcards

A 1st minute quiz;

A Web Calendar summaxry
A Web book pages

A Commandg;

A Howtosc

A Lab tested;
A Lab template in depot
A YoutubeVideos uploaded

A VM (Classroom PG)
A VMs (VLab) extragondorandarnorswitches made for each pod

A Headset charged

A Exam prep published
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[ ] Has the phone bridge been added ?
| ] Is phone being used for voice input?
] Is recording on?
Share slides, multiple Putties started, Chrome,

vlab192.rdp, VMware  Workstation, wireshark
] Disable spelling on PowerPoint

] Repeat all 2?26s for remote stude

| ] Remote student proxy
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Course history and credits

AJim created the original version of this course

AlJi mbs site: http://cabrillo.

Rick Graziani
AThanks to Rick Graziani for the use of some of
his great network slides

ARi ckdos site: http://cabrill
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Instructor: Rich Simms

Dial-in: 888-450-4821
Passcode: 76186
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First Minute Quiz

Please answer these questions Iin the order
shown :

email answers to: risimms@cabrillo.edu
within the first few minutes of class
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PPP and WAN protocols

A Connect two computers on a serial line. AQuiz

AConnect two LANs together through a serial line AQuestions on previous material
using Point to Point protocol. AHousekeeping

ASkills practice

ASSH tunneling

ATCP Wrappers
ApPpPP
APPP Lab prep
AExam prep
AWrap
)
VMs for tonight
(Revert,and power up)
frodo arwen
elrond
J




CIS 192 1 Lesson 7 F@ l ' IW

Questions
ONn previous
material
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Questions?

APrevious lesson material
ALab assignment
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Housekeeping
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ADHCP Lab 6 due today

AFive posts due next week
AExtra credit labs due next week

AFinal Exam next week

10
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AWind and Layer 1 struck this past week!

AAdvisory council un - prioritized requests

for courses not offered:

A Virtualization
A Project management
A Mobile

A More database

11



aragorn
arwen
bombadil
denethor
dwalin
elrohir
elrond
eomer
faramir
frodo
gimli
goldberry
gwaihir
loreth
legolas
nazgul
pippin
samwise
saruman
strider
theoden
treebeard
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Lesson 7

Grades Check
(as of 12/6/2011)
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Percentage | Total Points |Letter Grade [Pass/No Pass
90% or higher|293 or higher A pass
80% to 89.9%| 260 to 292 B pass
70% to 79.9%| 228 to 259 C pass
60% to 69.9%| 195 to 227 D no pass
0% to 29.9% 0 to 194 F no pass

Remaining Points to earn

Lab 6 = 30 points n

Final Exam = 60 points

Forum 2 = 20 points 113 points

Quiz 5 = 3 points

—

Extra credit maximum = 60 points

12
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Crib Sheet
Shakeout
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Crib Sheet Shakeout

Linux Network Commands & Files

Click on the link in the table below to see commands, configuration files and examples.

Virtual Cabling
Wiware Cabling

Joining a Network
Showing and Controlling Interfaces
Show and Contral Routes

PCalc - tocaloulate natmacks and more

CIS 1924

Previous Classes Temporary (nterfece Confiauration Using $tatic I8 addressas

Temporary Interface Configuration Using OHEP

Temporary Route configuration

Q redhat @

Sermanent (nterfaee Conflauration n
Bermanant Bouting Table Configuration Sermanent Interface Confiauration
Permanent Hestname Configuration Permanent Hostname Configuration

Cabrillo College
Web Advisor

Mame Sesolutlen

Connectivity Testing

Static IPs Making Routers
Commands and Files Packet Forwarding
Accessing VLab Firewalls and NAT

Erewalls MNAT Eavorites
Firewalls {8ed Hat Family]

RIF Dennis Ritchie

Network Services

Talnet [ F1E
Other
General Linue commands - reot & shutdown Pecket Sniffing
General Linwe commands - basic inventory
Instzll ng more cemmands SELInux
ARP commands Linux hardware and driver commands

14
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10 Nopar
A
Ben
—¢ (Frodo VM)

eth0 | dhcp Jack

(Elrond VM)

eth0 |

CIS Lab ’ XXX

172.30.N.0/24

Classroom Consultant Teams
Tim, Jacob S

Ellison, Dave

Brandon, Chad, Leo
Carlos R, Jason, Josh
Jacob G, Jeff

arwbdE
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10.240.1.2

/

VMnet3

192.168.10.0/24

Internet

Sawyer
(Arwen VM)

ethO | Jd

2
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Skills

A. Snapshots
B. Cabling

C. IP Addressing
D. Interfaces
E. Routes

F. Names

G. Forwarding
H. Firewall

I.  SELinux

J.  Applications
K. NAT

L. tcpdump

M. Wireshark

192.168.11.0/24

Online Consultant Teams

1. CarlosV, Laura, Gabriel
2. Geoffrey, Daniel, Leandro
3. Lars, Elizabeth, James, Mark

15
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Wireshark
Socket
Spotting
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Socket for commands

Frodo Elrond Legolas :
stire Rivendel
etho :’ etho | M eth1 :’ eth0 172.30.4.83 192.168.2.150
7783 NV o7 107 N 150 42855 21
172.30.4.0 /24 Eirewall 192.168.2.0 /24 ETP Server

Socket for data transfer

Active Mode  is when server initiates

new connection for data transfer 172.30.4.83 192.168.2.150

ftp> get legolas 42571 20
local: legolas remote: legolas

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for legolas (18 bytes).
226 File send OK.

18 bytes received in 0.04 secs (0.5 kB/s)

PORT command to
listen on 166, 75
SIP SP DIP DP Protocol | Info :
= A64B = 42571
172.30.4.83 42855 192.168. 2. 150 21 FTP Request: PORT 172,630,4,683, 166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS

172.30.4.83

42855 192.168.2.150 21 FTP Request: RETR legolas

Retrieve legolas file

3 way handshake
initiated server

.168.2. 150 ftp-data = 42571 [ACK] Seqg=1 Ac

192.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening BW"unnectiun for leg
192.168.2. 150 20 172.30.4.83 42571 FTP-DATA FTP Data: 1B bytes File transfer

: .168. 2. 150 42571 > ftp-data [ACK] Se{ 4 way handshake p |
to close connection
. 168.2. 150 . =7 WIN=5858 Tem=0

ftp-data = 42571 [ACK] Seq=ZU0 ACR Stats
.168.2. 150 : Response: 226 File send OK.
172.30.4.83 42855 192.168. 2. 150 21 TCP 42855 = ftp [ACK] Seq=82 Ack=263 Win=5856 Len=0 17
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Wireshark Columns

Demo
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sshd
The SSH server
A openssh -server package
A Red Hat Family
A Installed by default
A Use rpm i ga | grep openssh -server to check if
installed
A Ubuntu
A Not installed by default
A Use dpkg 11| grep openssh -server to check if
installed

20
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Installation on Ubuntu

[ root@sauron ~]# apt -get update
[ root@sauron ~J# apt -get install openssh -server

Install using aptitude or apt -get

-~ A 1
B
o .
)
i _

21
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sshd
Installation on Ubuntu
root@sauron:~#  aptitude update
Get:1 http://security.ubuntu.com intrepid - security Release.gpg [189B]
Ign http://security.ubuntu.com intrepid - security/main Translation -en_US
Hit http://us.archive.ubuntu.com intrepid Release.gpg
Ign http://us.archive.ubuntu.com intrepid/main Translation -en_US
Ign http://security.ubuntu.com intrepid - security/restricted Translation -en_US
Ign http://security.ubuntu.com intrepid - security/universe Translation -en_US
Ign http://security.ubuntu.com intrepid - security/multiverse Translation -en_US
Get:2 http://security.ubuntu.com intrepid - security Release [51.2kB]
Ign http://us.archive.ubuntu.com intrepid/restricted Translation -en_US
Ign http://us.archive.ubuntu.com intrepid/universe Translation -en_US
< snipped >
Get:20 http://us.archive.ubuntu.com intrepid - updates/multiverse Sources [4118B]

Fetched 784kB in 8s (93.5kB/s)
Reading package lists... Done

Current status: 270 updates [+55], 24979 new [+12].
root@sauron:~#

22
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Installation on Ubuntu

root@sauron:~#  aptitude install openssh -server

Reading package lists... Done

Building dependency tree
Reading state information... Done
Reading extended state information
Initializing package states... Done
The following NEW packages will be installed:
openssh - server
0 packages upgraded, 1 newly installed, O to remove and 270 not upgraded.
Need to get 285kB of archives. After unpacking 782kB will be used.
Writing extended state information... Done
Get:1 http://us.archive.ubuntu.com intrepid/main openssh - server 1:5.1p1 - 3ubuntul [285kB]
Fetched 285kB in 2s (99.3kB/s)
Preconfiguring packages ...

Selecting previously deselected package openssh - server.
(Reading database ... 102936 files and directories currently installed.)
Unpacking openssh - server (from .../openssh - server_1%3a5.1p1 - 3ubuntul_i386.deb) ...
Processing triggers for ufw ...
Processing triggers for man -db ...
Setting up openssh - server (1:5.1p1 - 3ubuntul) ...
* Restarting OpenBSD Secure Shell server sshd [OK]

Reading package lists... Done
Building dependency tree

Reading state information... Done
Reading extended state information
Initializing package states... Done

Writing extended state information... Done

root@sauron:~#
23
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Daemon control on Ubuntu

root@sauron:~# /etc/init.d/ssh status
* sshd is running.

root@sauron:~# /etc/init.d/ssh stop
* Stopping OpenBSD Secure Shell server sshd

root@sauron:~# /etc/init.d/ssh start
* Starting OpenBSD Secure Shell server sshd

[OK]

[OK]

24
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sshd
Daemon control on Red Hat family
[root@arwen ~]# service sshd status
sshd (pid 4805) is running...
[root@arwen ~]# service sshd stop
Stopping sshd: [ OK ]
[root@arwen ~]# service sshd start
Starting sshd: [ OK ]

25
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Firewall for sshd

CentOS Modified
[root@legolas ~]# cat /etc/sysconfig/iptables

# Generated by iptables - save v1.3.5 on Thu Feb 26 04:33:47 2009

*filter

:INPUT ACCEPT [0:0] .

'FORWARD ACCEPT [0:0] New connections for the
:OUTPUT ACCEPT [2883:272960] SSH port are allowed

‘RH- Firewall -1-INPUT - [0:0]

-AINPUT -jRH -Firewall -1-INPUT

- ARH- Firewall -1-INPUT -ilo -jACCEPT

- ARH-Firewall -1-INPUT -picmp -micmp -- icmp-typeany -jACCEPT

- ARH- Firewall -1-INPUT -pesp -jACCEPT

- ARH- Firewall -1-INPUT -pah -jACCEPT

- ARH- Firewall -1-INPUT -d 224.0.0.251 -pudp -mudp -- dport5353 -] ACCEPT
- ARH-Firewall -1-INPUT -pudp -mudp -- dport631 -jACCEPT

- ARH-Firewall -1-INPUT -ptcp -mtcp -- dport631  -jACCEPT

- ARH- Firewall - 1-INPUT -m state -- state RELATED,ESTABLISHED -jACCEPT
- ARH- Firewall -1-INPUT -ptcp -mstate -- state NEW -mtcp -- dport22 -jACCEPT
- ARH-Firewall -1-INPUT -pudp -mstate -- state NEW -mudp -- dport520 -jACCEPT

- ARH- Firewall -1-INPUT -jREJECT -- reject -withicmp - host - prohibited
COMMIT

# Completed on Thu Feb 26 04:33:47 2009

[root@legolas ~]#

26



CIS 192 1 Lesson 7
sshd

Using netstat to view listening ssh ports

root@sauron:~#  netstat -tln
Active Internet connections (only servers)

Proto Recv - Q Send- Q Local Address Foreign Address State
tcp 0O 00.0.0.0:22 0.0.0.0:* LISTEN

tcp 0 0127.0.0.1:631 0.0.0.0:* LISTEN

tcp6 0 0::22 x LISTEN

root@sauron:~#  netstat -l
Active Internet connections (only servers)

Proto Recv - Q Send- Q Local Address Foreign Address State
tcp 0 0*ssh *ox LISTEN

tcp O O localhost:ipp ok LISTEN

tcp6 O O[:]:ssh [:]* LISTEN

root@sauron:~#

27
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One SSH daemon per session

root@sauron:~# ps - ef | grep ssh

root 7601 1 013:597? 00:00:00 /usr/sbin/sshd

root 7607 7601 1 14:117? 00:00:00 sshd: root@pts/2
root 7632 7601 1 14:117? 00:00:00 sshd: root@pts/3
root 7658 7280 0 14:12 pts/1 00:00:00 grep ssh

root@sauron:~# who

root tty2 2009 -03-1314:32

cis192 tty7 2009 -03-1513:16 (:0)
cis192 pts/O 2009 - 03-1513:19 (:0.0)
cis192 pts/1 2009 - 03-1513:19 (:0.0)
root pts/2 2009 - 03- 15 14:11 (legolas)
root pts/3 2009 - 03- 15 14:11 (arwen)

root@sauron:~#

28
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Sample session

[root@ elrond ~J# ssh cisl92@sauron

The authenticity of host 'sauron (10.10.10.200)' can't be established.

RSA key fingerprint is 61:f3:89:a3:b5:a3:2a:b9:6e:f0:9b:59:f5:93:14:b8.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'sauron,10.10.10.200' (RSA) to the list of known
hosts.

cis192@sauron's password:

Linux sauron 2.6.27 - 7- generic #1 SMP Fri Oct 24 06:42:44 UTC 2008 i686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

cis192@ sauron :~$ echo This is a secret!

This is a secret!

cis192@ sauron :~$ exit

logout

Connection to sauron closed.

[root@elrond ~]#

29
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3 Way
hand
shake

30



