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Lesson Module Status
A Wall updated and emailed

A Slides;

A Properties-

A Flashcards

A 1st minute quiz;

A Web Calendar summaxry
A Web book pages

A Commandg;

A Howtosc

A Lab tested;
A Lab template in depot
A YoutubeVideos uploaded

A VM (Classroom PG)
A VMs (VLab) extragondorandarnorswitches made for each pod

A Headset charged
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[ ] Has the phone bridge been added ?
| ] Is phone being used for voice input?
] Is recording on?
Share slides, multiple Putties started, Chrome,

vlab192.rdp, VMware  Workstation, wireshark
] Disable spelling on PowerPoint

] Repeat all 2?26s for remote stude

| ] Remote student proxy
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Course history and credits

AJim created the original version of this course

AlJi mbs site: http://cabrillo.

Rick Graziani
AThanks to Rick Graziani for the use of some of
his great network slides

ARi ckdos site: http://cabrill
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Instructor: Rich Simms

Dial-in: 888-450-4821
Passcode: 76186
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First Minute Quiz

Please answer these questions In the order shown:

email answers to: risimms@cabrillo.edu
within the first few minutes of class
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Dynamic Host Configuration

Alnstall and configure DHCP to assign reserved AQuiz
and dynamic IP addresses, a gateway, a DNS

. . AQuestions on previous material
server, and a domain name to a client.

AHousekeeping
ATroubleshooting  vsftp
AFTP (more)

AFirewalls (more)
ADHCP

ADHCP Lab

AWrap
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Questions
ONn previous
material
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Questions?
APrevious lesson material
ALab assignments
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Brainteasers
(from last week)

NIC order vs ethn order T watch out!
A Observed mismatch on Pods 1, 4, 6
A Check MAC address on NIC (VM Settings) with interface (ifconfig)
A Compare with: /etc/  udev /rules.d /70 -persistent -net.rules

Canot ping a systems Afar interfaceo
Replaced RIP with static routes = same behavior

Set SELinux to permissive = same behavior

Some kind of reflexive DOS prevention? ... TBD

/etc/resolv.conf (10.240.1.2 vs192.168.0.8) ¢é& TBD
Try using older distros , like good ole RH9 ... TBD

Try physical computers ¢é TBD

T> T T T T I

when
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Lab 4 update

Re: May others avoid my mistakes
Dby Rich Simms » Thu Nov 24, 2011 2:15 pm

€& ellison marks wrote:

Also, an interesting special case, when the lab should be completed, elrond is unable to successfully ping legolas' .5 interface. The routing table
have the ping going out elrond's .10 to arwen's .9, out arwen's .6 to legolas' .9, and out legolas' .2 to elrond's .1. It should have got there, but
tcpdump doesn't show anything leaving legolas, though it shows the echo request arriving.

Ahhh ... found the reason for this. This ping behavior doesn't happen with older distributions, like RH9. It does happen though with our
Cent05 6.0 VMs. The replies are being dropped whenever the ping return path differs from the path the ping arrived on. This filtering can be
disabled by doing the following on Elrond, Legolas and Arwen:

CODE: SELECT ALL

[root@arwen ~]# echo O > /proc/sys/net/ipvd4/conf/ethd/rp filter

>
[root@arwen ~]# echo 0 > /proc/sys/net/ipv4/conf/ethl/rp filter

For more details see: http://lartc.org/howto/lartc. kernel.html

Ok ... mystery solved, its time to enjoy Thanksgiving dinner now!

10
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Housekeeping

11
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A Lab 5 due midnight tonight!

A One more class, then final exam

A Final exam

A Is time based (2 hours 50 minutes)

A You getacopy oftheexama weekin advance.

A If you cannot take the exam in the classroom, then you need
to make alternate arrangements with the instructor.

A Multiple levels i the more you complete the more points you
earn.

ASome Auncappedo extra credit will b e
some additional levels.

A Collaboration on the forum is OK prior to taking the test, but
during the test no giving or receiving assistance is allowed.

12
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aragorn 191 Grades Check

arwen 180 (as of 11/29/2011)

bombadil 195

denethor 159 Percentage | Total Points |Letter Grade|Pass/No Pass
d:/varl:_n Eg 90% or higher|293 or higher A pass
elrohir - -

elrond 5 80% to 89.9%| 260 to 292 B pass
eomer 162 F0% to 79.9%| 228 to 259 C pass
faramir 103 60% to 69.9%| 195 to 227 D no pass
ok e 0% t0 50.9% | O to 194 - no pass
gimli 154

goldberry 111

gwaihir 154 Remaining Points to earn

joreth 154

legolas 221 Lab 5 = 30 points h

nazgul 107 Lab 6 = 30 points

pippin 137 Final Exam = 60 points 8 _

samwise 135 Forum 2 = 20 points 146 points

saruman 166 Quiz 4 = 3 points

strider 157 Quiz 5 = 3 points _

theoden 185

treebeard 129 Extra credit maximum = 60 points 13
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Group Troubleshooting

A friend of ours has installed FTP and says
nothing is working!

Lig t-0-s " il g-ure ot ipwhat id s Wi

14
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Installing and Configuring Telnet
(Red Hat Family)

FTP

A File transfer protocol

A Client -server model

A Uses port 20 (for data) and 21 (for commands)

A Not secure, uses clear text over the network that can be sniffed

FTP uses ports 20 and 21

_ _ Port Numbers
[root@elrond bin]# cat /etc/services

< snipped > s|FIT|s[D[T][s
ftp -data 20/ tcp E: ; E ¥ g $ I\Nn
ftp -data 20/ udp < N P Pl P
# 21 is registered to ftp, but also used by fsp E

ftp 21/ tcp o Py M

ftp 21/ udp fsp fspd 5.

< snipped > :;T TR

[root@elrond bin]#

17
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FTP

Two sockets are used
AOne for commands (requests and responses)
AOne for data transfer

Active mode
A Server initiates new connection for data transfer
AClient firewall must allow incoming connection

Passive mode

AClient initiates new connection for data transfer

AServer firewall must allow incoming connections

ALoad nf conntrack ftp module ( ip_conntrack _ftp  for kernel
version 2.6.19 or earlier) for the firewall to recognize the
Arel atedod connecti on

18
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vsftpd

Avsftpd = Very Secure FTP Daemon
AlLicensed under the GNU General Public License
Anttp://vsftpd.beasts.org/

ic WWW.CENtos.oro @ Cabrillo College » Shorewall and F *

I u (14 unread)
&« C A 2O nttps;//security.appspot.com/vsfipd htm b d s I §

vsftpd

Probably the most secure and fastest FTP server for UNIX-like systems. £

Main index News
About vsftpd oOther links you may be looking for
Features
Online source / docs + Follow me on Twitter for vsftpd / security news: scarybeasts
Download vsftpd « My security blog: http://scarybeastsecurity.blogspot.com/
|  Who recommends vsftpd e My security advisories: https://security.appspot.com/security/index.html
vsftpd security
vsftpd performance Jul 2011 - vsfipd hosting moved and backdoor

+ vsftpd is now hosted on Google App Engine, following this incident:
http://scarybeastsecurity.blogspot.com/2011/07 /alert-vsftpd-download-backdoored.html. Good idea to always
validate downloads!

-

Donate

| Feb 2011 - vsftpd-2.3.4 released

+ vysftpd-2.3.4 is released - aside from some minor changes, the most interesting bug fix is an excessive CPU
consumption issue with crazy file specs. Credit to Maksymilian Arciemowicz. See the Changelog and vsftpd FAQ
(frequently asked questions) for a list of common questions!

+ Older:

+ After numerous requests, I now have a PayPal button for donations. If you use vsftpd, like it, and think it's
worthy of a donation, then click on the Paypal button on the left of the page.

e ftp.freebsd.org switched to vsftpd.

« vsftpd tarballs are now GPG signed by me (8660 FD32 91B1 84CD BC2F 6418 AAG2 EC46 3COE 751C)

Sept. 2003 - Is any server other than vsftpd safe?

+ ProFTPd suffers serious security hole - Sep 2003
+ wu-ftpd suffers serious security hole - Jul 2003.
+ |lukemftpd (as a random example from many), via trust of realpath(), suffers serious security hole - Aug 2003.

| ftp.redhat.com is powered by vsftpd for performance reasons - see below
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vsftpd summary

Packages
# rpm -qa |grep vsftpd
vsftpd -2.2.2 -6.el6_0.1.i686

Configuration file: letc/ vsftpd [/ vsftpd.conf
Firewall Ports Used: 21/TCP (incoming) , 20/TCP (outgoing )
Firewall helper modules . (permanently configure in / etc/ sysconfig /iptables -config )
A nf_conntrack_ftp , nf _nat_ftp
A for kernel versions 2.6.19 or earlier: ip_conntrack_ftp , ip_nat_ftp
SELinux
Context type for anonymous FTP content: public_content t
Boolean to enable user directories: ftp_home_dir

Services and reloading configuration file changes

# service vsftpd restart
Shutting down vsftpd [ OK ]
Starting vsftpd for vsftpd [ OK ]

Autostart  the service
# chkconfig vsftpd on

Anonymous public content in: /var/ftp/pub /

Sniffing:  ftp, ip-host == 172.30.4.240 (  wireshark ) 20
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Installing and Configuring vsftpd
(Red Hat Family)

Is it installed?

[ root@celebrian ~# rpm -qga | grep vsftpd
vsftpd -2.0.5 -12.el5

No response means it is not installed

Use dpkg 7 || grep vsftpd on the Debian family

21
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vsftpd

Installing vsftpd

Installing service

yum install  vsftpd

22



[ root@celebrian ~]# yum install
Loading " fastestmirror " plugin
Loading mirror speeds from cached

* base: mirror.hmc.edu

* updates: mirrors.easynews.com

* addons : mirrors.cat.pdx.edu

* extras: centos.cogentcloud.com
Setting up Install Process
Parsing package install arguments
Resolving Dependencies
-- > Running transaction check
--- > Package vsftpd.i386 0:2.0.5
-- > Finished Dependency Resolution

Dependencies Resolved

CIS 192 1 Lesson 6

vsftpd

vsftpd

hostfile

- 12.el5 set to be updated
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vsftpd

Dependencies Resolved

Package Arch Version Repository Size
Installing:
vsftpd i386 2.0.5 -12.el5 base 137 k

Transaction Summary

Install 1 Package(s)
Update 0 Package(s)
Remove 0 Package(s)

Total download size: 137 k

Is this ok [y/N]: y

Downloading Packages:

(1/1): vsftpd -2.0.5 -12.el100% |===== == ====| 137 kB 00:00
Running rpm_check_debug

Running Transaction Test

Finished Transaction Test

Transaction Test Succeeded

Running Transaction

Installing: vsftpd HHAHHHHHHHE R (1]
Installed: vsftpd.i386 0:2.0.5 -12.el5
Complete!
[ root@celebrian ~#

24
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Installing and Configuring vsftpd

Customize the configuration file

[ root@celebrian ~]# -cat/etc/ vsftpd [ vsftpd.conf
[ root@celebrian ~# cat /etc/ vsftpd / vsftpd.conf

# Example config file /etc/ vsftpd / vsftpd.conf

#

# The default compiled in settings are fairly paranoid. This sample file
# loosens things up a bit, to make the ftp daemon more usable.
# Please see vsftpd.conf.5 for all compiled in defaults.

#

# READ THIS: This example file is NOT an exhaustive list of vsftpd  options.
# Please read the vsftpd.conf.5 manual page to get a full idea of vsftpd's
# capabilities.

< snipped >

# You may fully customise the login banner string: Make your
ftpd_banner =Welcome to the Simms FTP service. custom banner

< snipped > message here

tcp_wrappers =YES
[ root@celebrian ~J#

25
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Installing and Configuring vsftpd

Customize the firewall

From the command line:
iptables -1 INPUT 4 -mstate --state NEW -m tcp -p tcp --dport 21 -j ACCEPT

L varies depending on your firewall

To make the firewall change permanent

service iptables save

26
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Installing and Configuring vsftpd
(for kernel versions 2.6.19 or earlier)

Customize the firewall (continued)

ip_conntrack_ftp is a kernel module. It is used to track related
FTP connections so they can get through the firewall.

From the command line (temporary)

[ root@celebrian ~J# modprobe ip_conntrack ftp

[ root@celebrian ~J# Ismod | grep ftp

ip_conntrack_ftp 11569 0

ip_conntrack 53281 3 ip_conntrack_ftp,ip_conntrack _netbios_ns,xt_state
[ root@celebrian ~|#

To load at system boot (permanent), edit this file to include:

[ root@celebrian ~J# cat /etc/ sysconfig /iptables -config

# Load additional iptables modules ( nat helpers)

# Default: - none -

# Space separated list of nat helpers (e.g."' ip_nat_ftp ip_nat_irc '), which
# are loaded after the firewall rules are applied. Options for the helpers are

# stored in /etc/ modprobe.conf .

IPTABLES_MODULES=Ip_conntrack_netbios_ns ip_conntrack_ftp i

< snipped >
pp 27
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Installing and Configuring vsftpd
(for kernel versions after 2.6.19)

Customize the firewall (continued)

nf_conntrack_ftp and nf_nat_ftp are kernel modules. They are used to
track related FTP connections so they can get through the firewall.

From the command line (temporary)
[ root@celebrian ~J# modprobe nf _conntrack ftp
[ root@celebrian ~J# modprobe nf nat ftp

[ root@beast publ# Ismod | grep ftp

nf_nat_ftp 2544 0
nf_nat 18618 1 nf_nat ftp
nf_conntrack_ftp 10449 1 nf_nat ftp
nf_conntrack 66010 6

nf_nat_ftp,nf_nat,nf_conntrack_ftp,nf_conntrack_ipv4,nf_conntrack _ipv6,xt_state

To load at system boot (permanent), edit this file to include:

[ root@celebrian ~J# cat /etc/ sysconfig /iptables -config

# Load additional iptables modules ( nat helpers)

# Default: - none -

# Space separated list of nat helpers (e.g.' ip_nat_ftp ip_nat_irc '), which
# are loaded after the firewall rules are applied. Options for the helpers are

# stored in /etc/ modprobe.conf .

IPTABLES_MODULES=hf_conntrack_ftp nf_nat_ftp

< snipped > 28
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Firewall for FTP

Current firewall settings
CentOS Modified

[root@celebrian ~]# iptables -nL

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

ACCEPT icmp - 0.0.0.0/0 0.0.0.0/0 _
ACCEPT all -~ 0.0.0.0/0 0.0.0.0/0 FTP portis
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:21 now open
ACCEPT tcp --0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject - with icmp - host - prohibited
Chain FORWARD (policy ACCEPT)

target prot opt source destination

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject - with icmp - host - prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@celebrian ~]#

29
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Firewall for FTP

CentOS Modified

[root@celebrian ~]# cat /etc/sysconfig/iptables

# Generated by iptables - save v1.4.7 on Tue Nov 22 09:21:11 2011

*filter

:INPUT ACCEPT [0:0] Permanent
:FORWARD ACCEPT [0:0] firewall settings
:OUTPUT ACCEPT [96:7209]

-AINPUT -mstate -- state RELATED,ESTABLISHED -jACCEPT

-AINPUT -picmp -jACCEPT

-AINPUT -ilo -jACCEPT ETP port is
-AINPUT -ptcp -mstate -- state NEW -mtcp -- dport21  -jACCEPT P
-AINPUT -ptcp -mstate -- state NEW -mtcp -- dport22 -jACCEPT  NOWOpen
-AINPUT -jJREJECT -- reject -withicmp - host - prohibited

- AFORWARD- j REJECT -- reject -withicmp - host - prohibited

COMMIT

# Completed on Tue Nov 22 09:21:11 2011

[ root@beast pub]# Ismod | grep ftp Modules to track related FTP
nf_nat_ftp 2544 0 connections are loaded

nf_nat 18618 1 nf nat ftp

nf_conntrack_ftp 10449 1 nf _nat ftp

nf_conntrack 66010 6

nf_nat_ftp,nf_nat,nf_conntrack _ftp,nf_conntrack ipv4,nf_conntrack ipv6,xt_stat 20
e
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SELinux for FTP
(CentOS)

Configure SELinux

[root@celebrian ~]# getenforce
Enforcing
[root@celebrian ~]#

Leave as enforcing

31
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SELinux for vsftpd
(CentOS)
SELinux
required for

[root@elrond bin]# setenforce  enforcing anonymous public
[root@elrond bin]# getenforce content
Enforcing
[root@elrond bin]# Is -1dZ /var/ftp /var/ftp/pub
drwxr - xr - X root root system_u:object r:public_content t
Ivarlftp
drwxr - xr - X root root system_u:object r:public_content t
Ivarl/ftp/pub

Note: The /var/itp directory and below is set by default with the

public_content t context. If necessary to set the context again use :

chcon -R -v -t public_content t Ivarlftp

' required for users to

[root@elrond b?n]# setsebool -P ftp_homg_dirzl access their home
[root@elron(_j bin]# getsebool ftp _home dir directories
ftp_home_dir -- >0n

32
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Installing and Configuring vsftpd
(Red Hat Family)

Start or restart service

[ root@celebrian ~]# service vsftpd start
Starting vsftpd  for vsftpd [ OK ]
[ root@celebrian ~#

Automatically start at system boot

[ root@celebrian ~]# chkconfig vsftpd on

[ root@celebrian ~]# chkconfig  --list vsftpd

vsftpd O.off 1l:off 2:on 3:on 4:.on 5:0n 6:o0ff
[ root@celebrian ~#

33
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Installing and Configuring vsftpd

Verify service is running

vsftpd processes

[ root@celebrian ~]# service vsftpd status
vsftpd (pid 7979 6475) is running...

[ root@celebrian ~[# ps -ef| grep vsftpd

root 6475 1 008:287? 00:00:00 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf
nobody 7975 6475 0 09:55 ? 00:00:00 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf
cisl92 7979 7975 0 09:55 ? 00:00:00 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf
root 7995 7866 0 09:56 pts/3 00:00:00 grep vsftpd

[ root@celebrian ~J#

Individual vsftpd daemons are run for each session

34
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Installing and Configuring vsftpd

netstat

[ root@celebrian ~J# netstat -tln
Active Internet connections (only servers)

Proto Recv-Q Send- Q Local Address Foreign Address State
tcp 0 0127.0.0.1:2208 0.0.0.0:* LISTEN
tcp 0 00.0.0.0:111 0.0.0.0:* LISTEN
tcp 0 00.0.0.0:6000 0.0.0.0:* LISTEN
tcp 0 00.0.0.0:21 0.0.0.0:* LISTEN
tcp 0 00.0.0.0:23 0.0.0.0:* LISTEN
tcp 0 0127.0.0.1:631 0.0.0.0:* LISTEN
tcp 0 00.0.0.0:792 0.0.0.0:* LISTEN
tcp 0 0127.0.0.1:25 0.0.0.0:* LISTEN
tcp 0 0127.0.0.1:2207 0.0.0.0:* LISTEN
tcp 0 0::6000 E LISTEN

tcp 0 0::22 i LISTEN

[ root@celebrian ~1#

Use netstat command to see what ports your system is

listening for requests on

35
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Installing and Configuring vsftpd

netstat

[ root@celebrian ~J# netstat -tl
Active Internet connections (only servers)
Proto Recv-Q Send- Q Local Address

tcp 0 Orl.localdomain:2208 *ox
tcp 0O o= sunrpc

tcp 0 O*x11 *ox

tcp 0 O=*ftp *ix

tcp 0 0 *telnet *ox

tcp 0 Orl.localdomain:ipp *ox
tcp 0 0*792 *ox

tcp 0 Orl.localdomain:smtp o
tcp 0 Orl.localdomain:2207 *ox
tcp 0 O*x11 *ox

tcp 0O O0O= ssh

[ root@celebrian ~1#

Use netstat command to see what ports your system is

listening for requests on

Foreign Address

Lesson 6

LISTEN

*%

LISTEN

LISTEN

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

*%

State

LISTEN

LISTEN
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Try it!

[ root@celebrian
[ root@celebrian
[ root@celebrian
[ root@celebrian
[ root@celebrian
total 16
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Installing and Configuring vsftpd

Create sample files on  celebrian

~J# cd /var/ftp/pub

pub]# echo Contents > filel
pub]# echo Contents > file2
pubj# chmod 644 *

pubj# Is -I

-rw-r-- r-- 1rootroot9 Mar 17 09:09 filel
-rw-r-- r-- 1rootroot9 Mar 17 09:09 file2

[ root@celebrian

pub]#

™ A 1
- ‘-i
G Ny » !
X , 8
\ . B i
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Installing and Configuring vsftpd

Try it! On Elrond, download the files using Iftp client from celebrian

cis192@frodo:~$ Iftp 172.30.4.240
Iftp 172.30.4.240:~> Is

drwxr -xr-x 20 0 4096 Nov 22 17:10 pub
Iftp 172.30.4.240:/> cd pub

Iftp 172.30.4.240:/pub> Is

-TW-r-- T -- 10 0 9 Nov 22 17:10 filel
-TW-r-- T -- 10 0 9 Nov 22 17:10 file2
Iftp 172.30.4.240:/pub> mget file*

18 bytes transferred

Total 2 files transferred

Iftp 172.30.4.240:/pub> exit
cis192@frodo:~$

Iftp is a ftp client that can run in the background, download multiple
files at once and keep trying if the connection fails
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