
CIS 192 ï Lesson 5  

Lesson Module Status 
ÅWall updated and emailed 

 
ÅSlides ς   
ÅProperties -    
ÅFlashcards -   
Å1st minute quiz ς    
ÅWeb Calendar summary ς    
ÅWeb book pages ς   
ÅCommands ς    
ÅHowtos ς    

 
ÅLab tested ς   
ÅLab template in depot - 
ÅYoutube Videos uploaded ς   

 
ÅVM (Classroom PC) ς   
ÅVMs (VLab) -  extra gondor and arnor switches made for each pod 

 
ÅHeadset charged ς 

 
ÅSpecial ς test published/locked 
ÅBring MikroTik router - done 
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Jim Griffin  

Å Jim created the original version of this course  
 
Å Jimôs site: http://cabrillo.edu/~jgriffin/ 
 
 

Course history and credits  
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Rick Graziani  

ÅThanks to Rick Graziani  for the use of some of 
his great network slides  
 
ÅRickôs site: http://cabrillo.edu/~rgraziani/ 
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[ ] Has the phone bridge been added ? 

[ ] Is phone being used for voice input?  

[ ] Is recording on?  

[ ] Share slides , multiple Putties started,  Chrome, 

vlab192.rdp, VMware Workstation, wireshark  

[ ] Disable spelling on PowerPoint  

[ ] Repeat all ?ôs for remote students 

[ ] Remote student proxy  
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First Minute Quiz  

Please answer these questions in the order shown:  
 

 

ÅWhat Quagga daemons must be started to enable dynamic 
routing with RIPv2?  
 

ÅWhat port is used for RIP advertisements?  
 

ÅWhat command will flush the routing table cache?  
 

email answers to:  risimms@cabrillo.edu  

within the first few minutes of class  
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Objectives  Agenda  

ÅUse basic network terminology to describe the 
five layers of the TCP/IP Reference Model, and 
describe at least one major function of each 
layer.  

ÅConfigure a network service with security 
restrictions for its use using either TCP Wrappers 
or a superdaemon . 

ÅUse iptables to build a permissive firewall by 
selectively filtering packets based on protocol 
type.  

ÅUse Network Address Translation (NAT) to allow 
hosts on a private network to access the 
Internet.  

ÅQuiz  

ÅQuestions on previous material  

ÅHousekeeping  

ÅWrap up transport layer  

ÅApplication Layer  

ÅSuper daemons  

ÅTelnet  

ÅFTP 

ÅExample firewalls and NAT  

ÅNetfilter  

ÅLab 5 Prep  

ÅWrap  

Firewalls and NAT  
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Questions  
on previous  

material  
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Questions?  
 
Å Test 1?  
Å Previous lesson material?  
Å Lab assignment?  
Å How this class works?  
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Taming the  
Beast  

 

(Lab 4)  
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1. NIC order vs  eth n order ï watch out!  
Å Observed mismatch on Pods 1, 4, 6  
Å Check MAC address on NIC (VM Settings) with interface (ifconfig)  
Å Compare with:  /etc/ udev / rules.d /70 -persistent -net.rules  

 
2. Canôt ping a systems ñfar interfaceò when the return route is different 

Å Replaced RIP with static routes = same behavior  
Å Set SELinux  to permissive = same behavior  
Å Some kind of reflexive DOS prevention? ... TBD  
Å /etc/resolv.conf (10.240.1.2 vs 192.168.0.8) é TBD 
Å Try using older distros, like good ole RH9 ...  TBD  
Å Try physical computers é TBD 

 

Brainteasers  
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Lab 4 ï Taming with the Beast  

Tip #1: print and mark up the network diagram to use 
during the lab  
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Tip #2:  Populate /etc/hosts files with names used in Lab 4  

On Elrond é 
 

[root@elrond ~]# cat /etc/hosts  

# Do not remove the following line, or various 

programs  

# that require network functionality will fail.  

127.0.0.1               elrond.localdomain 

elrond localhost.localdomain localhost  

::1             localhost6.localdomain6 

localhost6  

 

172.30.4.1 router  

192.168.2.2 legolas  

192.168.2.9 arwen  

10.10.10.200 sauron  

 

[root@elrond ~]#  

On Legolas é 
 

[root@legolas ~]# cat /etc/hosts  

# Do not remove the following line, or various 

programs  

# that require network functionality will fail.  

127.0.0.1               legolas.localdomain 

legolas localhost.localdomain localhost  

::1             localhost6.localdomain6 

localhost6  

 

 

192.168.2.6 arwen  

192.168.2.1 elrond  

172.30.4.1 router  

10.10.10.200 sauron  

 

[root@legolas ~]#  

Do the same for Arwen, Frodo, 
and Sauron and then you can use 
names rather than IP address for 
testing and troubleshooting  

Lab 4 ï Taming the Beast  
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Tip #3:  Create, in a one text file, key commands and all 
configuration files before doing lab then use scp, Copy & Paste 
or as a reference to configure systems.  

Lab 4 ï Taming the Beast  
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Playing with  
the Beast  

 

(Lab 4)  
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Pinging Arwen from 
Sauron via Legolas  

After a number  of failed 
pings , routing tables adjust 
and a new, longer route via 
Legolas and Elrond is used  

Making trouble: The eth1 
interface on Legolas is 
brought down with 
ifconfig eth0 down  

X 

Lab 4 ï Playing with the Beast  

In Lab 4 you can observe routing tables update 
themselves as the network changes  

Playing #1: Force routing table to adapt to network changes you make  
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root@sauron :~# while true; do ping - Rc2 arwen ; sleep 10; done  
PING arwen  (192.168.2.6) 56(124) bytes of data.  

64 bytes from arwen  (192.168.2.6): icmp_req =1 ttl =63 time=2.01 ms 

RR:  sauron.local  (10.10.10.200)  

 192.168.2.5  

 arwen  (192.168.2.6)  

 arwen  (192.168.2.6)  

 legolas  (10.10.10.1)  

 sauron.local  (10.10.10.200)  

64 bytes from arwen  (192.168.2.6): icmp_req =2 ttl =63 time=1.12 ms (same route)  

---  arwen  ping statistics ---  

2 packets transmitted, 2 received, 0% packet loss, time 65198ms  

rtt  min/ avg /max/ mdev = 1.127/1.572/2.018/0.447 ms 

 

< snipped >  

 

PING arwen  (192.168.2.6) 56(124) bytes of data.  

---  arwen  ping statistics ---  

2 packets transmitted, 0 received, 100% packet loss, time 1007ms  

 

< snipped >  

 

PING arwen  (192.168.2.6) 56(124) bytes of data.  

64 bytes from arwen  (192.168.2.6): icmp_req =1 ttl =62 time=1.39 ms 

RR:  sauron.local  (10.10.10.200)  

 192.168.2.2  

 192.168.2.10  

 arwen  (192.168.2.6)  

 arwen  (192.168.2.6)  

 elrond  (192.168.2.1)  

 legolas  (10.10.10.1)  

 sauron.local  (10.10.10.200)  

64 bytes from arwen  (192.168.2.6): icmp_req =2 ttl =62 time=5.90 ms (same route)  

---  arwen  ping statistics ---  

2 packets transmitted, 2 received, 0% packet loss, time 90181ms  

rtt  min/ avg /max/ mdev = 1.395/3.649/5.904/2.255 ms 
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X 

Pinging Arwen from Sauron  

After a number of failed 
pings, routing tables adjust 
and now use longer route 
via Legolas and Elrond  

Trouble: Legolas eth1 is 
brought down  

Lab 4 ï Playing with the Beast  


