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Lesson Module Status
A Slides i

A Properties -

A Flashcards -

A 1st minute quiz i

A Web Calendar summary i
A Web book pages i

A Commands i

A Howtos i

A Lab tested i

A Depot (Opus) i

A Lab 02 template -

A Youtube Videos uploaded i

A VM (Classroom PC) i
A VMs (VLab ) -

A Headset charged i
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| ] Has the phone bridge been added ?
| ] Is phone being used for voice input?

] Is recording on?

Share slides, putty (rsimms, simben192), Chrome,
vlab192.rdp, VMware  Workstation, wireshark
| ] Disable spelling on PowerPoint

] Repeat all ?26s for remote stude

| ] Remote student proxy ,
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Course history and credits

AJim created the original version of this course

AlJi mbs site: http://cabrillo.

Rick Graziani
AThanks to Rick Graziani for the use of some of
his great network slides

ARi ckdos site: http://cabrill
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First Minute Quiz

Please answer these questions in the order shown:

email answers to: risimms@cabrillo.edu
within the first few minutes of class
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ARP and the Internet Layer

AUse basic network terminology to describe the
five layers of the TCP/IP Reference Model, and
describe at least one major function of each
layer.

AUse the arpwatch daemon to collect IP/hardware

addresses, and manually add an address to the
ARP table.

Alnstall the device drivers and configure the
network interface card (NIC) of a Linux system
so that it may join a network.

A Configure appropriate IP addresses, network
and subnet masks, and broadcast addresses
based on the size and number of network
segments required.

AUse a network sniffer to analyze network traffic
between two hosts.

Aldentify, isolate, and correct malfunctions in a
computer network.

AQuiz

AQuestions on previous material

AHousekeeping

Acabling VMs

AJoining a network (temp)
AJoining a network (perm)
AAliases

AARP

Aarpwatch

AViewing packets
Alnternet Layer

AIPv4 Addressing
ANAT/PAT and IPv6
ATraversing VMs using SSH
ATroubleshooting
ALab

AWrap
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Questions
and
Review
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Questions?
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scp
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scp command

Tip: The scp command can be very useful for adding file content
or command output to your lab submittals.

cat /etc/ sysconfig /network - scripts/ ifcfg - eth* > notes
cat /etc/ sysconfig /network >> notes

cat /etc/resolv.conf >> notes

ifconfig >> notes

route - n>>notes

scp notes xxxyyy1l92@opus.cabrillo.edu:

This example copies network configuration files and command output to the
usero6s home directory on Opus.

10
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Class Exercise
Transfer data between systems

Try it!

ping 1 ¢3172.30.4.1

ping 1¢3172.30.4.1> labnotes
ifconfig

ifconfig >> labnotes

cat /etc/resolv.conf

cat /etc/resolv.conf >> |abnotes
cat labnotes

scp labnotes xxxyyy 192@opus.cabrillo.edu:

Pl
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Network
Configuration

(Joining a network)
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GUI vs Command Line

The GUI (Graphical User Interface) tools are easy to use but they are different with

each distribution.

CentOS 5.4

o Network Configuration

File Profile Help

I & B

~ New Edit Copy

Devices |Hardﬂare } IPsec IDuS } Haosts I

4 2

- Activate Deactivate

ices associated with

] You may configure network devi
) Physical hardware here. Multiple logical devices can

be associated with a single piece of hardware

Profile Status

Device | Nickname

¥ Active

& Active @ eth0 eth0.bak
& Active @ ethl ethl.bak
& Active @ eth0 etho

Type

Ethernet
Ethernet
Ethernet
Ethernet

Active profile: Common

Ubuntu 9.10

System
> Administration
> Network

& Wired |1:||| Wireless 1,]| Mobile Broadband (3 VPN & DSL
Name Last Used | Add |
Ifupdown (eth0) ‘never -
: Edit
Delete
Close
System

> Preferences
> Network Connections

OpenSUSE 11.2

Network Settings

Global Options | Cverview Hostname/DNS  Routing

Name

v |P Address
79c970 [PCnet32 LANCE] NONE

79c970 [PCnet32 LANCE]
MAC : 00:0c:29:62:6f:70

<» [ >

Add Edit Delste

Application Launcher
> Computer

> YaST

> YaST Control Center
> Network Devices

> Network Settings

The UNIX/Linux customers first question was always: That a very pretty interface
but | need to know exactly what commands you are calling underneath!

13
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TUI (Red Hat Family)

The netconfig command on Red
Hat 9 provides a TUI interface to
set the basic network settings.

Network configuration |

Would you like to set up networking?

Yes

{Tab>/<Alt-Tab> between elements i <Space> selects | {F1Z2> next screen

The system -config -network
command replaces netconfig  on
Name cthe__ CentOS 5.4.

Device

Use DHCP

Static IP

Netmask

Default gateway IP

Devernet Configuration

<Tab>-,<Alt-Tab> between elements i <Space> selects i <F12> next screen 14
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Temporary vs Permanent
Commands and Configuration Files

The command line tools are the same common across distributions plus they can be

automated with scripts. Some of the configuration files differ by distribution family.
Temporary Permanent
(Commands) (Configuration files)

Aifconfig Aletc/hosts / ves, there is no "e"!

Aroute Aletc/resolv.conf

ARed Hat family:
Aletc/sysconfig/network
Aletc/sysconfig/network  -scripts/ifcfg - eth*
Aservice network restart

AUbuntu family:
Aletc/hostname
Aletc/network/interfaces
Aletc/init.d/networking restart

AOpenSUSE family
Aletc/HOSTNAME
Aletc/sysconfig/network/ifcfg -eth*
Arcnetwork restart

The commands are temporary  and stay in effect only
till the system (or the network service) is restarted.

The scripts are  permanent  but don't take effect until
the system (or the network service) is restarted 15
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Joining a
network
(temporary)
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Joining a Network
(Temporary - all families)

Settings kept in memory and are lost when system is restarted

IP and subnet ifconfig  eth N XXX.XXX.XXX.XXX  /pp
mask
Default dhel n route add default gW XXX XXX XXX XXX
gateway client eth n

DNS add nameservers to /etc/resolv.conf file

For older distributions use:
ifconfig  eth N XXX.XXX.XXX. XXX netmask — XXX.XXX.XXX.XXX

(to set static IP address and mask)

17
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gst, 1859 ™

Configuring IP addresses and subnet mask

Set (Temporary )

ATo set ip address and subnet mask:
ifconfig  eth X xxx.xxx.xxx.xxx  netmask  XXX.XXX.XXX.XXX

or ifconfig  eth X xxx.xxx.xxx.xxx/  pp

Verify
ATo show all interfaces (and to show your IP address):
ifconfig

ATo show a single interface:
ifconfig eth x

Example

[root@elrond ~]# ifconfig ethl 192.168.2.107 netmask 255.255.255.0
[root@elrond ~]# ifconfig ethl
ethl Link encap:Ethernet HWaddr 00:0C:29:82:68:84
inet addr: 192.168.2.107 Bcast 192.168.2.255 : Mask: 255.255.255.0
ineté  addr : fe80::20c:29ff:fe82:6884/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:33 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:8090 (7.9 KiB)
Interrupt:185 Base address:0x1480

18
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Configuring |IP addresses and subnet mask
(Temporary )

Example: Setan IP  address and subnet mask on Elrond in VLab Pod 6:

ifconfig ethO 172.30.4.250/24

[root@elrond " 1# ifconfig ethB 17Z2.38.4.258-24

[rootPelrond ™ 1#

[rootPelrond " 1# ifconfig ethB

ethl Link encap:Ethernet HWaddr BB:BC:29:2A:57:17
inet addr:172.38.4.258| Bcast:172.38.4.255 Mask:255.255.255.8
inetb addr: feBH::ZHc:Z29ff fela:5717-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:158H Metric:1

R¥X packet=:1598 errors:H dropped:8 overruns:H frame:H
Tx packets:691 errors:H dropped:B8 overruns:B carrier:H

collisions:A txqueuelen:1HHH
Rx bytes:156414 (15£2.7 KiB) TX bytes:86445 (84.4 KiB)

[root@elrond " 1# _

Remember to use the Static IP chart at:
http :// simms -teach.com/docs/static -ip - addrs.pdf

when assigning IP addresses on the CIS classroom or lab networks.
19
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Configuring the default gateway
(Temporary)

Set
ATo set the default gateway
route add default gW XXX XXX XXX. XXX

ATo delete the default gateway

route del default gW XXX XXX XXX XXX
Verify
ATo show the routing table (including gateway)
route 1 n
Example
[root@elrond ~]# route add default gw 172.30.4.1
[root@elrond ~]# route -n Routing tabl
Kernel IP routing table outing tabie
Destination  Gateway Genmask Flags Metric Ref Use Iface

172.30.4.0 0.0.0.0 255.255.255.0 U O O 0 ethO
192.168.2.0 0.0.0.0 255.255.255.0 U O O 0 ethl
0.0.0.0 172.30.4.1 0.0.0.0 uéc 0 O 0 ethO

@@elrond ~# / k

Matches all addresses G = Gateway

20
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Configuring the default gateway
(Temporary)

Example: Set the default gateway to the Lab router

route add default gw 172.30.4.1

[rootlelrond " 1# route add default gw 172.38.4.1

[rootB@elrond ™ 1#

[rootBelrond ™~ 1# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
172.38.4.8 .H.8.H £55.255. . u H
192.168.2.8 255.255. . u H

169.254.8.8
H.8.8.08
[rootlelrond ™~ 1# _

Z55.255.8., u 1883
H.4.1 H.H.8.H uG H

.H.8.8
169.254.8.8 .H.8.8 £55.255.8. u 1882
.H.8.H
3

21
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Configuring the DNS

(Permanent)

Set
AAdd alineto /etc/resolv.conf
nameserver XXX XXX XXX XXX

Verify
AShow the file
cat /etc/resolv.conf

Example

[root@elrond ~]# echo nameserver 10.240.1.2 > /etc/resolv.conf
[root@elrond ~]# cat /etc/resolv.conf

nameserver 10.240.1.2

[root@elrond ~]#

Note: Changes to /etc/resolv.conf take effect immediately

22
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Configuring the DNS

(Permanent)

Example: Set the DNS server tothe CIS Lab DNS server:

Add nameserver 192.168.0.8 line to /etc/resolv.conf

[rootl@elrond T 1# echo
[rootl@elrond T 1#

[rootBelrond T 1# cat ~etc/resolwv.conf
nameserver 192.168.H.8
[rootPelrond ™ 1# _

nameserver 19Z2.168.H4.8 > retc/resolv.conf

Note: Changes to /etc/resolv.conf take effect immediately

23



CIS 192

) ; y \ . 4 Y o :'( 3 oy
Rich's Cabrillo College CIS Classes A=REER=ER B Y R L
Home Page C M | © simms-teach.com/docs/static-ip-: 5y | &4 X ||

=
»

Rich Simms P ;
7 b o 10 15 00 = =
¥ 1 1m 135 201 52 =
3 7 1 137 202 52 ]
1im: 138 a3 = [
L3 104 123 304 &2 4
H 10 130 i 5 &
& 106 131 06 &8 o
CIS 1924 7 107 132 207 71 7
Previous Classes ‘ _ — = — _ —
. 10 13z 208 7 3
10 110 135 0 B0 82
1 i 138 m E3 85
12 112 137 12 52 E5
13 113 138 213 BS 81
14 114 133 114 2 E
= 115 130 115 =2 =
- = 15 131 IE = i)
Cabll”o College 17 117 142 17 228 310
v./eb Ad\’lsor 18 115 FCE] 18 231 233
18 115 las 219 i 235
Static IPs Contact a0 1= 135 FF FE FEE]
— s _Email: risimms s cabrillo cor edu 1 121 135 m 280 23z
QUICK Re ¥ ol 3] 187 p] ] 35
i \ 13 123 lag 3 18 24
Accessing VLab = = = = = =
Fall 2011 Linux Classes
RIP Dennis Ritchie ¢ Introduction to UNIX/Linux (CIS 90) - Jim Griffin teaching
¢ UNIX/Linux System Administration (CIS 191AB) - Jim Griffin teaching =
NIX/ Network Administra (c1s A) - S
¢ UNIX/Linux Network Administration (CIS 192A) - Rich Simms teaching P Address Assignments for Lab PCs (€15 Lab|
1723041
Jos.is
LR ;T ORS: 1632500 Ban21024003
) ~ XHTML :
Metal Sitemap W3C 1.0 W3C ess Credits Earth Static DHCP Pool
Station Station IF Static 1 Static 2 Start End
CiS-Lab- 172304, 172.30.4, 172.30.4. 172304, 172304,

To avoid TROUBLE , use the ; = — — = =
Static IPs link on the web site -
to select IP addresses. = = = = = =

12 112 143 144 05 0e

Por 1 145 146 210 214

Poe 2 147 148 115 119

R R For 3 143 245 230 124

Only use static IPs assigned to i i = — =

Poc & 250 251 235 330

the station you are using in = I
the classroom or the lab!

1

24



CIS 192 1 Lesson?2 F@ l ' IW

Class Exercise T Join Frodo and Elrond to classroom network

Room 2501 closet and beyond

Shnickers

.

=] =] 10.240.1.2 Cabrillo College
Web Advisor

.
Nopar & Intemet Quick Ref

- N\ —

g? r @_ - .@. - -l@l Accessing VL ab

No DUPS Please!

Frodo (dhcp )

A ifconfig ethO

A ping 172.30.1.1
A ping google.com

— Metwark, connectian

{* Bridged: Connected directly to the physical network

I VM Ware
I Station PC

Elrond (static)

A ifconfig ethO  172.30.1. xxx /24

A route add default gw 172.30.1.1

A add nameserver 10.240.1.2 to
Elrond / etc/resolv.conf

A ifconfig ethO

v o
ping 172.30.1.1
r—— IR

S e S Brldged — A plng google-com
172.30.1.0 /24 XXX

Local Area
Connection
DHCP
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Joining a
network
(permanent)
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Joining a Network
(Permanent - Red Hat Family)

Settings kept in configuration files and used during the startup process

Dynamic (permanen?

IP and subnet mask letc/ sysconfig /network -settings/ ifcfg -eth n
DEVICE=" eth n"
Default gateway NM_CONTROLLED="no"
ONBOOT="yes"
DNS BOOTPROT Qhop 0

Use service network restart for changes to take effect

27
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Joining a Network
(Permanent - Red Hat Family)

Settings kept in configuration files and used during the startup process

Static (permanent)

IP and subnet letc/ __sysconfig _/network  -scripts/ _ifcfg _-eth n
mask DEVICE=" eth n"
NM_CONTROLLED="no"
ONBOOT="yes"
BOOTPROTO=0statico
IPADDR=XXX.XXX.XXX.XXX
NETMASK= XXX.XXX.XXX.XXX

Default letc/ sysconfig /network

gateway NETWORKING=yes
HOSTNAME= name.domain
GATEWAY= XXX.XXX.XXX. XXX

DNS letc/resolv.conf
nameserver  XXX.XXX.XXX.XXX
nameserver  XXX.XXX.XXX.XXX

Use service network restart for changes to take effect
28
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Permanent network configuration

Example: Permanently configure both interfaces on Elrond for Lab 02 (VLab Pod 6)

[rootPelrond ~1# cat rsetcrssysconfigsnetwork-scriptssifcfg-ethB
DEVICE="ethB"

NM_CONTROLLED="no"

ONBODT="yes"

BOOTPROTO="static"

IPADDR=172.38.4.25H

NETMASK=255.255.255 .8

[root@elrond ~1# cat setcssysconfigs/network-scriptssifcfg-ethl
DEVICE="ethl1"
NM CONTROLLED="no"

ONBODT="yes"
BOOTPROTO="static"
IPADDR=192.168.2.1
NETMASK=255.255.255.8

[rootPelrond ~1# cat retcrssysconfigsnetwork
NETWORKING=yes

HOSTHNAME=elrond. localdomain
GATEWAY=17Z.38.4.1

[rootPelrond ~1# cat retcrsresolv.conf
nameserver 192.168.8.8

29
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Permanent network configuration

Example: Restart the network services so any changes in the configuration take effect

service network restart

[rootlelrond ™ 1# service network restart
Shutting down interface ethB:

shutting down interface ethl:

Shutting down loopback interface:
Bringing up loopback interface:

Bringing up interface eth8:
Bringing up interface ethl:
[rootlelrond ~1# _

30
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I Permanent Elrond network configuration

Room 2501 closet and beyond

Snickers
Cabrillo College
10.240.1.2 Web Advisor
.10 Nopar _ Jnternet Quick Ref
___________ - Accessing VLab
L No DUPS Please!
Elrond (static )
B ) letc/ sysconfig /network -scripts/ifcfg - ethO
Metwork, connection . -
{* Bridged: Connected directly to the physical network DEVICE="ethO
: ; NM_CONTROLLED="no"
VM Ware —n "
Station PC ONBOOT="yes

N
a/

Frodo

Elrond
v 3
c5
eth0 :
XXX

172.30.1.0 /24

BOOTPROTO="static"
IPADDR=172.30.1. xxx
NETMASK=255.255.255.0

[ etc/ sysconfig /network
NETWORKING=yes
HOSTNAME-= elrond.localdomain
GATEWAY=172.30.4.1

[ etc/resolv.conf
nameserver 10.240.1.2

service network restart



