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Lesson Module Status  
ÅSlides ï   
ÅProperties -     
ÅFlashcards -    
Å1st  minute quiz ï    
ÅWeb Calendar summary ï    
ÅWeb book pages ï   
ÅCommands ï    
ÅHowtos  ï    
ÅLab tested ï   
ÅDepot (Opus) ï   
ÅLab 02 template -  
ÅYoutube  Videos uploaded ï   

 
ÅVM (Classroom PC) ï   
ÅVMs (VLab ) -    

 
ÅHeadset charged ï 
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[ ] Has the phone bridge been added ? 

[ ] Is phone being used for voice input?  

[ ] Is recording on?  

[ ] Share slides, putty (rsimms, simben192),  Chrome, 

vlab192.rdp, VMware Workstation, wireshark  

[ ] Disable spelling on PowerPoint  

[ ] Repeat all ?ôs for remote students 

[ ] Remote student proxy  
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Jim Griffin  

Å Jim created the original version of this course  
 
Å Jimôs site: http://cabrillo.edu/~jgriffin/ 
 
 

Course history and credits  

4 

Rick Graziani  

ÅThanks to Rick Graziani  for the use of some of 
his great network slides  
 
ÅRickôs site: http://cabrillo.edu/~rgraziani/ 
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Please answer these questions in the order shown:  
 

1. What command would you use to add 172.30.4.1 as 
the default gateway.  
 

2. What command would you use to show the MAC 
address on eth1 ? 
 

3. What command would you use to remove (unload) the  
e1000 NIC driver?  
 

First Minute Quiz  

email answers to:  risimms@cabrillo.edu  

within the first few minutes of class  
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Related Course Objectives  Agenda  

ÅUse basic network terminology to describe the 
five layers of the TCP/IP Reference Model, and 
describe at least one major function of each 
layer.  

ÅUse the arpwatch daemon to collect IP/hardware 
addresses, and manually add an address to the 
ARP table.  

ÅInstall the device drivers and configure the 
network interface card (NIC) of a Linux system 
so that it may join a network.  

ÅConfigure appropriate IP addresses, network 
and subnet masks, and broadcast addresses 
based on the size and number of network 
segments required.  

ÅUse a network sniffer to analyze network traffic 
between two hosts.  

ÅIdentify, isolate, and correct malfunctions in a 
computer network.  

ÅQuiz  

ÅQuestions on previous material  

ÅHousekeeping  

ÅCabling VMs  

ÅJoining a network (temp)  

ÅJoining a network (perm)  

ÅAliases  

ÅARP 

Åarpwatch  

ÅViewing packets  

ÅInternet Layer  

ÅIPv4 Addressing  

ÅNAT/PAT and IPv6  

ÅTraversing VMs using SSH  

ÅTroubleshooting  

ÅLab 

ÅWrap  

ARP and the Internet Layer  
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Questions  
and  

Review  
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Questions?  
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scp 
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scp command  

cat /etc/ sysconfig /network - scripts/ ifcfg - eth* > notes  

cat /etc/ sysconfig /network >> notes  

cat /etc/resolv.conf >> notes  

ifconfig >> notes  

route - n >> notes  

scp  notes xxxyyy192@opus.cabrillo.edu:  

10  

Tip: The scp  command can be very useful for adding file content 
or command output to your lab submittals.  

This example copies network configuration files and command output to the 
userôs home directory on Opus.  
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Class Exercise  
Transfer data between systems  

Try it!  
ping ïc3 172.30.4.1  

ping ïc3 172.30.4.1 > labnotes  

ifconfig  

ifconfig >> labnotes  

cat /etc/resolv.conf  

cat /etc/resolv.conf >> labnotes  

cat labnotes  

scp  labnotes  xxxyyy 192@opus.cabrillo.edu:  
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Network  
Configuration  

 
(Joining a network)  
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GUI vs Command Line  

System  
> Preferences  
> Network Connections  

System  
> Administration  
> Network  

Application Launcher  
> Computer  
> YaST  
> YaST Control Center  
> Network Devices  
> Network Settings  

CentOS 5.4  Ubuntu 9.10  OpenSUSE 11.2  

The GUI  (Graphical User Interface) tools are easy to use but they are different with 
each distribution.   

The UNIX/Linux customers first question was always:  That a very pretty interface 
but I need to know exactly what commands you are calling underneath!  
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TUI (Red Hat Family)  

The netconfig command on Red 
Hat 9 provides a TUI interface to 
set the basic network settings.  

The system - config - network 
command replaces netconfig  on 
CentOS 5.4.  
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Temporary vs Permanent  
Commands and Configuration Files  

The commands are temporary  and stay in effect only 
till the system (or the network service) is restarted.  

Temporary  
(Commands)  
Å ifconfig  
Å route  

Permanent  
(Configuration files)  
Å /etc/hosts  
Å /etc/resolv.conf  
Å Red Hat family:  

Å /etc/sysconfig/network  
Å /etc/sysconfig/network -scripts/ifcfg -eth*  
Å service network restart  

Å Ubuntu family:  
Å /etc/hostname  
Å /etc/network/interfaces  
Å /etc/init.d/networking restart  

Å OpenSUSE family  
Å /etc/HOSTNAME  
Å /etc/sysconfig/network/ifcfg -eth*  
Å rcnetwork restart  

The command line tools are the same common across distributions plus they can be 
automated with scripts.  Some of the configuration files differ by distribution family.  

The scripts are permanent  but don't take effect until 
the system (or the network service) is restarted  

Yes, there is no "e"!  
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Joining a 
network  

(temporary)  
16  
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Joining a Network  
(Temporary -  all families)  
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Temporary  Dynamic  Static  

IP and subnet 
mask  

 
 
 

dhclient eth n 

ifconfig eth n xxx.xxx.xxx.xxx / pp  

Default 
gateway  

route add default gw  xxx.xxx.xxx.xxx  

DNS add nameservers  to /etc/resolv.conf file  

For older distributions use:  
 
ifconfig eth n xxx.xxx.xxx.xxx netmask  xxx.xxx.xxx.xxx  
 
(to set static IP address and mask)  

Settings kept in memory and are lost when system is restarted  
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Set  
Å To set ip  address and subnet mask:  

ifconfig eth x  xxx.xxx.xxx.xxx  netmask xxx.xxx.xxx.xxx  

 

or ifconfig eth x  xxx.xxx.xxx.xxx/ pp  

 
Verify  
Å To show all interfaces (and to show your IP address):  

ifconfig  
 

Å To show a single interface:  
ifconfig eth x 

 
Example  
 

[root@elrond ~]# ifconfig eth1 192.168.2.107 netmask 255.255.255.0  

[root@elrond ~]# ifconfig eth1  

eth1       Link encap:Ethernet   HWaddr 00:0C:29:82:68:84  

          inet  addr: 192.168.2.107   Bcast 192.168.2.255 :  Mask: 255.255.255.0  

          inet6 addr : fe80::20c:29ff:fe82:6884/64 Scope:Link  

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1  

          RX packets:0 errors:0 dropped:0 overruns:0 frame:0  

          TX packets:33 errors:0 dropped:0 overruns:0 carrier:0  

          collisions:0 txqueuelen:1000  

          RX bytes:0 (0.0 b)  TX bytes:8090 (7.9 KiB )  

          Interrupt:185 Base address:0x1480  

Configuring IP addresses and subnet mask  
(Temporary )  
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Example: Set an IP address and subnet mask on Elrond in VLab Pod 6:  
 
ifconfig eth0 172.30.4.250/24  

Configuring IP addresses and subnet mask  
(Temporary )  

Remember to use the Static IP chart at:  
http :// simms - teach.com/docs/static - ip - addrs.pdf  
 
when assigning IP addresses on the CIS classroom or lab networks.  
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Set  
Å To set the default gateway  

route add default gw  xxx.xxx.xxx.xxx  
 

Å To delete the default gateway  
route del default gw  xxx.xxx.xxx.xxx  
 

Verify  
Å To show the routing table (including gateway)  

route ïn  
 

Example  
 

[root@elrond ~]# route add default gw 172.30.4.1  

[root@elrond ~]# route - n 

Kernel IP routing table  

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface  

172.30.4.0      0.0.0.0         255.255.255.0   U     0      0        0 eth0  

192.168.2.0     0.0.0.0         255.255.255.0   U     0      0        0 eth1  

0.0.0.0         172.30.4.1      0.0.0.0         UG    0      0        0 eth0  

[root@elrond ~]#  

G = Gateway  Matches all addresses  

Routing table  

Configuring the default gateway  
(Temporary)  
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Example:  Set the default gateway to the Lab router  
 
route add default gw  172.30.4.1  

Configuring the default gateway  
(Temporary)  
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Set  
Å Add a line to /etc/resolv.conf  

nameserver  xxx.xxx.xxx.xxx  
 

Verify  
Å Show the file  

cat /etc/resolv.conf  
 

Example  
 

[root@elrond ~]# echo nameserver 10.240.1.2 > /etc/resolv.conf  
[root@elrond ~]# cat /etc/resolv.conf  

nameserver 10.240.1.2  

[root@elrond ~]#  

Configuring the DNS 
(Permanent)  

Note: Changes to /etc/resolv.conf take effect immediately  
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Example:  Set the DNS server to the CIS Lab DNS server:  
 
Add nameserver  192.168.0.8 line to /etc/resolv.conf  

Configuring the DNS 
(Permanent)  

Note: Changes to /etc/resolv.conf take effect immediately  
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To avoid TROUBLE , use the 
Static IPs link on the web site 
to select IP addresses.  
 
Only use static IPs assigned to 
the station you are using in 
the classroom or the lab!  
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Class Exercise ï Join Frodo and Elrond to classroom network  

Frodo ( dhcp )  
Åifconfig  eth0  
Åping 172.30.1.1  
Åping google.com  
 
Elrond (static)  
Åifconfig eth0 172.30.1. xxx /24  
Åroute add default gw  172.30.1.1  
Åadd nameserver  10.240.1.2 to 

/ etc/resolv.conf  
 

Åifconfig eth0  
Åping 172.30.1.1  
Åping google.com  
 172.30.1.0 /24  

Nopar  

10.240.1.2  

Internet  

.1  

DNS  

.10  

Snickers  

DHCP  

Frodo  

eth0     DHCP  

Elrond  

eth0  

.XXX  

Room 2501 closet and beyond  

Bridged  

VM Ware  
Station PC  

Local Area  
Connection  
DHCP 

No DUPS Please!  
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Joining a 
network  

(permanent)  
26  
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Joining a Network  
(Permanent -  Red Hat Family)  
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Area  Dynamic (permanent)  

IP and subnet mask  /etc/ sysconfig /network - settings/ ifcfg - eth n 
DEVICE=" eth n"  
NM_CONTROLLED="no"  
ONBOOT="yes"  
BOOTPROTO=òdhcp ò 
 

Default gateway  

DNS 

Settings kept in configuration files and used during the startup process  

Use service network restart for changes to take effect  
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Joining a Network  
(Permanent -  Red Hat Family)  

28  

Area  Static (permanent)  

IP and subnet 
mask  

/etc/ sysconfig /network - scripts/ ifcfg - eth n 
DEVICE=" eth n"  
NM_CONTROLLED="no"  
ONBOOT="yes"  
BOOTPROTO=òstaticò 
IPADDR= xxx.xxx.xxx.xxx  
NETMASK= xxx.xxx.xxx.xxx  

Default 
gateway  

/etc/ sysconfig /network  
NETWORKING=yes  
HOSTNAME= name.domain  
GATEWAY= xxx.xxx.xxx.xxx  

DNS /etc/resolv.conf  
nameserver  xxx.xxx.xxx.xxx  
nameserver  xxx.xxx.xxx.xxx  

Use service network restart for changes to take effect  

Settings kept in configuration files and used during the startup process  
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Example:  Permanently configure both interfaces on Elrond for Lab 02 (VLab Pod 6)  

Permanent network configuration  
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Example:  Restart the network services so any changes in the configuration take effect  
 
service network restart  

Permanent network configuration  
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Class Exercise ï Permanent Elrond network configuration  

Elrond (static )  
/etc/ sysconfig /network -scripts/ifcfg -eth0  
DEVICE="eth0"  
NM_CONTROLLED="no"  
ONBOOT="yes"  
BOOTPROTO="static"  
IPADDR=172.30.1. xxx  
NETMASK=255.255.255.0  
 

/ etc/ sysconfig /network  
NETWORKING=yes  
HOSTNAME= elrond.localdomain  
GATEWAY=172.30.4.1  

 

/ etc/resolv.conf  
nameserver  10.240.1.2  

 

service network restart  172.30.1.0 /24  

Nopar  

10.240.1.2  

Internet  

.1  

DNS  

.10  

Snickers  

DHCP  

Frodo  

eth0     DHCP  

Elrond  

eth0  

.XXX  

Room 2501 closet and beyond  

Bridged  

VM Ware  
Station PC  

Local Area  
Connection  
DHCP 

No DUPS Please!  


