Lab 2: Joining a network

The purpose of this lails to configure thenetwork settingsof severalsystensto join one or more
networks. This includes setting the IP address, netwodskndefaultgateway, and DNS settings for
different distributions of LinuxOnce joined, the connectivity will be tested and network traffic
observed.

Supplies
1 Frodo, Elrond and William VMs (CIS Lab or VLab)

Forum
Use the forum to ask for help, posps and any lessons learned when you have finished.
Forum is athttp://opus.cabrillo.edu/forum/viewforum.php?f=39

Background

For a Linux system to join a LAN (Local Area Network) an Isadtrd subnet mask must be
configured on one of its NIC interfaceBhe IP address can be dynamic (obtained automatically from a
DHCP server) or static (manually configured IP addresseactbeyondthe LAN to the Internet, a
default gateway must beonfigured. To be able to use hostnames, e.g. google.com, rather than
numerical IP address a DN&meserver must be configured.

The IP and gateway configuration can be configured temporarily (lasts till the next reboot) using the
ifconfig and route commads. For a more permanent solution, the IP and gateway information must be
added to the appropriate network configuration files in the /etc directofhese files are used by the
network service during system startup.

Finally, there are a number of conamds (utilities) that can be used to check that traffic is flowing
correctly on the networks.

Procedure
You will be cabling Frodo, Elrond anilliamaccording tahe diagram below. Once cabled you will join
the VMsto networks, testconnectivityand doserve some packet traffic

Results will be recorded in a lab2 text file that getbraitted at the end of the lab.
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Step 1 - Preparation
Revert the VMs back to theiPr i s tsriapslgots:

1 Frodo
1 Elrond
1  William

On Opus, make a copy of the lab02 tdatp file in /home/cis192/depot in your home directory.

Edit the header of this file with your own information.

Youmaywishtoprimf f t he diagram above that i s appropri e
have a network diagram handy duriadabto mark up with IP addresses and other notes.

Step 2 - Cabling
Cableeach systento the networks shown imppropriatediagram above.

M Frodo
M1 Elrond
1  William

Use the following table thelp decide how to make the connections

Bridged VMnet3
CIS Lab Network Rivendell

Step 3 - Verify Frodo’s connection to the network

In this step weexamine thenetwork settingson then Ubuntu VM that getsonfiguredusinga DHCP
service The pristine version dfrodo has been preconfigured to connézthe networkusing DHCP.
Snickers, a Windows server in the 2501 closet, provideld@rservice for room 250and theClS_abin
the CTC. Ae retwork settingg(IP address, maskateway and name serveggt configured
automatically during system startup.

Power up Frodowhich is an Ubuntu VMThe goal of Ubuntu is to create an edsyuse Linux
desktop.TheUbuntudistributionis based on Debian
Login ascis192and thensudo -i to root.
Useping -c 3 google.com to verify we have an IP address, subnet magkewayand name server
configured. The ping should work.
Examine the NIC hardwawnd driveron Frodo
a. Uselspci and locate your NIC hardware.
b. Trylspci | grep -i ether instead
c. Uselspci -k and locate your NIC driver.
d. Trylspci-k | grep -iA4 ether to seeyour NIC driver
e. Uselsmod and locate your driver in the output.
Examine the interface
a. Issue thdfconfig command and check that efrand lo are up and running.
b. lois the loopback interface to access local services without having to go out on the network.
c. For ethOmake sure you can identifhe MAC address (HWaddr)y#address (inet addr),
IPv6 address (inet6 addsyibnet mask (Mask) and broadcast address (Bcast)
Examine the routing table



a. Useroute-nand | ook for an entry with 172.30.4.1 wu
under the Flags columiThat is the default gateway.

Examine the domain name system (DNS) servers
a. Usecat /etc/resolv.conf to show thenameservers.

x  Record the Frodo network information in your lab02 file.

Step 4 - Frodo trouble-shooting
In this step you are going to break Frodo then fix Frodo.

Use thermmod command to remove the NIC driver

Verify that you can no longer ping anything.

Without restarting Frodo or reverting to a snapshot see if you can fix Frodo.
Verify that you can ping google.com again

x Record in your lab02 file what you did to repair Frodo.

Step 5 - Configure Elrond temporarily with static IP addresses
In this step yowvill be configuringpoth of E | r oimedfdces with Static IP addressesmatch the

diagram above.

Power up Elronavhich is running the CentOS Linux distribution. CentOS is a replica distribution of
the Red Hat Enterpriskinux distribution
a. Elrond hagwo NICsso it carnbe configured as a router in later labs.
b. Note thatElrond is confjured to boot up to run level 3 (no graphics)
Log in a€is192, thersu - to root.
Clear out any existing name servers witfetc/resolv.conf
Try to ping google.com, dsitwork2 t shoul dn’ t .
Try to ping Qus at 207.62.186.9, doesitwork? s houl dn’ t .

You s houl dnngtanythieg becluseeElrondis cpnifigured to boot up without any network
settings

IMPORTANTUsehttp://simms-teach.com/docs/statidp-addrs.pdfto lookupa non-duplicate static
I P addr ess f or Emhis shauld bedasedtomydur statidn ermpdd awmber!
Useifconfig eth0 172.30.4.xxX netmask 255.255.255.0 to configure ethO withthat IP addressThis is
Elrond’ s interface to the CIS Lab networKk. Thi s
ChecHlocal network connectivity
a. Useifconfig eth0 to check ethds up with your IP address.
b. Useping 172.30.4.1 to ping thelabrouter. It should work now.
c. Make sure you can pingd€o too.
Check Internet connectivity:
a. Can yowing 207.62.186.9 now? What error do you get?
b. We needto specify a router that we can send packets destined for the Internet. This will be
our defadt gateway.Set the default gateway witfoute add default gw 172.30.4.1 anduse
route -n to verify. Try pinging 207.62.186.9 agailt.should work now.
Check name resolution for the internet:



http://simms-teach.com/docs/static-ip-addrs.pdf

a. Can yowing opus.cabrillo.edu now? What error message did yget? Without a name
server configured the ping command cannot resolve hostretméP addresas Without an
IP address, packets cannot be sent to the Internet.

b. Edit the /etc/resolv.conf file and add the limameserver 192.168.0.8

c. Retry pingingopus.cabhillo.edu. Thisshould succeed now thaDNShameserver has been
configured.

d. You should be able tping google.com as well.Congratulations ... you just configured your
first interface on Linux!

Configure Elrond’ s second interface
a. Look at theappropriate diagram above and determine what IP addrgss. xxx.XxXx.XxX
should be setonethlThi s i s Elrond’s interface to the R
b. Useifconfig ethl xxx.xxx.xxx.x24t o s et t hat | P address on et h!

same IP address to thisterface that other students are using on their station or pod.
Because no one else can get to your Rivendel
having a duplicate IP address.

c. Useifconfig | more to checkboth ethO and ethl interfaces are alive anélivand using the
static IP address you assigned.

Step 6 - Configure Williams Local Area Network interface
In this step you will be configuringiliam’ s net wor k settings to match the

Power upWilliamwhich is runningVindows XP

Login agis 192.

Right click on My Network Places and select Properties.

Right click on Local Area Connection and select Properties.

Select Internet Protocol (TCP/IP) and click Properties button.

Select “Use the following I P address:
Set the IP address to 1983.2.103

Set the subnet mask to 255.255.255.0

Don’ t wor r yupébdefadlt gaseway titie DlgSameserver. Until we learn how to
configurerouting on Elrond Williamwill not be able to get outo the Internet. We will learn how to
do that inthe nextlab!

Click OK and close any open dialog boxes.

Start > Run... > cmd to get a command prompt.

Useipconfig to check your static IP was set correctly.

Ping Elrond usinging 192.168.2.1 which should work.

Try pinging Frodo or the CIS Lab router2(30.4.1) which should not work.

Step 7 - Traversing the VM’s using Putty and SSH

Even though we don’t h &l5dabndRivendel netsverks waicpn stllesewe e n  t
Putty/SSH to traverse from system to system. Starting with Putby/ilmmyou can Putty tdElrond.

Fromthere you can ssh tBrodo,andfrom Frodoyou can ssto opus.cabrillo.edu

OnWilliam, run Putty andloginas cis192n Elrond. What IP address should you use for this3
should be the IP address you put on Bl * <l interfade.

Still in Putty, fom Elrond usessh cis192@172.30.4.xxxto login toFroda Useifconfig eth0 on
Frodo if you need toememberFr odo’ s | P addr ess.



Still in Putty, fromFrodq usessh xxxyyyl9@opus.cabrillo.edu to login toOpus usig your student
account

Usewho on Opus to see if anyone else you know is logged on.

Can you ping Frodo from Opus? This should not work and we will learn why in later lessons when
we cover NAT/PAT and firewalls.

Useexit to log offOpus

Useexit to log df Frodo.

Useexit to log off Elrond.

Step 8 - Permanently add static IP addresses on Elrond

We et static IP addresses earlier on Elrond using the ifconfig command. This instantly added the IP
addresses to the interfaces. If the system is restartesl ¢bnfiguration information, which is kept in
memory, will be lost. In this step we will permanently configure the network settings which is done by
editing network configuration files in the /etc directory.

Restart Elrond usinigit 6

Can you ping the barouteror google.co®You shoul dn’ t themetwolkl e t o becat
configuration, kept in memory, was lodtiring the system restart.

Edit the/etc/sysconfig/network-scripts/ifcfg-eth0 file and addhe same norduplicatestatic IP
addressyou used previasly. Use the appendix below for help on this.

Edit the/etc/sysconfig/network-scripts/ifcfg-ethl file and addhe samestatic IP addresgou used
previously.

Edit the/etc/sysconfig/network file and add the default gatewaylse the appendix below for help
on this.

Verify the settings you made jietc/resolv.conf are still there.

Useservice network restart to restart the network service which will reachd applythe

information in the network configuration filesThe same thing will be done after a systesstart.
Useifconfig | more androute -n to verify your settings.

Make sure you can ping th#illiamand google.com.

To prove the settings are permanent, usit 6 to restart the system.

x Record in your lab02 fildne four Elrondprimary network configtation files and output from
ifconfig and routen. Tip use redirection to capture the output into a file and use scp to copy that
file to your Opus home directory

cat /etc/sysconfig/network-scripts/ifcfg-eth* > notes

cat /etc/sysconfig/network >> notes

cat /etc/resolv.conf >> notes

ifconfig >> notes

route -n >> notes

scp notes XxXyyyl9@opus.cabrillo.edu:

=A =4 =4 =4 -4 =9

Step 9 - Testing with ping
Do some initial connectivity checks using echo requests (pings):

On Elrond,
1 Makesure you can ping the loopback addré$27.0.0.1), Frodo, William, the CIS Lab router
(172.30.4.1pnd google.com.



On Frodo,

1 Makesure you can ping the loopback address (127.0.0.1), Elrond, the CIS Lab router and
google.com.

T Frodo should not be abl e t o.\Whempngingihesei am or
Rivendell addresses you will not get an error message. Why not? Because the pings are
heading out(the wrong way}o the Internet with no route back. We will learn how to
configure routes in Lab 03.

On William,
1 Makesure you can jpig Elrond William should not be able to ping anything else.

Step 10 - Install some additional commands
We need to install some more commands to do this step:
On Frodo,
9 Useapt-get install traceroute to install that command
On Elrond,
I Useyum install mtr traceroute tcpdump to install those commands.

Step 11 - Observe where packets go
Themtr andtraceroute commandlet you view the route a packet takes. For this lab we will just
observer where they go. In future labs we will control where they go
On Frodo,
1 Usemtr opus.cabrillo.edu to see the routgacketstake to Opus.
9 Usetraceroute -1 opus.cabrillo.edu for an alternate viewThe-l option on traceroute is to
get past the Cabirillo firewalls blocking requests to UDP ports.
1 Usemtr google.com to see the route pingtake travelling to google.com.
9 Usetraceroute google.com for an alternate view
1 Usemtrandtraceroutewi t h Wi Il Il iam s | P address (192.168.
never getthere.

Step 12 - Sniffing packets with tcpdump
tcpdump is like a commandine version of Wiresharklt allows you to capture packets and view them.

On Elrond,
1 Usetcpdump -n icmp or arp to sniff only icmp and arp traffic. The prevents doing DNS
lookups on IP address to get the hostnames.
9 UsecCtrl-s and Ctrl-q to pause and continue
On Frodo,
T Empty Fr odo’ dpneghfiushallache with
1 PFing Elrond and observe the arp request, echo request and echo reply.

x Record in your lab02 file the arp and icmp packets you captured on BEirogid pinging from Frodo
Tip: use redirection to capture the output into a file and use scp to copy that file to your Opus home
directory:
9 tcpdump -nicmp or arp > capture
9 scp capture xxxyyyl19@opus.cabrillo.edu:



Toturnin
When finished with this lahypdateyour total“TBAhours’ in your lal®2 file. This should reflect the
total number of hours you spent preparing for and getting this lab done.

Check your work for completeness then submit as many times as you wish up until the due date
deadline. Remembelate work is not accepted, so start early, plan ahead for things to go wrong and
use the forum toask questions

cp lab02 /home/rsimms/turnin/lab02.SLOGNAME

Grading rubric (30 points)
1 points fora correctsubmittal into the turnin directory
2 points for a professiongjuality lab writeup that can be read using vi
2 points fora complete headelincluding the amount of time you spent on this lab
5 points for correctFrodonetwork information
5 points fora correctdescription of how to repair Frodo
5 points for corret Elrondnetwork configuration
5 points for correct Elrond ifconfig and route output
5 points for correct arp and icmp packet capture

Extra Credit (1 point each)

1) Install arpwatch on Elrond and collect at least 10 IP/MAC pairs. Copy your arp.dattiietson
to your lab02 file.

2) From Frodo, ssh to Elrond using IPv6. Copy the who command output on Elrond to your lab02
file showing the IPv6 address for your session.

3) Install Wireshark on Frodand capture IPv6 pings to Elrond. Be sure to run Wiresharkoas ro
Export the captured packets as text and include ICMPV6 request and reply to your lab06 file.

4) Explain in your lab02 file why Frodo cannot ping William.

5) What is the IPv6 address for Opus? Add this to your lab02 file.

Appendix

General Linux commands

su - To become root (superuser). This
very important as
environment.

sudo su - To become root on the Ubuntu VMs.

or sudo -i

cp source destination Linux command to copy file(s) from the
source pathname to the destinatio
pathname.
Example:
cp /home/cis192/depot/lab01 .
will copy the file named labO01 in the
/home/cis192/depot directory to your
current directory.




vi pathname Run the vi text editor on the specified
file.
Examplevi lab01

who Show logged in users anlet IP address
or hostnames they logged in from.

echo SPATH Shows your path. The shell uses the

path to locate any commands entered.
Entering a command that is not locatec
on the path wildl

not found” error.

cat /etc/*-release

Showghe name of the Linux
distribution being run.

> filename

filenameis created if it does not exist
and emptied.

Example> output

would empty the file named output or
create it if it did not exist already.

command> filename

filenameis emptied, then theutput of
the command is redirected into
filename.

Exampleifconfig > output

would save the output of the ifconfig
command in a file named output.

commanad>> filename

Output of the command is appended ta
the end offilename.

Exampleroute -n >> output

would append the routing table to the
end of the file named output.

ssh accoun@hostname

ssh accoun@ XXX, XXX. XXX. XXX

Login to a remote Linux computer on
the network.

Example:
ssh cis192@172.30.4.153

ssh accoun@hostname'command

Run a command on &mote system.
Example:

ssh root@172.30.4.164 'ifconfig’
would run the ifconfig command on the
remote system and show the output of
the command on the local system.

ssh accoun@|Pv6addressethn

ssh works with IPv6 addresséso but
the outgoinginterfacebeing specified.

ssh
cis192@fe80::20c:29ff:fe2a:5717&eth0
(all on one line)

scp pathnameaccoun@hostpathname

Copy files from one system to another.




scp accoun@hostpathname pathname

Example:

scp output
simben192@opus.cabrillo.edu:

(above all on onéne)

would copy the local file named output

to the wuser simbe
on Opus.

hostname Shows the hostname of the system
being used.

tty Shows the current terminal being used

exit End a terminal login session

init 0 A fast way to gracefly shutdown a VM.

You must be the root user to perform
this command. Note: no warning is giv¢
to users that the system will be shut
down.

yum provides command

Find the package containing the
command or program to install

Example:
yum provides mail

yum install package

Download and install the software
packageon Red Hat family distributions
Just specify the name of the package t
get the correct version for your
distribution.

Examples:

yum install traceroute

yum install mtr tcpdump

yum install mailx

apt-get install package

Download and install the software
packageon Debian family distributions
Just specify the name of the package t
get the correct version for your
distribution.

Examples:

apt-get install traceroute

apt-get install mtr tcpdump

apt-get install wireshark ipcalc

VMware commands and operations

OnPCKeyboard:
Method 1:While holding dowrthe Ctrl-Alt keys,
tap spacebar then tapfl, f2, ... or f7.

Method 2:While holding dowmlt key,
tapfl, 2, ... or f7Does not always work bgimpler
than method 1.

Change to a different virtual terminal o
the VM. F7 is graphics mode foe

Ubuntu VMs. The Centos VMs do not
have a graphics mode (init level 3 only

Note: the spacebar does not need to b
tapped on a physical (neviM) system.




OnMackeyboard:

Hold downControl and Option keys, tap thepacebar,
hold downfn key (in addition taControl and Option
keys) and tap f1, f2, ... or f7.

This is just required for changing virtug
terminals on VMware VMs.

Linux network or network-related commands

dhclient eth0

Obtain an IP address for the ethO
interface from a DHCP server.

dhclient -r

Release the IP address previously
obtained.

ifconfig or /sbin/ifconfig

Show the interface configurations.

The full absolute pathname may be
requiredif user is not logged in as root
and /sbin is not

ifconfig ethn
(wherenis the interface number)

Show settings for selected interface.

Exampleifconfig ethl
will show information on the ethl
interface.

ifconfig ethn down
(wherenis the interface number)

Bring an interface down

Exampleifconfig ethl down
will disable the ethl interface.

ifconfig ethn up
(wherenis the interface number)

Bring an interface down

Exampleifconfig ethl up
will enable the ethl interface.

route -n

Show the current routing table. The
(numerical) option makes it faster. Thig
option disables DNS lookups to replact
IP addresses with hostnames in the
output.

cat /etc/resolv.conf

Show the DNS servers to use for
resolving hostnames to IP adi$ses.

ping hostname
ping XXX.XXX.XXX.XXX

Test connectivity with another compute
on the network. Us&trl-C to stop

pinging.

The c option can be used to limit the
number of pings.

The b option can be used to ping a
broadcast address.

Exampleping -c3 google.com will ping




Google three times then stop.

ping6 -1 ethn IPv6address

Works like the IPv4 ping except the
outgoing interface must be specified.

Example:
ping6 -l eth0 fe80::20c:29ff:fe2a:5717

mtr hosthame
or mtr XXX. XXX. XXX. XXX

Use g to quit

Displag the full route to the host and
will refresh travels times.

traceroute hostname
or traceroute XXX.XXX.XXX.XXX

Displays the full route to the host and
will refresh travels times.

Use g to quit

arp-n Display arp cache

ip neigh flush all Flusharp cache

tcpdump Will start sniffing packets.

http://www.alexonlinux.com/tcpdump
for-dummies

tcpdump -n arp or icmp

Use-n to prevent DNS lookups
UsecCtrl-s or Ctrl-q to pause and continue

Packet sniffing command to capture
only arp and icmp packets

tcpdump -n host XXX.XXX.XXX.XXand host
XXX XXX XXX XXX
(all on one line)

Use-n to prevent DNS lookups
UsecCtrl-s or Ctrl-q to pause and continue

Packet sniffing command to capture
only traffic between two hosts.

Example:

tcpdump-n host 172.30.4.25 and host
172.30.4.1

(all on one line)

tcpdump -ne -i ethn port nnor port Nn

Example:
tcpdump -ne -i ethl port 80 or port 22

9 no DNS lookupén)

9 shows mac addresses]

9 will listen on ethlinterface(-i ethl)

9 only captures ssh and http traffic
(port 80 or 22)

Interface configuration (temporary, till next restart)

ifconfig ethn XXX. XXX. XXX.Xxexetmask XXX.XXX.XXX.XXX

wherenis the interface number angxx.XXX.XXX.XX%
the dotted decmal form of the IP address or netmask

Configure an interface with an IP
address and subnet mask.

Example:
ifconfig eth0 172.30.4.149 netmask



http://www.alexonlinux.com/tcpdump-for-dummies
http://www.alexonlinux.com/tcpdump-for-dummies

255.255.255.0

(all on one line)

Would configure ethO with that IP
address and mask.

ifconfig ethn XXX.XXX.XXX.X{pp

wheren s the interface numbexxx.XxXx.XxX.xxs the
dotted decimal form of the IP address apgis the
network prefix

Same as previous command but the
subnet mask is specified instead using
CIDR network prefix.

Exampleifconfig eth0 172.30.4.149/24

ip address flush dev ethn
(wherenis the interface number)

Removes all settings from the selected
interface.

Exampleip address flush dev eth0
will remove all interface settings,
including the IP address, from ethQ.

Red Hat interface configuration (permanent)

Edit/etc/sysconfig/network-scripts/ifcfg-ethn
and add or modify these lines:

NM_CONTROLLED="xx"
ONBOOT="xx"
BOOTPROTO="xx"

IPADDR= XXX.XXX.XXX.XXX
NETMASK= XXX.XXX.XXX.XXX

Example % ethO is not configured:
/etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE="eth0"

NM_CONTROLLED="yes"

ONBOOT="no"

Example2 ethO hasastatic IP configured:
[etc/sysconfig/network-scripts/ifcfg-ethO
DEVICE="eth0"

NM_CONTROLLED="no"

ONBOOT="yes"

BOOTPROTO="static”
IPADDR=172.30.4.149
NETMASK=255.255.255.0

Example 3 ethO is configured for DHCP:
[etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE="eth1"

NM_CONTROLLED="no"

ONBOOT="yes"

BOOTPROTO="dhcp”

For the new interface settirgjo take effectwithout

Each interface has an associated icfg
ethn file inthe /etc/sysconfig/network-
scripts directory.

These files are used at system stgurto
configure the interfaces.

Set NM_CONTyReDd rL E“Dr
to useor not useReal Hat
NetworkManager utility.

Set ONBOOT to “ye
interface or
at system startup.

Set BOOTPROTO to
a static IP address“dhcg t o ¢
adynamiclP address

For static IP address, €t IPADDR to
the static IP address. Be sure this is a
unique IP address for your system to
avoid duplicate IPs on the network! Se
NETMASK to the subnet mask.




restartingthe system use:
service network restart
or /etc/init.d/network restart

Routing table configuration (temporary, till next restart)

route add default gw XXX.XXXXXX.XXX

wherexxx.xxx.xxx.xxs the dotted decimal form of the
IP address for the default gateway router.

Adds the default gateway to the routing
table. Unless there is another more
specific route in the routing table this ig
the route will be used t®end outbound
packets.

Example:

route add default gw 172.30.4.1
adds the lab router as the default
gateway.

route del default gw XXX.XXX.XXX.XXX

where xxx.xxx.xxx.xxs the dotted decimal form of the
IP address for the default gateway router.

Deletesthe default gateway in the
routing table.

Example:

route del default gw 172.30.4.1
deletes the lab router as the default
gateway.

Red Hat routing table configuration (permanent)

Edit (e.g. withvi) the /etc/sysconfig/network file and
addor modify:

GATEWAY= XXX. XXX.XXX.XXX

where xxx.xxx.xxx.xxs the dotted decimal form of the
IP address for a router.

Example:

/etc/sysconfig/network

NETWORKING=yes

HOSTNAME=elrond.localdomain

GATEWAY=172.30.4.1

The default gatewagn Elrondhas been set to the CIS
Lab router (172.30.4.1).

For the new interface settirggo take effectwithout
restarting the systemuse:

service network restart

or /etc/init.d/network restart

Edit this file to add a permanent defaul
gateway to the routing table. The new
settings donot take effect until the

system or network service is restarted.

Specify DNS name servers (permanent)




Edit (e.g. withvi) the /etc/resolv.conf file and add one
or more

nameserver XXX.XXX.XXX.XXX

lines to specify DNS servers for name resolution
servces.

where xxx.xxxX.xxx.xxs the dotted decimal form of the
IP addres$or a DNS name server.

Use this file to specify one or more DN
server. The first server listed will be th
primary name server. The second will
be the secondary name server ara s
forth.

Example:
[etc/resolv.conf
nameserver 192.168.0.8
nameserver 10.240.1.2

configures the CIS VLab DNS server
(192.168.0.8) as the primary and the
campus DNS server (10.240.1.2) as th
secondary.

> [etc/resolv.conf

Cleasall DNS name servers

Linux hardware and driver commands

echo 0 >
/proc/sys/net/ipva/icmp_echo_ignore_broadcasts

Enables Linux system to respond to
broadcast pings.

Ispci

or /sbin/Ispci

Shows PCI devices including what NIC
NICs (Network Interface Controllers) al
being usedo physically connect the
system to the network.

The full absolute pathname may be
required if user is not logged in as root
and /sbin is not

Example:

Ispci | grep -i ether

will show all the ethernet NIGs the
system.

Ispci -k

Shaw the drivers kernel modules used
by the PCI devices including any NICs

Example:

Ispci -k | grep -iA4 ether

will show the drivers used by the NICs
on your system.

Ismod

or /sbin/Ismod

Shows the kernel modules that are
currently loaded. Example NIQwrs
(implemented as kernel modules) are
€100 (Intel), e1000 (Intel), pcnet32
(AMD) and vmxnet (VMware).

The full absolute pathname may be
required if user is not logged in as root




and /sbin is not

rmmod module

Use to unload (remove) running kernel
module (e.g. a NIC driver).

Examplermmod 1000 would unload
the Intel gigabit NIC driver if it was
loaded.

modprobe module

Use to load a kernel module (e.g. NIC
driver).

Example:modprobe 1000 would load

the Intel gigabit NIC drer if not loaded
already.




