Linux NetworkCommands & Files
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VMware

VMware commands and operations

IP Addressing

ipcalc- utility for calculating addresses and size of IP networks

debian

Example: (Ubuntu)

ipcalc 192.168.16.0/22
Address: 192.168.16.0
Netmask: 255.255.252.0 = 22
Wildcard: 0.0.3.255

=>

Network: 192.168.16.0/22
HostMin: 192.168.16.1
HostMax: 192.168.19.254
Broadcast: 192.168.19.255
Hosts/Net: 1022

Q. redhat

Example: (Red Hat family
ipcalc-npmb 192.168.16.0/22
NETMASK=255.255.252.0
PREFIX=22
BROADCAST=192.168.19.255
NETWORK=192.168.16.0

11111111 . 11111111 . 111111 00.00000000
00000000.00000000.000000 11.11111111

110

Class C , Private Internet

top




Virtual Cabling

VMware ESXi/lvSphere \

VMware Workstation

In VM Settings ..., select the network adapter (NIC) to cable

EB MNetwork adapter1

CIS Lah Network |

EB MNetwork adapter2

Rivendell - for Pod 3 V...

ElNetwork Adapter Bridged

Metwork Adapt... Custom (VMnet3)

Connect or disconnect the adapter

Device Status
¥ Connected
¥ Connect at power on

Device status
Connected
Connect at power on

Select a network to connect to

Metwark Connection
Metwark label:

CIS Lab Metwark:

Metwork connection

(") Bridged: Connected directly to the physical network
Replicate physical network connection state

(71 MAT: Used to share the host's IP address

) Host-only: A private network shared with the host
@ Custom: Spedific virtual network

VMnet3 -




Interfaces

ifconfig or /shin/ifconfig

Show the interface configurations.

The full absolute pathname may be
required if user is not logged in as root
YR K&0AYy A& yz2i
Example:

/sbin/ifconfig

ifconfig ethn
(wherenis the interface number)

Show settings for selected interface.

Example:

ifconfig ethl

will show information on the ethl
interface.

ifconfig ethn down
(wherenis the interface number)

Bring an interface down

Example:
ifconfig ethldown
will disable the eth1l interface.

ifconfig ethn up
(wherenis the interface number)

Bring an interfaceip

Example:
ifconfig ethlup
will enable the ethl interface.




Interfaces - obtain dynamic IP address (temporary)

dhclient-v ethn

Obtain an IP addreder aninterface
from a DHCP server.

Example:
dhclient-v ethO

dhclient-r -v ethn

Releasan P addresgack to the DHCP
server.

Example:
dhclient-v -r ethO




Interfaces - configure static IR onfiguration (temporary)

ifconfig ethn XXX.XXX.XXX.XXpp

n = interface number
XXX XXX XXX XXX P address
pp =the slashnetwork prefix

Configure an interface with an IP addre
and subnet mask.

Example:
ifconfig eth0 172.30.4.149/24

ifconfig ethnim XXX.XXX.XXX.XXpp

n = interface number

m=IP alias (suimterface) number
XXX XXX XXX XXX P address

pp =the slashnetwork prefix

Configure an IRlias @ldress and subnet
mask.

Example:
ifconfig ethG:1172.30.4.50/24

ifconfig ethn xxx.xxx.xxx.xxxetmasknnn.nnn.nnn.nnn|

n =interface number
XXX XXX XXX XXX |P address
nnn.nnn.nnn.nnrE subnet mask

Configure an interface witan IP address
and subnet mask.

Example:

ifconfig ethO 172.30.4.149 netmask
255.255.255.0

(all on one line)

Equivalent to:

ifconfig ethO 172.30.4.149/24

ifconfig ethn xxx.xxx.xxx.xxxetmasknnn.nnn.nnn.nnn
broadcastbbb.bbb.bbb.bbb
(all on one line)

n = interface number

XXX XXX XXX XXX [P address
nnn.nnn.nnn.nnrk subnetmask
bbb.bbb.bbb.bbb = broadcast address

Use this form of the command on older
RH9 systems to prevent unintended
settings based on the class of the
network.

Example:

ifconfig eth0 172.30.4.149 netmask
255.255.255.roadcast 172.30.4.255
(all on one line)

Would configure ethO with that IP
addressmaskand broadcast address

ip address flush dev eth

n = interface number

Removes all settings from the selected
interface.

Example:

ip address flush dev ethO

will remove all interface settings,
including the IP address, from ethO.




Interfaces- permanent configuration (Red Hdamily)

Edit/etc/sysconfig/network-scripts/ifcfg-ethn
and add or modify these lines:

NM_CONTROLLEDx"
ONBOOT=X'
BOOTPROTOxX'
IPADDRXX. XXX.XXX.XXX
NETMASKRXX.XXX.XXX. XXX

These files are used at system startup to configure th
interfaces.

{SG bay/ hbe¢wh[[95 (G2 a&f
WSR 1G4 bSGg2Nyalyl3aISNI g
GKA& Ay [/ L{mdu aSaiG G2 ay
{SG hb.hh¢ (2 aesSa¢ (2 q
to disable the interface at system startup.

Set BOOTPROTOda (i F G A O¢ G2 O2y T
addressoradhepg G 2 O 2dynarmiciPdatidiess|

For static IP addressegt$PADDR to the static IP
address. Be sure this is a unique IP address for you
system to avoid duplicate IPs on the network! Set
NETMASK tthe subnet mask.

For the new interface settings to take effect without
restarting the system, use:

service network restart

or /etc/init.d/network restart

Each interface has an associatfdg-
ethn file inthe /etc/sysconfig/network-
scriptsdirectory.

Example: eth0not configured
letc/sysconfig/network-scripts/ifcfg-
ethQ

DEVICE="eth0"
NM_CONTROLLED="yes"
ONBOOT="no"

Example: ethO hasstatic IP
letc/sysconfig/network-scripts/ifcfg-
ethQ

DEVICE="eth0"
NM_CONTROLLED="no"

¢ ONBOOT="yes"

BOOTPROTGstatice
IPADDR=172.30.4.149
NETMASK=255.255.255.0

Example: ethO is IHCP
letc/sysconfig/network-scripts/ifcfg-
eth0

DEVICE="et
NM_CONTROLLED="no"
ONBOOT="yes"
.hh¢twhehrl é RKOLXE

Example: IPaliason ethO
letc/sysconfig/network-scripts/ifcfg-
eth0:1

DEVICE="ethQ"
NM_CONTROLLED="no"
ONBOOT="yes"
BOOTPROT@statice
IPADDR=172.30224
NETMASK=255.255.255.0




Routing tableconfiguration (temporary)

route add default gwxXx.XXX.XXX.XXX

Adds the default gateway to the routing
table. Unless there is another more
specific route in the routing table this is
the route will be used teend outbound
packets.

Example:

route add default gw 172.30.4.1
adds the lab router as the default
gateway.

route del default gwxxX.XXX.XXX.XXX

Deletes the default gateway in the
routing table.

Example:

route del default gw 172.30.4.1
deletes the lab router as the default
gateway.

route add-net XXX. XXX.XXX.XXEP W XXX.XXX.XXX. XXX

Add static route

Example:

route add-net 192.168.20.0/22 gw
172.30.4.250

(all on one line)

route del-net XXX.XXX.XXX.XXFEP gW XXX XXX XXX. XXX

Delete static route

top



Showand control routing

route -n Show the current routing table. The
(numerical) option makes it faster. This

or ip route show option disables DNS lookups to replact
IP addresses with hostnames in the
output.

route -C Show the routing table cache

ip route flush cache Flush the routing table cache

top



Routing tablepermanent configuration (Red Hat family)

Edit/etc/sysconfig/network with:

GATEWAY XXX XXX XXX. XXX

Edit this file to add a permanent defaul
gateway to therouting table. The new
settings do not take effect until the
system or network service is restarted.

Example:

/etc/sysconfig/network
NETWORKING=yes
HOSTNAME=elrond.localdomain
GATEVAY=172.30.4.1

The default gatewagn Elrondhas been
set to the CIS Lab router (172.30.4.1).

For the new interface settirggo take
effectwithout restarting the system
use:

service network restart

or /etc/init.d/network restart

Edit/etc/sysconfig/network-scripts/route-ethn with:

XXX XXX XXX XA Via XXX XXX XXX XXX

Add static route permanently

Example:
letc/sysconfig/network-scripts/route-
eth0

192.168.20.0/22 via 172.30.4.250

to route traffic to the 192.168.20/22
network out the ethO interface to the
MTH®Pondndupn aySE
router.




Hostname configuration

Q redhat.

1) Edit/etc/sysconfig/network:
HOSTNAMEhostname

2) Edit/etc/hosts to insure the same hostname is use
there.

Editthis file to name the system.

Example:

letc/sysconfig/network
NETWORKING=yes
HOSTNAME=elrond.localdomain
GATEWAY=172.30.4.1

Restart the system for the new
hostname to take full effet.

debian
1) Edit/etc/hostname:

hostname

2) Edit/etc/hosts to insure the same hostname is use
there.

Edit this file to name the system.

Example:
/etc/ hosthame
frodo

Restart the system for the new
hostname to take full effect.




Network configuration- Debian family (permanent)

Edit/etc/ network/interfaces

'3aS GKA& GRSLINBOI GSRé¢ a(
services:

[etc/init.d/networking restart

It seems this script in now deprecated and each
interface must be manually shut down then brought

back up!

Seehttp://bugs.debian.org/cgi
bin/bugreport.cgi?bug=565187

Totemporarilydisable NetworkManager on Ubuntu
use:
service network-manager stop

To stopit from ever running again, edihe:
/etc/init/network -manager.conf
upstart scriptrt Y R O2YYSyd 2dzi (K

Edit this file topermanently configure
networking on Debian and Ubuntu
systems.

Example: DHCP
letc/network/interfaces
auto lo

iface lo inet loopback

auto ethO
iface ethO inet dhcp

Example: static IP
letc/network/interfaces
auto lo

iface lo inet loopback

auto ethO

iface ethO inet static
address 172.30.4.222
netmask 255.255.255.0

gateway 172.30.4.1

Example: IP alias
letc/network/interfaces
auto lo

iface lo inet loopback

auto ethO

iface ethO inet static
address 172.30.4.222
netmask 255.255.255.0

auto eth0:1

iface ethO:1 inet static
addressl72.30.4.23
netmask 255.255.255.0

gateway 172.30.4.1

Example: static IP and routes
[etc/network/interfaces

auto lo

iface lo inet loopback

auto ethO



http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=565187
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=565187

iface ethO inet static
address 172.30.4.222
netmask 255.255.255.0

gateway 172.30.4.1

up route add-net 192.168.2.0/24 gw
172.30.4.107

(all on one line)

up route add-net 192.168.3.0/24 gw
172.30.4.107

(all on one line)




Name resolution

Theletc/resolv.conf file

nameservenxx. XXX. XXX. XXX

Editthis file to specify one or more DN
server. The first server listed will be th
primary name server. The second will
be the secondary name server and so
forth.

Example:

letc/resolv.conf

nameserver 192.168.0.8

nameserver 10.240.1.2

configures the CIS VLab DNS server
(192.168.0.8) as the primary and the
campus DNS server (10.240.1.2) as th
secondary.

> /etc/resolv.conf

Clears all DNS name servers

The/etc/hosts file

Edit this file tdocally add name

resolution for commonly used hosts
Each line is this file starts with an IP
address and is followed by one or morsg
hosthames.

Example:

echo " 12.168.23.200 saurofi >>
letc/hosts

(all on one line)

allows you to ping sauron by name in
addition to by IP address.




Packet forwarding

echo 1 > /proc/sys/net/ipv4/ip_forward

Temporarily @able packet forwarding

echoO > /proc/sys/net/ipv4/ip_forward

Temporarily ésable packet forwarding

cat /proc/sys/net/ipv4/ip_forward

Show packet forwardingtatus
0 = off (disabled)
1 = on (enabled)

Theletc/sysctl.conffile

net.ipv4.ip_forward =n
usen=0 to disable,
usen=1 toenable

To permanently enable or disable pack
forwarding.

Example:

letc/sysctl.conf

<snipped>

net.ipv4.ip_forward = 1

<snipped>

will enable packet forwarding during
system start or when the network
service is restarted.




Firewalls

iptables -L

Show the current firewalules.

iptables -nL

Show the current firewall in numerical
form, e.g. the ssh port shows as 22
instead of ssh.

iptables -nL--line-numbers

Same as above but shows line numbel

iptables-F

Disables the firewall by flushing
(deleting) all rules on all chains in
memory.

iptables -D chain rulenum

Delete a rule on a chain in memory.

Example:

iptables -D FORWARD 1

Delete the first rule on the FORWARD
chain. This will modify the default
CentOS firewall to allow packet
forwarding.

iptables-P chaintarget

Setthe policy on a chain to a target (e.(
ACCEPT, REJECT, DROP, etc) for the
packet, if no rules apply.

Example:

iptables-P FORWARD ACCEPT
setsthe policy on the FORWARD chain
to accept the packet, if no rules have
applied.

service iptables restart

Loads the firewall rules from the
letc/sysconfig/iptables

service iptables save

Make thecurrent firewallrules in
memory permanent. The rules are
saved in the /etc/sysconfig/iptables file

iptables-save > iptables.bak

Copy the current firewall rules in
memory to a file.

Note: Thisnayfail now due to SELinux
(see /var/log/messages to verify). A
partial workaround is to useservice
iptables savebut as this clobbers
/etc/sysconfig/iptables be sure to back
up first.




iptablesrestore < iptables.bak Restore the current firewall in memory

from a file.
iptables-A FORWAREB REJECHreject-with icmp- Adds default CentOS rule for FORWAH
host-prohibited chain. This will block packet forwarding

top



Firewalls (Red Hat Family)

Firewall configuration file:

letc/sysconfig/iptables

This file is not intended to be directly
edited. You can copy this file to back i
up. The contents are useful as they
show how to form the actual iptables
commands that could be entered from
the command line

Example:

cd/etc/sysconfig

cp iptables iptables.bak

will backup the current firewall
configuration file.

Example:

cd /etc/sysconfig

cp iptablesbak iptables

will restorethe current firewall
configuration file from the backup file.

Example:

service iptables save

will replace /etc/sysconfig/iptables file
with the current rules in memory.

Example:

service iptables restart

loads the firewall rules into memory
from /etc/sysconfig/iptables.




Firewall Brute Force Blocker

Example:

[rsimms@opus ~]$ cat /etc/sysconfig/iptables

< snipped >

# Impede brute force SSH dictionary attacks using the recent module (Rule added by RJS)
-A RHFirewalt1-INPUT-p tcp --dport 22-m state--state NEWm recent--set¢hame SHBF

-A RHFirewalt1-INPUT-p tcp--dport 22-m state--state NEWm recent--update--seconds 60-
hitcount 4--rttl --name SSHBFLOG-log-level info-Hog-prefix "iptables brute force block: "

-A RHFirewalt1-INPUT-p tcp--dport 22-m state--state NEWm recent--update--seconds 60-
hitcount 4--rttl --name SSHBFDROP

< snipped >

Credit: http://kevin.vanzonneveld.net/techblog/article/block_brute force_attacks_with_iptable




Firewall - Lab 5

Example:
Client Gateway Server
172.30.1.0/24 192.168.2.0/24
E eth0 eth0 ethi eth0 QI
E;— dhep _i .107 =25
Frodo .108

Elrond Arwen

iptables-P INPUT DROP

iptables-P FORWARD DROP

iptables-P OUTPUT DROP

iptables-A FORWARB 192.168.2.0/24d 0/0 -m state--state NEWj ACCEPT

iptables-AFORWARBEs 0/0-d 192.168.2.9m state--state NEWp tcp--dport 23-j ACCEPT

iptables-A FORWAR#EN state--state ESTABLISHED,RELATADCEPT
iptables-A OUTPUIm state--state NEW,ESTABLISHED,RELABRECEPT

iptables-A INPUT ethl-s 192.168.2/24 -d 192.168.2.1m state--state NEWj ACCEPT

iptables-A INPUTm state--state ESTABLISHED,RELATADCEPT
ifconfig eth0:1 172.30.1.108 netmask 255.255.255.0 broadcast 172.30.1.255

iptables-t nat-A PREROUTINIG:thO-d 172.30.1.108] DNAT--to-destination 192.168.2.9
iptables-t nat-A POSTROUTINSethO-s 192.168.2.9) SNAF-to-source 172.30.1.108
iptables-t nat-A POSTROUTINSethO-s 192.168.2.0/24) SNATF-to-source 172.30.1.107

iptables-A INPUTF LOG-log-level info--log-prefix "iptables INPUT: "
iptables-A FORWARPLOG-log-level info--log-prefix "iptables FORWARD: "

top




Example:
iptables-t nat -A POSTROUTINGethO-jf MASQUERADE
Adds NAT to a router whose ethO interface is on the public side




NAT- Port forwarding

Example:
~ Internet
T
| DNS:10240.1.2
1
1
@ Lab Router
B Sauron Lfnu)(
Shire Rivendell Client
(Outside) (Inside) (port 22)
"
£
% ) Windows
p— Client
eth oth0 eth1 (port 3389)
== dhep 00 1
YYY
Frodo 172.30.4.0/24 Elrond 192.168.2.0/24 Telnet
Client Gateway Server

(port 23)

[root@elrond sysconfig)# cat iptables

# Generated by iptablesave v1.4.7 on Sat Nov 19 08:25:01 2011

*nat

:PREROUTING ACCEPT [1216:196031]

:POSTROUTING ACCEPT [8:510]

:OUTPUT ACCEBR10]

# Redirect incoming public IP traffic based on destination port

-A PREROUTING172.30.4.253/32p tcp-m tcp--dport 22-j DNAT--to-destination 192.168.2.200
-A PREROUTING172.30.4.253/32p tcp-m tcp--dport 23-j DNAT--to-destination 192168.2.9
-A PREROUTING172.30.4.253/32p tcp-m tcp--dport 3389-j DNAT--to-destination 192.168.2.100
# Internet for Rivendell hosts using NAT

-A POSTROUTINSS192.168.2.9/320 eth0-j SNATF-to-source 172.30.4.253

-A POSTROUTINS192.168.2.0/240 eth0-j SNATF-to-source 172.30.4.252

COMMIT

# Completed on Sat Nov 19 08:25:01 2011

# Generated by iptablesave v1.4.7 on Sat Nov 19 08:25:01 2011

*ilter

:INPUT DROP [894:156935]

:FORWARD DROP [7:668]

:OUTPUT DROP [0:0]

-A INPUFm state--state RELATED,ESTABLISIHEOCEPT

-A INPUTs 192.168.2.0/24d 192.168.2.1/32i ethl-m state--state NEWj ACCEPT

-A INPUTj LOG-log-prefix "iptables INPUT=log-level 6

-A FORWAR#N state--state RELATED,ESTABLISHEDCEPT

-A FORWARB 192.168.0/24 -m state--state NEWj ACCEPT

-A FORWAR#H 192.168.2.200/32p tcp-m state--state NEWm tcp--dport 22-j ACCEPT
-A FORWAR#H 192.168.2.9/32p tcp-m state--state NEWm tcp--dport 23-j ACCEPT

-A FORWAR#H 192.168.2.100/32p tcp-m state--state NEWm tcp--dport 3389-j ACCEPT
-A FORWARPLOG-log-prefix "iptables FORWARD:lbg-level 6

-A OUTPUIm state--state NEW,RELATED,ESTABLISHEDEPT

COMMIT

# Completed on Sat Nov 19 08:25:01 2011

top







SELinux

getenforce Determine the current mode of SELinux.
Example:
getenforce
outputs permissive or enforcing
setenforcen Change the modef SELinux.

wheren =0 for permissive or 1 for enforcing

Example:
setenforce O
getenforce
Permissive

Example:
setenforce 1
getenforce
Enforcing

Is-Zpathname

The Z option on the Is command shethie
SELinux contexor a file or files

Example:

Is -IZ Ivar/ftp/pub

will show a long listing and SELinux context
information of the anonymous FTP directory

chcon-R-v -t pathname

where:

-R is used to apply recurslyto subdirectories
-v is verbose to indicates what was changed
-t is SELinux context type

Change the SELinux context for a file or files

Example:

chcon-R-v -t public_content_t /var/ftp

will set the default context type on all the files
in the anonymous FTP directory.

getseboolvariable

Get the value of a SBUx Boolean variable

Example:
getsebool ftp_home_dir

getsebool-a

Get the value of all SELinux Boolean variable

Example:
getsebool-a | grep ftp

setseboolvariable

Set the value of a SELinux Boolean variable

Example:
setsebool -P ftp_homedir=1







FTP Service

Ports: 21/TCP(commands) an®20/TCP(data)

Packagewvsftpd
Configuration filefetc/vsftpd/ vsftpd.conf

Firewall examples:
iptables-l INPUTh -m state--state RELATED,ESTABLISHEDCEPT
iptables-lI INPUTh -p tcp-m state--state NEWm tcp--dport 21-j ACCEPT

Firewall helper modules:

modprobe nf_conntrack_ftp

modprobe nf_nat_ftp

(or add thesemodules permanently to/etc/sysconfig/iptables-config)

SELinux:

To allow users to FTP to there home directories:
getsebool ftp_home_dir

setsebool -P ftp_home_dir=1

Service control:
chkconfig vsftpd on
chkconfig vsftpd off

service vsftpdstart
service vsftpd stop
service vsftpd restart
service vsftpd status

TCP wrappeexamples
in.telnetd: 192.168.2/24 Frodo

Anonymous file locationvar/ftp/pub

Clientpackage telnet
Client usageftp IP_address

Wireshark filterexamplesftp, ip-host == 172.30.4.240

top




Telnet Service

Ports: 23/TCP

Packagetelnet-server
Configuration filefetc/xinetd.d/telnet

Firewall examples:
iptables-l INPUTh -m state--state RELATED,ESTABLISHEDCEPT
iptables-lI INPUTh -p tcp-m state--state NEWm tcp--dport 23 -j ACCEPT

Firewall helpemodules:
na

SELinux;
na

Service control:
chkconfig xinetd on
chkconfig xinetd off

service xinetd start
service xinetd stop
service xinetd restart
service xinetd status

TCP wrapper examples:
in.telnetd: 192.168.20/24  Frodo

Client:
packagetelnet
Usagetelnet IP_address

Wireshark filterexamplesftp, ip-host == 172.30.4.240

top




Connectivity Testing

ping hostname
PING XXX. XXX XXX. XXX

Test connectivity with another computg
on the network. Use&Ctr-Cto stop

pinging.

Options:

-cnum  (limit the number of pings
-R (shows route travelled)
-b (broadcast ping)
Example:

ping-c3 google.com
will ping Google three times then stop.

Example:
ping-Rc3172.30.4.150
will show the route and do threpings.

Example:

ping-b 172.30.4.255

will do a broadcast ping on the
172.30.4.0/24 network.

echo 0 >
Iproc/sys/net/ipvd/icmp_echo_ignore_broadcasts
(all on one line)

Enables Linux system tespond to
broadcast pings.

ping6-l ethn IPvéaddress

Works like the IPv4 ping except the
outgoing interface must be specified.

Example:
ping6-1 ethO fe80::20c:29ff:.fe2a:5717

mtr hostname
OF MIr XXX. XXX XXX. XXX

Use g to quit

Displays the full route to the host and
will refresh travels times.

traceroute hostname
or traceroute XXX. XXX. XXX.XXX

Use g to quit

Displays the full route to the host and
will refresh travels times.

Options:
-l (use ICMP to get past some firewa

Example:
traceroute google.com

Example:
traceroute -I opus.cabrillo.edu




Packet Sniffing

tcpdump

Will start sniffing packets.

http://www.alexonlinux.com/tcpdump
for-dummies

tcpdump-n arp or icmp

Use-n to prevent DNS lookups
UseCltrlsor Ctrl-q to pause and continue

Packet sniffing command to capture
only arp andcmp packets

tcpdump -n hostxxx.xxx.xxx.xxand host
XXX XXX XXX XXX
(all on one line)

Use-n to prevent DNS lookups
UseCltrlksor Ctrl-q to pause and continue

Packet sniffing command to capture
only traffic between two hosts.

Example:

tcpdump-n host 172.30.4.25 and host
172.30.4.1

(all on one line)

tcpdump -ne -i ethn port nnor port nn

Example:
tcpdump-ne -i ethl port 80 or port 22

9 no DNS lookupsn()

9 shows mac addresses|

1 will listen on ethl interfacé-i ethl)

9 only captures ssh and http traffic
(port 80 or 2)



http://www.alexonlinux.com/tcpdump-for-dummies
http://www.alexonlinux.com/tcpdump-for-dummies

ARP commands

arp-n

Display arp cache

ip neigh flush all

Flush arp cache

arpwatch (Red Hat family)

Install arpwatch if necessary:
wrpm ¢ga | grep arpwatch
wyum install arpwatch

Install /bin/mail if necessary:
wrpm ¢ga | grep mailx

wyum install mailx

service arpwatch start
<Collection runs in the background>

service arpwatclrestart
cat /var/lib/arpwatch/arp.dat

arwatch (Debian family)

Install arpwatch if necessary:
wdpkgcl | grep arpwatch
wapt-get install arpwatch

Install /bin/mail if necessary:
wdpkgcl | grep sendmail
wapt-get install sendmail
wdpkgcl | grep heirloommail
wapt-get install heirloorrmail

letc/init.d/arpwatch start
<Collection runs in the background>

[etc/init.d/arp watch restart
cat /var/lib/arpwatch/arp.dat




Linuxhardware and drivecommands

Ispci

or /shin/lspci

Shows PCI devices including what NIC
NICs (Network Interface Controllers) a
being used to physically connect the
systemto the network.

The full absolute pathname may be
required if user is not logged in as root
FYR K&0AYy A& y2i

Example:

Ispci | grep-i ether

will show all the ethernet NIGm the
system.

Ispci-k

Show the drivers kernel modules used
by the PCI devices including any NICs

Example:

Ispci-k | grep -iA4 ether

will show the drivers used by the NICs
on your system.

Ismod

or /shin/lsmod

Shows the kernel modules that are
currently loaded. Example NIC drivers
(implemented as kernel modules) are
€100 (Intel), e1000 (Intel), pcnet32
(AMD) and vmxnet (VMware).

The full absolute pathname may be
required if user is not logged in as root
and/9 Ay A& y20 Ay

rmmod module

Use to unload (remove) a running kern
module (e.g. a NIC driver).

Example:

rmmod e1000

would unload the Intel gigabit NIC drive
if it was loaded.

modprobe module

Use to load a kernel module (e.g. NIC
driver).

Example:

modprobe €1000

would load the Intel gigabit NIC driver i
not loaded already.

Is /lib/modules/$(uname -r)/kernel/drivers/net/

List all NIC driversThese driverare
implemented as kernel modules and
hawe a .ko suffix




Information on older NIC drivers can b
found here:

http://www.tldp.org/HOWT O/text/Ethe
ret-HOWTO

Example:

Is /lib/modules/2.6.32-
71.el6.i686/kernel/drivers/net/

(all on one line)

will list all the network driversn the
CentOS VMs used in the Fall 2011 terr



http://www.tldp.org/HOWTO/text/Ethernet-HOWTO
http://www.tldp.org/HOWTO/text/Ethernet-HOWTO

General Linux commandsroot and shutting down

Su-

To become root (superuser).

Thedais very important as it provides
NE20Qa&a akKSftt Syoga

sudo-i To become root on the Ubuntu VMs.

or

sudo su-

exit End aterminal login session

init 0 init O is afast way to gracefully
shutdown a VM. Note: no warning is

or given to users that the system will be

shutdown optionstime warning

shut down.

The shutdown command is much more
friendly in that it warns users lere
shutting down in the specified time
interval.

Example:

shutdown-K bp W{ I @S &4
Tellsall userghe system will shut down
in 5 minutes and warns then to save
their work. The h option performs a ha
after the shutdown.




General Linux commandsbasic inventory

hostname

Shows the hostname of the system
being used.

tty Shows the current terminal being used

uname-r Print the version of the kernel being
used.

who Show logged in users and the IP addre
or hostnames they logged in from.

echo $PATH Shows your path. The shell uses the

path to locate any commandmtered.
Entering a command that is not locateq
2y 0KS LI GK gAff
y23G F2dzy Ré SNNE NI

cat /etc/* -release

Shows the name of the Linux
distribution being run.

top















